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A G E N D A 
 

1. Briefing Session   

 A briefing session for Panel Members will be held 
from 10.35am - 11.05am (approximately) prior to 
the arrival of any invited attendees or witnesses to 
the meeting. 
 

 

2. Apologies for Absence   

3. Declarations of Interest   

 Members are reminded of their personal 
responsibility to declare any personal and 
prejudicial interest in respect of matters contained 
in this agenda in accordance with the provisions of 
the Local Government and Finance Act 1992 
relating to Council Tax, the Local Government Act 
2000, the Council’s Constitution and the Members 
Code of Conduct 
 
Note: 
 

(a) Members are reminded that they must 
identify the item number and subject matter 
that their interest relates to and signify the 
nature of the personal interest and 

 
 

 

 



Merthyr Tydfil County Borough Council is the host local authority for the South Wales 
Police and Crime Panel 

(b) Where Members withdraw from a Meeting 
as a consequence of the disclosure of a 
prejudicial interest they must notify the 
Chair when they leave 

 

4. Minutes of Previous Meeting - Tuesday, 4th June 
2019  

 

 To consider the attached report 
 

3 - 8 

5. Appointment of Panel Champions - (Simon Jones)   

 To consider the attached report 
 

9 - 12 

6. Annual Report - (Alun Michael/Lee Jones)   

 To consider the attached report 
 

13 - 26 

7. Partnership Update - (Alun Michael)   

 To consider the attached report 
 

27 - 36 

8. Automated Facial Recognition Technology ("AFR") 
- (Alun Michael)  

 

 To consider the attached report 
 

37 - 110 

9. Finance Update - (Peter Curran)   

 To receive a verbal update 
 

 

10. Any other business deemed urgent by the Chair  
 

 

  
COMPOSITION: Councillor R Young (Bridgend CBC) (Chair) 
  
 Councillors: 

B Bowen-Thomson (Cardiff Council), R Lewis (Rhondda 
Cynon Taf CBC), P Rees (Neath Port Talbot CBC), 
C Richards (City and County of Swansea), S Jago 
(Merthyr Tydfil County Borough Council), E Kirchner 
(City and County of Swansea), G Thomas (Rhondda 
Cynon Taf County Borough Council) and J Cowan 
(Cardiff Council) 
 
Co-optees: 
M Jehu (Vice-Chair) 
M Jones 
 

 together with appropriate officers 
 



MERTHYR TYDFIL COUNTY BOROUGH COUNCIL 
 

 

MINUTES OF MEETING 
 

SOUTH WALES POLICE AND 
CRIME PANEL MEETING 

 
TUESDAY, 4TH JUNE, 2019 

 

 
PRESENT:  
 

 

 Councillors: 
B Bowen-Thomson (Cardiff Council), R Lewis (Rhondda Cynon 
Taf CBC), R Young (Bridgend CBC) and S Jago (MTCBC) 

  
Co-optees: 
M Jehu (Vice-Chair) 
M Jones 
 
Outside Bodies: 
A Michael, Police and Crime Commissioner 
Emma Wools, Deputy Commissioner 
Peter Curran, Chief Finance Officer for the Office of the PCC 
Paula Hardy, Strategic Policy Lead – Violence Against Women 
and Girls 
 
Officers:  
S Jones (Senior Solicitor) 
M Hemmings (Democratic Services Officer) 

  

ITEM 
NO. 

AGENDA MATTER DECISION 

39   Briefing Session Discussion took place regarding the items on the agenda. 
 
Panel members expressed their sadness at the passing of 
Councillor Robert Smith who was a quiet, understated and 
well respected gentleman and wished to send their best 
wishes and condolences to Councillor Smith‟s family. 

Page 3

Agenda Item 4



 
 
 
 
   

40   Apologies for Absence Apologies for absence were received from Councillors Peter 
Rees, Christine Richards and Graham Thomas. 
 
Apologies for non-attendance were also received from Lee 
Jones, Chief of Staff (Commissioners Office) and Matt 
Jukes, Chief Constable.  

41   Declarations of Interest Councillor B Bowen-Thompson declared an interest in the 
All Wales Criminal Justice Group and the charity that she 
works for receives funding from the Commissioner‟s office. 

42   Minutes of Previous 
Meeting(s) 

 

42a   Minutes of meeting 
Tuesday, 29 January 
2019 of South Wales 
Police and Crime 
Panel 

Resolved that:  
 
The Minutes of the Meeting held 29

th
 January 2019 be 

accepted as a true record. 

42b   Minutes of meeting 
Tuesday, 23 April 2019 
of South Wales Police 
and Crime Panel 

Amendment on Page 10 (item 33) to read „formal evidence 
given‟ rather than „advice‟. 
 
Amendment on Page 11 (item 35a) to read „Martyn‟ not 
„Martin‟. 
 
Amendment on Page 12 (item 35c) to read „Wools‟ not 
„Wills‟. 
 
Resolved that:- 
 
The Minutes of the Meeting on 23

rd
 April 2019 be accepted 

as a true record subject to the amendments listed above. 

43   Appointment of Chair Councillor Rhys Lewis left the meeting at 10.40 a.m., the 
meeting was adjourned until his return at 10.45 a.m. 
 
Simon Jones explained the rules of appointment of Chair 
including advising that the Chair could only be drawn from 
Elected Members. 
 
Resolved that:  
 
Councillor Richard Young be appointed as Chair of the 
Panel. 

44   Appointment of Vice 
Chair 

Simon Jones explained the rules of appointment of Vice 
Chair. 
 
Resolved that:  
 
Mr Melvin Jehu, Co-opted Member be appointed as Vice 
Chair of the Panel. 

45   Presentation Update 
from the Commissioner 

The Chair welcomed the Commissioner and his Team to 
the meeting. 

46   Violence against The Panel received a presentation from Paula Hardy, 
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Women and Girls Strategic Policy Lead on The Joint Strategy of the Police & 
Crime Commissioner and Chief Constable for South Wales 
to tackle Violence against Women and Girls, Domestic 
Abuse and Sexual Violence 2019 – 2024 with particular 
reference made to:-  

 
 Principles – constant learning, incremental 

improvements and listening to victims and 
survivors. 

 Clear direction for the future. 
 Longer term strategy 2019 – 2024. 
 Planning for the longer term - economic, 

environmental, collaboration, involving 
people in the decisions that affect them, 
integration and prevention. 

 Joint strategic priorities – enhanced 
collaboration, preventation and early 
intervention, safeguarding and perpetrators. 

 Four P‟s Framework (used for Serious and 
Organised Crime) – Prepare, Prevent, 
Protect and Pursue. 

 Focusing on the difference – what we do, 
how we do it, outcomes and aims. 

47   DRIVE project update 
following a 
presentation at the 
House of Lords in May 
on the work in South 
Wales 

The Panel received a presentation from Mr Alun Michael, 
Police and Crime Commissioner on DRIVE (an innovative 
approach to responding to high-harm perpetrators of 
domestic abuse, with particular reference made to the 
following:- 
 

 “Without this work we know that domestic abuse 
perpetrators will continue to enter new 
relationships, create more victims and expose 
children to harmful abusive behaviour.  It is above 
ending abuse for the victims of today – but also the 
victims of tomorrow” – Drive case manager 

 

 The aims of Drive – to reduce the number of repeat 
and new victims,  the harm caused to victims and 
children, the number of serial perpetrators of 
domestic abuse and to intervene to protect families 
living with domestic abuse. 
 

 We need to stop asking “Why doesn‟t she leave?‟ 
and start asking “Why doesn‟t he stop?” 
 

 Pilot Sites/Replication Sites 
 

 Change of attitudes and what victims want as 
outcomes 
 

Questions/comments were raised by Panel with regard to 
the following points:- 
 

 Five year strategy – longer term ambitions 

 Sustainable Development Framework 

 Long term prevention/training for front-line staff 
 

Page 5



 
 
 
 
   

A request was made for the Panel to observe how front-line 
training was delivered.  The Commissioner welcomed this 
idea. 
 
The Panel thanked the Team for the positive impact that 
this work was having and commended the hard work being 
undertaken. 
 

48   Criminal Justice 
Blueprints i. Women 
Offenders  ii Youth 
Offending 

The Commissioner provided background and historical 
information to the blueprints for female offending and youth 
justice. 
 
Emma Wools provided Panel with a presentation on Female 
Offending with particular reference to:- 
 

 Progress to date 

 Priority areas  

 Lessons learned from Women‟s Pathfinder 

 Women in Justice Programme  
 
A further presentation was received on Youth Offending 
with particular reference to:- 
 

 Strategic aims of youth justice blueprint 

 Guiding principles for youth justice 

 Whole system approach 

 Where we are and next steps 

 Going forward – implementation  
 
The Panel thanked the Team for the presentations and 
work undertaken. 

49   Serious Violent Crime 
Update 

The Commissioner referred to the Tackling Violence – the 
South Wales Approach report. 
 
The Commissioner and the Panel discussed the content.  

50   Performance and 
Demand 

The Commissioner referred to the South Wales Police – 
Demand, Challenges and Performances report and made 
particular reference to the following:- 
 

 Challenges of missing persons and amount of calls 
received and responses. 

 Solidarity between Police, Welsh Government and 
Community 

 Knife crime  

 Domestic violence  

 Stop and Search 
  
The following matters were raised and discussed:- 
 

 Divisional Commanders to attend each of the 
quarterly meetings (excluding Precept Meeting) for 
elected representatives to better understand and 
have a more informed approach of each area. 

 
- The Commissioner noted the request for 
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Divisional Commanders to attend, but wished it 
noted that Panel hold the Commissioner to 
account not Divisional Commanders. 

 

 Clarity over „outcomes that are positive‟ – does this 
mean arrests or locked up? 

 

 Useful seeing BCU split, but not all areas reported 
in the same way. 

 
- Commissioner agreed that more detail could be 

provided if the questions were provided in 
advance. 

 

 Operational Resources/what is being put in place 
 
The Chair thanked the Team for the information provided. 

51   Mid-Year Financial 
Assessment by the 
Treasurer 

Peter Curran, Chief Finance Officer summarised the Mid-
Year Financial Assessment report and in particular made 
reference to:- 
 

 Commissioner‟s financial responsibilities 

 Implications of having two corporations sole 

 How the Commissioner‟s finances are managed 

 Main sources of financial information 

 Financial challenges 

 Commissioner‟s Team 

 Official statistics 

 Comparative analysis of costs of Commissioner‟s 
Teams 

 Commissioner‟s Budget 2019/20 

 Automated facial recognition 

 Swansea Help Point 

 Police Estate 

 Women‟s Pathfinder 
 
The Panel thanked the Commissioner‟s Team for the 
presentation. 

52   Oversight of 
Complaints 

Simon Jones detailed the report content. 

53   Any other business 
deemed urgent by the 
Chair 

Discussion took place around the Rules of Procedure and 
the appointment of Chair needing to be an Elected Member. 
 
A member expressed a view that as the Commissioner is 
elected, the Chair should be an Elected Member. 
 
The Chair agreed that a report would be brought to a future 
meeting. 
 
No other business was deemed urgent by the Chair. 
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REPORT TO  

THE SOUTH WALES POLICE AND CRIME PANEL 
 

17th September 2019 

Appointment of Panel Champions 
 

Purpose of the Report 
 

To consider whether to agree to the appointment of member champions. 
 

 

 

1.0 Report details. 

1.1 Every year the Police & Crime Commissioner for South Wales’ (the 
Commissioner) in accordance with statutory requirements presents the 
Panel with the Police & Crime (Reduction) Plan or revisions to it (the 
Plan). The Panel’s role is to consider the same with the aim of 
contributing to the development of the Plan (on which it is a statutory 
consultee). The Commissioner must have regard to the Panel’s views 
and recommendations on the draft. Another statutory duty imposed upon 
the Panel is its duty to make comments and question the Commissioner 
on his annual report. 

1.2 In addition to the above the Panel in its role as a scrutiny body exists to 
generally scrutinise the Commissioner in order to (1) promote openness 
in the transaction of police business and (2) to support the 
Commissioner in his effective exercise of his functions. In carry out this 
role the Panel may make reports and recommendations on matters 
relating to the Commissioner on which he is obliged to provide a 
response. The Panel may also carry out investigations into decisions 
made by the Commissioner or into topics of particular interest or public 
concern. These are not statutory functions but may be necessary in 
order to effectively carry out the rest of the Commissioner’s business. 

2.0 The Proposal. 

2.1 Members have considered for some time whether or not the 
aforementioned Panel functions could be improved if Member 
Champions were appointed by the Panel to further consider and 
scrutinise specific areas within the Commissioner’s Plan. The 
appointment of Champions has been adopted by many other Panels 
both in Wales & England and from discussions with lead officers from 
other Welsh Panels it would seem to work well. 
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2.2 The Commissioner’s current Plan has 6 overarching priorities and they 
are - 

1. To reduce and prevent crime and anti-social behaviour to keep people 
safe and confident in their homes and communities.  

2. To engage with involve and inform our communities, working with 
partners in Local Government, Health, Fire and Welsh Government to 
build resilience. 

3. To protect the most vulnerable in our communities, understanding 
causes and taking prompt positive action as issues arise. 

4. To make the local Criminal justice System the most effective and 
efficient it can be to meet the needs of victims and reduce offending. 

5. To make our contribution to the Strategic Policing Requirement and 
successfully police major events. 

6. To spend your money wisely and support our people to provide the 
best possible policing in your community. 

2.3 Sitting below these priorities, the Commissioner’s Plan also highlights the 
main concerns of the Commissioner’s partners which are in effect the 
concerns of the people of South Wales. These concerns are:- 

1.  Substance misuse 

2.  Supporting young people 

3.  Protecting vulnerable people 

4.  Domestic abuse 

5.  Mental Health 

6.  Anti-social behaviour 

7.  Reducing re-offending 

8.  Terrorism 

9.  Violent Crime 

10. Child sexual exploitation. 

11. Road safety 

12. Acquisitive crime. 

 

2.4  It is envisaged that the role and remit of the Member Champion would be 
to: 

• liaise if necessary with the Commissioner and his office 
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• keep the Panel up-to-date with activities within their specific interest 

• generally promote the remit of the Panel 

 

2.5     Members of the Panel are asked to consider adopting Member Champions 
and to determine what aspects of the Commissioner’s Plan they would like 
to Champion. One suggestion previously put forward was for the Panel 
members to work in pairs and to co-ordinate their work on the areas in 
which they are Champions and to enable them to effectively question and 
scrutinise the Commissioner as and when required. It is also proposed that 
if the proposal to introduce champions is adopted by the Panel then this 
would be initially for a 12 month trial period, after which the proposal would 
be reviewed and extended if successful. 

 

 
 

 

Simon Jones 

Senior Solicitor,  

Merthyr Tydfil County Borough Council 
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REPORT OF THE POLICE AND CRIME COMMISSIONER 

TITLE:  Police and Crime Commissioner for South Wales’ Annual Report 

DATE:  17th September 2019 

PURPOSE: For Noting 
 

1. RECOMMENDATION 

That the Police and Crime Panel considers and responds to the attached 

Annual Report for the financial year 2018/19 as required by the Police Reform 

and Social Responsibility Act 2011. 

 

2. INTRODUCTION & BACKGROUND 

The Police Reform and Social Responsibility Act 2011  (Section 12) must 

produce and present an annual report for the Police and Crime Panel.The 

attached report highlights progress in 2018-19 towards delivering the priorities 

in the Police & Crime Plan 2018-21 and following the panle will be published 

on the Police and Crime Commissioners website. 

3. ISSUES FOR CONSIDERATION 

The financial challenge faced by South Wales Police remains significant and 

yet we have delivered almost £0.5 billion of social and economic benefit to 

South Wales in recent years; this has only been achieved through our 

determination to focus on early intervention and prompt, positive action, 

working with partners to be ever more effective. 

During 2018/19, there has been a continued focus on vulnerability, early 

intervention and Adverse Childhood Experiences (ACEs). There is 

international interest in our work to tackle the impact of ACEs and we were 

delighted to be asked to make a presentation at the 4th Law Enforcement and 

Public Health conference in Toronto in October, along with partners from the 

Early Action Together Programme, including Public Health Wales, Welsh 

Government and the Home Office. The award of £6.8 million from the Police 

Transformation Fund to the four Welsh Commissioners has built on the 

pioneering teamwork in Maesteg on ACEs, and the Home Office grant 

condition requires us to create opportunities for learning and to share the work 

that we are doing here in Wales, yielding further benefits for the communities 

of South Wales. 

Public Service Boards (PSBs) are now firmly established across Wales to 

focus their local needs assessments on wellbeing, with ACEs forming a 

cornerstone of how partners will respond but Regional Partnerships Boards, 

established through the Social Services and Well-being Act, are of equal 

importance. 
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4. NEXT STEPS 

The Police and Crime Panel are required to note and comment, the report will 

then be published on the Police and Crime Commissioners website. 

  

5. FINANCIAL CONSIDERATIONS 

There are financial implications to the delivery of the police and crime plan 

which are fully articulated within the Medium Term Financial Plan which has 

also been discussed at the panel. 

6. PERSONNEL CONSIDERATIONS 

The majority of the Policing and Crime Budget covers Police Officer and Police 

Staff salaries and employer’s contributions.  The plan takes account of the 

pressure on the budget and drive the efficient and effective use of the budget 

in a planned and timely manner. The annual report reflects these challenges. 

7. LEGAL IMPLICATIONS 

Producing the annual report particularly in the light of: 

(i) any report or recommendations made by the police and crime panel; and 

(ii) any changes in the strategic policing requirement  

(iii) statutory responsibilities of the Commissioner under the Police Reform and 

Social Responsibilities Act 2011. 

 

8. EQUALITIES  AND HUMAN RIGHTS CONSIDERATIONS 

This proposal has been considered against the general duty to promote 

equality, as stipulated under the Strategic Equality Plan and has been 

assessed not to discriminate against any particular group.  

 

In preparing this report, consideration has been given to the requirements of 

the Articles contained in the European Convention on Human Rights and the 

Human Rights Act 1998. 

 

9. RISK 

A timely decision will minimise the risk to the compliance with the Police 

Reform and Social Responsibility Act 2011. 

10. PUBLIC INTEREST 

This report will be placed on the website of both the Commissioner and the 

Police and Crime Panel. 

11. CONTACT OFFICER 

Lee Jones, Chief Executive to the Police and Crime Commissioner for South 

Wales. 

12. ANNEXES 

The Annexe to this report is a copy of the Annual report for noting.  
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Introduction by South Wales Police 
& Crime Commissioner,  
Rt Hon Alun Michael 
I am pleased to introduce my annual report for the financial year 2018/19, which summarises the work my team and 
I have undertaken during another extremely demanding but rewarding year.  The financial challenge faced by South 
Wales Police remains significant and yet we have delivered almost £0.5 billion of social and economic benefit to South 
Wales in recent years; this has only been achieved through our determination to focus on early intervention and prompt, 
positive action, working with partners to be ever more effective.  As Chief Constable, Matt Jukes has provided strong 
leadership to an outstanding team, and we provide healthy challenge as well as support to each other in our respective 
roles, co-operation is the overarching principle that inspires us and as Police & Crime Commissioner, I am uniquely 
placed to act as a catalyst for partnership across a wide range of devolved and non-devolved services.  We continue 
to play a full and active part in the six Public Service Boards across South Wales as they look to embed the findings of 
their Wellbeing plans and objectives for future service design and delivery.  An important element across all the Public 
Service Boards has been direct alignment with Community Safety Partnerships, something both Welsh Government and 
the Welsh Local Government Association have also supported. This has led to a ground-breaking agreement between 
Policing in Wales (the four Commissioners and Chief Constables) and the Welsh Local Government Association (WLGA) 
in funding a Community Safety Co-ordinator to support local partnership working across Wales. 

During 2018/19, there has been a continued focus on vulnerability, early intervention and Adverse Childhood 
Experiences (ACEs). There is international interest in our work to tackle the impact of ACEs and we were delighted to 
be asked to make a presentation at the 4th Law Enforcement and Public Health conference in Toronto in October, along 
with partners from the Early Action Together Programme, including Public Health Wales, Welsh Government and the 
Home Office. The award of £6.8 million from the Police Transformation Fund to the four Welsh Commissioners has 
built on the pioneering teamwork in Maesteg on ACEs, and the Home Office grant condition requires us to create 
opportunities for learning and to share the work that we are doing here in Wales, yielding further benefits for the 
communities of South Wales. 

Public Service Boards (PSBs) are now firmly established across Wales to focus their local needs assessments on wellbeing, 
with ACEs forming a cornerstone of how partners will respond but Regional Partnerships Boards, established through 
the Social Services and Well-being Act, are of equal importance. Our involvement and position across both is of critical 
importance, as we help facilitate an informed and consistent approach around partnership working to aid the 
development and delivery of sustainable public services that make our all of our communities safer and more resilient. 

Our achievements to date have created a strong foundation on which to build and 
2018/19 has seen further, positive progress across all areas of the South Wales Police  
& Crime Plan.  The police service continues to adapt in spite of sustained funding 
pressures, evolving demand and emerging threat but I am encouraged to see how 
much South Wales Police is developing its people and services during these 
challenging times. My commitment to enabling South Wales Police to be an efficient 
and effective force remains unwavering.

Contents 

Introduction                                                                         3 

Progress against Police & Crime Plan 2018-2021                  4 

Grants and Funding 2018/19                                             13 

Statutory Responsibility and Corporate Governance             16 

Financial Summary 2018/19                                              18
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Rt Hon Alun Michael 

South Wales Police and Crime Commissioner
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The outcomes from this front line event were then 
discussed by a meeting of senior staff to establish priority 
action plans, agree how best to allocate and use resource 
and how to evaluate the benefits of the new approach. As 
a result, eight themes were collated into three distinct 
clusters, these being joint patrols, the establishment of a 
Multi-Agency Working Office (MAWO) and enhanced 
information sharing, with a working group established to 
take forward the three elements as a pilot project.  

An area within Neath Port Talbot was identified for the pilot 
given the prevalence of drugs, ASB and ‘county lines’ with 
the drop in centre established at Bush Row (Neath) in 
December 2018, jointly staffed by Tai Tarian and South 
Wales Police. Since the opening of the office there has 
been a 16% decrease in the volume of incidents reported 
to South Wales Police, with local businesses and residents 
acknowledging the improvements in the area. In addition, 
to the drop in centre, a multi-agency operation was also 
undertaken to tackle county lines (Operation Cristo),  led 
by the South Wales Police, and including Tai Tarian, local 
authorities, housing providers, drug support agencies and 
the British Transport Police; as a result, arrests were made, 

a quantity of drugs seized and a number of vulnerable 
people safeguarded. We are in the unique position of 
being able to encourage consistency and facilitate 
partnership working across South Wales given our 
involvement with 7 local authorities, 3 health boards, 2 fire 
and rescue services, probation and third sector agencies. 
As such, we intend to raise awareness to the Multi-Agency 
Working Office approach, which has been recognised at 
the UK Housing Awards 2019 as a finalist in the 
Professional services partner of the year category, share 
the learning from the pilot and deliver this information to 
strategic groups such as the Community Safety Partnership 
Board and the Public Services Board to help establish the 
approach in other local authority areas.  

During 2018/19 we have supported operational leaders in 
South Wales Police through a joint review to make our 
Neighbourhood Policing even more efficient and effective. 
Neighbourhood Policing is the cornerstone of our approach 
here in South Wales and we are recognised as being 
amongst the best in the country at understanding and 
responding to the needs of our communities. Unlike some 
other police forces across England & Wales, we are 
committed to maintaining this vital service and the review 
has enabled us to understand how neighbourhood policing 
can best evolve to meet new demands whilst learning from 
the College of Policing, colleagues and partners both 
locally and nationally. The role of our Community Support 
Officers has been recognised as key, strengthening their 
ability to problem solve, listen to, engage and empower 
communities to be resilient, safe and confident.

PRIORITY 2 
We will engage with, involve and  
inform our communities, working  
with partners in local government,  
health, fire and Welsh Government  
to build resilience  

The Police Reform and Social Responsibility Act 2011 
(Section 14) requires the Police and Crime 
Commissioner for South Wales to obtain the views of 
the community, including victims of crime about: 

• how local areas are policed 
• the Police & Crime Plan 
• the police budget, including the amount of Council 

Tax charged  
The role of the Police & Crime Commissioner in 
engagement is to ensure that the policing and safety 
concerns of our diverse communities are heard and 
addressed as effectively as possible. We recognise that 
in order to represent our communities with integrity, we 
need to establish two-way methods of communication, 
that involve, interact with and listen to our communities.  
This enables us to represent them, having gained 
knowledge, not made assumptions, of what they need. 

In 2018, the Commissioner published his Public 
Engagement Strategy, setting out his responsibilities 
towards public engagement and planned activity during 
the financial year. The Strategy recognises the unique role 
that the Commissioner has in terms of public engagement 
and the specific activities it will conduct in order to fulfil its 
statutory duties in this area.  

The development of the strategy has enabled us to forward 
plan and focus our engagement activity to ensure the 
communities we serve are provided with equal opportunities 
to be heard. As communication and engagement methods 
and preferences continuously evolve, we aim to review and 
update our planned engagement activity each financial year 
to ensure it is reflective of the various accessibility and 
communication needs of our community. We will endeavour 
to tailor our engagement activity to ensure our outreach is 
inclusive and accessible, including for members of our 
diverse and seldom-heard communities.  

Progress against Police & Crime 
Plan 2018–2021  
This section highlights progress in 2018-19 towards delivering  
the priorities in my Police & Crime Plan 2018-21 
 

PRIORITY 1 
We will reduce and prevent crime and  
anti-social behaviour to keep people  
safe and confident in their homes  
and communities  

Together with the Force, we have continued to be tough 
on crime and the causes of crime, identifying the 
underlying issues and tackling them through early 
intervention and prompt, positive action based on 
evidence, partnership and evaluation of ‘what works’. 

We continue to support and promote ‘Club Crew’, 
following on from its introduction to the South Wales area 
in September 2016 and the initiative continues to 
demonstrate its impact in safeguarding students within the 
night time economy. 

Through collaboration between the Police & Crime 
Commissioner, Drink Aware and the South Wales Student 
Unions, the Club Crew are able to safeguard students by 
raising awareness of sexual harassment and supporting 
those who are vulnerable, particularly through excessive 
consumption of alcohol within the night time economy. 
Working in pairs throughout the evening, the Crew 
engage customers, check high-risk areas and ensure that 
people leave venues safely. Since its inception the Club 
Crew have supported over 1000 individuals. 

We continue to support and develop our successful 
‘#DrinkLessEnjoyMore’ campaign, adapting messaging 
and imagery to ensure it remains relevant to audiences 
and evolves to encompass related cultural issues such as 
‘pre-loading’; there remains a core focus on highlighting 
that those who have consumed excessive levels of alcohol 
will be denied entry into premises and encouraging 
groups to look after each other to reduce instances of 
vulnerability. Activity linked to the campaign remains most 
apparent around key events in the calendar such as the 6 
Nations, autumn rugby internationals, Varsity, Halloween 
and Christmas.  

The ‘Help Point’ continues to be delivered in Swansea in 
partnership with St Johns Ambulance, Health Boards, 
Welsh Ambulance Service Trust and Universities. To date 
approximately 90 people are treated at the Help Point 
each month, with only 13% of attendees needing further 
treatment at the Emergency Department. The cost of the 

HelpPoint is met co-operatively, with £43,000 each to 
Policing, the Health Board and the Ambulance Trust, and 
evaluation showed a benefit of roughly £65,000 to 
policing and £650,000 to the local NHS – but the 
contribution through student volunteers and the St John’s 
Ambulance team feeds an ethos of shared endeavour that 
is priceless.     

Public Health Wales ‘surveillance reports’ continue to be 
produced and utilised to provide a current picture of 
violence across each South Wales Police Basic Command 
Unit (BCU) in terms of the prevalence of violence, type of 
assaults, and location of violence alongside assault victim 
demography. This enables police and local partnerships 
to target intervention and prevention strategies for 
violence within their communities and are used alongside 
proformas, completed by the police and partners to 
monitor how the reports are being used and to track 
progress against any actions. 

To jointly address anti-social behaviour issues in Neath  
Port Talbot through the adoption of an early intervention 
approach to tenancy management and to sustain 
communities we have developed work with Tai Tarian, one 
of the largest social landlords in Wales who have over 9,000 
properties across the Neath Port Talbot local authority area. 
We have built upon existing Information sharing between 
South Wales Police and Tai Tarian, which had already 
yielded a more informed and collaborative response to 
complaints of anti-social behaviour and vulnerable 
residents, to become stronger together and increase public 
confidence. In September over 90 frontline staff from South 
Wales Police and Tai Tarian were assembled for a ‘Better 
Together’ co-design event that established overlaps in the 
work of both organisations and recognised the benefits of 
galvanised partnership working to build:   

• Stronger relationships 

• A better understanding of each other’s roles 

• An increased knowledge of good practice 

• An improved capacity for joint-working 
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The principal areas of focus where the Commissioner 
must hold the Chief Constable to account include: 

• the performance of South Wales Police in the priority 
areas set by the Commissioner after consultation with 
others including local people 

• South Wales Police arrangements for partnership 
working and collaboration  

• South Wales Police arrangements for engagement 
with local people 

• the efficient and effective running of South Wales 
Police, including financial management arrangements 
and ensuring Value for Money. 

The reinvigoration of the Commissioner and South Wales 
Polices’ governance structure in 2018 has led to the 
implementation of the Commissioner’s ‘Scrutiny and 
Accountability Board’. The overall purpose of this board is 
to hold South Wales Police to account for its delivery of an 
efficient and effective police service in South Wales, 
overseeing (in particular) the force’s implementation of the 
priorities in the Commissioner’s Police & Crime Plan and 
the Chief Constable’s associated Delivery Plan. This board 
is the primary mechanism through which the 
Commissioner’s forward deep dive scrutiny programme 
will be implemented throughout the financial year.  The 
scrutiny deep dives will, where relevant, lead to conclusions 
or recommendations for change or improvement and, 
where considered necessary by the Commissioner, be 
accompanied by additional assurance activity by the 
Commissioner’s team e.g. dip sampling or surveying. 

The Police Accountability & Legitimacy Group continues to 
develop in membership and influence.  Organisations 
represented on the group include the Equality & Human 
Rights Commission, the Older People’s Commissioner for 
Wales, Welsh Government, Cardiff University, Hafal, Race 
Equality First, the Ethnic Youth Support Team, the Wales 
Refugee Council, an independent psychotherapist 
specialising in the field of LGBT and neurodiversity 
equality, and a number of other organisations.  Issues 
discussed during 2018-19 included stop and search, 
Police Education Qualifications Framework (PEQF), 
mental health, county lines and sex work.  Findings and 
outcomes are fed through our Board structures and 
enable an independent perspective to be provided. The 
Commissioner’s team will continue to track feedback 
obtained and ensure that these are fed through the 
governance process as relevant.   

During 2018-19 a number of quality assurance exercises 
were conducted by the Commissioner’s team ranging 
from reviewing completed stop and search forms, 
observing body worn video and monitoring victim 
satisfaction. Quality assurance and supportive scrutiny is 
a process that enables the Commissioner to challenge, 
whist also providing support to the force to make 
improvements and respond appropriately. It also seeks to 

promote public trust and confidence in the effectiveness 
and efficiency of local policing. 

Stop and search dip sampling: During 2018-19, two stop 
and search dip sampling exercises were conducted. The 
exercises enables completed stop search forms in all four 
divisions of the force to be independently scrutinised from 
a ‘lay person’ perspective. Completed forms were 
considered for their accuracy and for their legitimacy in 
terms of use of stop search powers and grounds for search.  

Over the course of the two dip sampling exercises, we 
reviewed 376 randomly selected stop and search records, 
which related to stop searches that had taken place 
between April 2017 – June 2018. The samples contained 
a proportion of records from each of the 4 BCU’s with 
additional records relating to people from a BME 
background to consider any disproportionality issues. 
Overall, the results of the dip samples reflected positive 
findings, with an average 90% of the force wide samples 
and 88% of the BAME samples providing sufficient 
grounds for search. As awareness raising continues to be 
implemented across the force to frontline officers, we 
hope to see the number of questionable grounds for 
search to continue to decrease in the next dip sample.  

There are causes for concern however, regarding the 
number of receipts not being issued by officers as a result 
of none being available. This is particularly important to 
note as individuals not only have a right to access 
information about their stop search record, but they also 
have a right to make a complaint about their encounter 
which is much more difficult to do without the details that 
a receipt would provide.  

In addition to the dip sampling of stop search records, we 
conducted a dip sampling exercise of body worn video 
footage in relation to stop searches.  For this process, 10 
randomly-selected videos were identified, all of which had 
been categorised as ‘stop search’ footage. They were 
played in their entirety.  All videos came from a sample of 
stop searches that had taken place across South Wales 
Police between 1st July and 1st August 2018. The key 
points considered during the exercise were the extent to 
which the ‘GROWISELY’ protocol had been adhered to 
during each search and the general politeness and 
manner of the officers involved.  

The videos did not give rise to any major concerns.  All stop 
search encounters were conducted in a generally polite and 
fair manner.  However, none of the stop search encounters 
showed officers offering a receipt or appearing to provide 
one.  This supported the findings of the Commissioner team’s 
dip sampling of completed stop search forms in 2018.   

During 2018, we reviewed 266 hate crime victim 
satisfaction survey responses provided to the Telephone 
Research Unit in relation to hate crime victim reports.  
All were spoken to by the research unit between April 
2017 – March 2018.   

The strategy is also aligned to the National Principles for 
Public Engagement in Wales, which the Commissioner 
formally signed up to in 2018. The principles offer a 
consistent approach for public engagement across Wales. 
Aligning our engagement principles against these 
recognised principles will allow us to inform the basis of our 
engagement practices, as well as how we aim to measure 
the effectiveness of our engagement activity. To ensure these 
principles are embedded across our team, an ‘Engagement 
Toolkit’ has been developed to ensure the design of all our 
engagement practices are aligned to the principles.    

Our focus for 2018-19 was to ensure we had clearly 
defined processes and indicators aligned to each of the 
engagement objectives set out in the Engagement 
Strategy. This was to ensure that our engagement activities 
were effectively designed to make a difference and 
delivered in an appropriate way. Now that the foundation 
of our engagement processes and methods have been 
established, our focus for 2019-20 will be to implement 
the activity set out in the Engagement Strategy.   

A summary of the engagement activity conducted during 
the next financial year will be reported against in the 
2019-20 annual plan.  

To ensure the communities of South Wales were provided 
with an opportunity to share their views on their policing 
priorities, including how much extra they would be willing 
to contribute towards policing as part of their council tax 
for 2019/20, the Commissioner launched a public 
consultation survey in 2018. The consultation commenced 
on Wednesday 11th November 2018 and ran for a four-
week period, closing on Wednesday 12th December. To 
coincide with the survey, a ‘Your Policing Contribution - 
What You Need to Know’ leaflet was developed outlining 
key information about the police precept, in order to assist 
residents with making informed and intelligence-led 
decisions. Our mid-term financial plan was also 
embedded in the survey, which provided the operational 
context for South Wales Police and the financial breakdown 
of costs and expenditure associated with policing. 

“We have nothing but praise for our local 
police, for their support and the role they 
play in our community. We would like to 
see them better funded” 

 
 

We promoted the survey via a range of online platforms 
such as Twitter, Facebook and via our website. Paper 
copies of the survey were also available in the Police 
Headquarters reception area, as well as upon request. We 
also worked closely with South Wales Police to ensure our 
coverage extended across their social media accounts, 
including community-messaging platforms. To increase 
the reach of our survey, we also collaborated with a 

number of stakeholders such as local authorities, local 
councillors, business improvement districts and third-
sector organisations. Working in partnership to promote 
the survey enabled us to extend our outreach to residents 
we may not have been able to engage with in isolation. 

1,619 individuals responded to our 2019/20 police 
precept survey. This was a positive increase in engagement 
from the public in comparison to previous years. The vast 
majority of respondents (99%) completed the survey 
digitally, whilst a small number of individuals chose to 
respond via paper copy. 70% of respondents were willing 
to pay more in some way towards the police precepts. 
 

 
 

 

 

 

“I am willing to pay more as long as  
I see a real change to seeing more  
police patrolling and visibility more  
police on the streets” 

 

Although the majority of residents stated they would be 
willing to contribute an additional amount towards the 
police precept, 26% of respondents said they were not 
willing to pay any more. A number of re-occurring 
concerns and issues emerged from the comments 
provided by residents who said they would pay nothing 
more. This has enabled us to identify and understand the 
main areas of concern for our residents.  

The views obtained via the police precept consultation has 
enabled the Commissioner to gain an insight into the 
views and perceptions held by his communities. The 
information gathered via the consultation assisted the 
Commissioner with his decision-making. It will also shape 
the focus of his communication and engagement 
planning going forward and provide an evidence base for 
scrutinising and quality assuring the police force.  

To ensure we were able to identify areas for improving the 
process of engagement in the future, we evaluated the 
consultation process and developed lessons learned log, 
which will now inform our approach when we develop 
and deliver the 2020-21 precept consultation. 

The South Wales Police & Commissioner has a statutory 
duty and electoral mandate to hold the police to account 
on behalf of the public. One of the principal responsibilities 
of the Commissioner is to hold the Chief Constable to 
account in the exercise of the Chief Constable’s functions, 
on behalf of the public, for the effective and efficient 
operation of the police service in South Wales.  

of people were 
willing to pay more 

towards police 
funding.

70%
37% Protect Neighbourhood 

Policing Teams in their area 
30% Protect victims and 

vulnerable people 
19% Continuously improve 

101/999 call handling

37%

30%
19%

14% 
other
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Welsh Policy and legislative context, whilst also seeking to 
develop a perpetrator strand to the work. The model is 
strength based and needs led across three distinct areas: 

• Community Ambassadors ‘Ask Me’ 

• Trusted Professional 

• Specialist Support Services 

During 2018/19 the innovative SWAN sex work outreach 
advocacy project was established in Swansea to support 
street sex workers and parlour workers at risk of being a 
victim of crime (robbery, sexual violence, exploitation and 
trafficking); evidence illustrates that sex workers are less 
likely to report, impacting upon associated vulnerability. 
The project provides a dedicated Sex Work Liaison Police 
Officer, plus an advocacy and outreach team to provide 
them with advice and support, including onward referrals 
and exiting strategies. As a result, this is building 
relationships and improving confidence in the police 
service leading to increased intelligence and reporting 
which subsequently provides a richer picture of 
vulnerability and harm. We are now establishing a Sex 
Work Operational Team Multi-Agency Risk Assessment 
Conference (MARAC) to enhance and coordinate 
safeguarding of sex workers considered to be vulnerable 
and in need of interventions to reduce risk. 

We have begun the setup phase of our Family 
Interventions programme building on and enhancing 
existing provision in response to feedback from victims 
who simply want the abuse to stop but wish to remain in 
a relationship with the perpetrator. The team’s role is to 
enhance, identify and coordinate access to additional safe 
interventions based on the expressed needs of victims, 
survivors and perpetrators. 

 

In October 2018 we hosted a Stalking and Harassment 
Regional Learning event in partnership with the Public 
Protection Department of South Wales Police which 
included various key note speakers including the Suzy 
Lamplugh Trust.  The event provided attendees with a 
comprehensive insight into the challenges faced by the 

police and partners, the impact on victims and the 
opportunity to hear from survivors and experts in the field. 
Linked to this event we launched a multi-agency anti-
stalking charter and new practice guidance following the 
announcement that South Wales Police were to “Bin the Pin” 
(Public Information Notice). Feedback following the event 
showed that 87% of the attendees felt the conference had 
improved their knowledge in the area and many lessons 
learnt, including the importance of early intervention, 
identifying patterns of behaviour and how stalking can be 
multi-faceted in its nature, particularly in a digital age. 

During 2018/19 we entered Year 3 of the DRIVE Project 
in Cwm Taf and also supported the expansion of the 
initiative into Cardiff in October 2018 (supported by the 
Police Transformation Fund following a joint application). 
The DRIVE Project changes the narrative from ”why 
doesn’t she leave” to “why doesn’t he stop”, holding high 
harm perpetrators of domestic abuse to account through 
the provision of either support or disrupt interventions, 
reducing repeat victimisation and improving the safety of 
women and children.  DRIVE has been delivered in Cwm 
Taf since March 2016 and up until December 2018 the 
project had engaged with 251 high risk perpetrators, who 
were linked to 264 victims/survivors and 329 associated 
children.  Since its introduction in Cardiff in October, a 
total of 13 perpetrators have so far fully engaged with the 
project.  As a result of DRIVE interventions the number of 
service users exhibiting each type of domestic violence & 
abuse behaviour reduced substantially - physical abuse 
reduced by two-thirds, sexual abuse reduced by over three 
quarters, controlling behaviour and harassment/stalking 
both reduced by over half. 

We have now completed the regionalisation of our SARC 
provision (Sexual Assault Referral Centre) across South 
Wales. The SARCs are fundamental to the management 
of an ‘event’ following a serious assault where specialist 
health and criminal justice intervention is required.  As a 
result there are now three SARCs across the South Wales 
area, located in Cardiff, Swansea and Merthyr. 

In March 2018, as part of efforts by the government and 
law enforcement to better understand the nature of 
prostitution and sex work, the University of Bristol was 
awarded a grant of £150,000 to carry out a new 
research project. Formally commissioned by the South 
Wales Police & Crime Commissioner, the research aims to 
support efforts to protect vulnerable people by assessing 
the different types of prostitution – such as on-street, off-
street and online – its extent in England & Wales and any 
possible links to trafficking for the purposes of sex work.  
The research work was conducted during 2018/19 and 
the findings will be published during 2019/20. 

Between July 2018 and January 2019, telephone 
interviews were undertaken with victims of domestic 
abuse. The in-house telephone research unit at South 
Wales Police, between 6-12 weeks after the incident was 

The exercises found that communication and follow up 
were the main concerns affecting satisfaction. The absence 
of courtesy updates in relation to how investigations were 
progressing since initially reporting left some victims feeling 
‘neglected’, ‘unsure what actions have been taken by the 
police’ and ‘confused’ about who to contact. When 
measuring victim perception of the police prior and post 
reporting, ‘action taken’ and ‘follow up’ were integral 
contributing factors in whether or not the opinions of victims 
changed once they had engaged with South Wales Police.  

Pleasingly, treatment received by officers remained 
consistently positive across all reviews, even in instances 
where particular victims raised dissatisfaction throughout 
other stages of their experience; they were satisfied by the 
service provided by officers. Feedback provided such as 
‘the operator reinforced I did the right thing’, ‘hate crime 
officer was brilliant and sympathetic’ and ‘I went away 
feeling they had handled it professionally and thoroughly’ 
are positive examples of the commitment and

professionalism displayed by officers, which left victims 
feeling confident and satisfied with the service provided 
by South Wales Police.  

Reviewing the qualitative information that sits behind the 
statistics enables us to better understand the views of those 
less satisfied, and work with the force to improve service 
delivery and promote best practice. Feedback identified in 
previous exercises has led to the Commissioner developing 
a bilingual animation video linked to Hate Crime 
Awareness Week. This provided information to the public 
on the very things that were picked up during the quality 
assurance work i.e. it explained the methods and benefits 
of reporting hate crime and the positive service that would 
be received if reporting directly to South Wales Police. 

PRIORITY 3 
We will work to protect the most  
vulnerable in our communities,  
understanding causes and taking  
prompt, positive action as issues arise 

In 2018/19 we have continued to develop our 
understanding of the issues faced by our communities 
to provide the support they need, using the principles 
of early intervention and co-operation with partners to 
identify and help those who need it most.  

Violence against Women and Girls and Sexual Violence 
destroys lives and impacts on the well-being of our whole 
society.  It is a violation of Human Rights and can only be 
prevented through society’s shared understanding and 
commitment.   

In South Wales during 2018/19 there were 34,680 
reported incidents of domestic abuse, of which 25,264 
had a female victim. In addition there were 1,254 
reported stalking incidents and of this number  
1,038 had a female victim. The demand on the services 
is extremely high although to be mindful there are still 
significant levels of under reporting so these figures are 
just the tip of the iceberg. Responding to violence against 
women and girls remains a joint priority of the  
Chief Constable and the Commissioner focused around 
3 key areas: 

• Early identification and intervention - create an 
integrated approach which is cognisant of local services, 
policy and legislation in order to establish long term 
commitment for success 

• Victim centred - explore opportunities for engaging with 
victims and survivors to develop and implement the 
initiatives 

• Encouraging prevention - community engagement and 
empowerment and family interventions 

In July 2017, the UK Government awarded the South Wales 
Police and Crime Commissioner £1.4 million from the 
Tackling Violence against Women and Girls Transformation 
fund – the largest share of the £17 million fund after a 
successful bid. This grant promotes projects that are leading 
the way in stopping violence before it happens, preventing 
abusive behaviour from becoming entrenched, and 
establishing the best ways to help victims and their families. 
In 2018/19 we continued our work around the Whole 
Systems Approach, recruiting and training community 
ambassadors and planning for the introduction of a 
‘Disclosure Point’ pilot within the Cardiff area. 

Working in partnership with Welsh Women’s Aid and 
Respect we have progressed work on the ‘Change that 
lasts’ model to deliver and evidence a fundamental 
strategic and operational change in the way agencies and 
communities respond to violence against women in 
Cardiff.  Our approach to the model is unique in that it is 
being expanded from solely domestic abuse to 
incorporate all forms of violence against women, 
domestic abuse & sexual violence (VAWDASV), to reflect 
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reported, conducted the interviews. A total of 103 victim 
satisfaction surveys were completed, showing that 92% 
were satisfied with the overall service they received from 
South Wales Police when reporting their crime or incident 
and this information has been utilised to inform the 
development of our approach to victims, learning from 
their direct experience.  

During 2018/19, the South Wales Police & Crime 
Commissioner team, in partnership with national sport 
and anti-poverty charity StreetGames, launched the 
delivery of the ‘Safer Together Through Sport’ programme 
(Home Office Police Transformation Funded project led by 
StreetGames UK) across South Wales. This project set out 
four main objectives: 

• To advance the understanding and use of Sport as an 
effective means to tackle youth generated crime and ASB 

• To create guidelines for effective Early Intervention 
strategies through best practice assessment 

• To create a referral framework model that brings 
together the youth justice and community sport sectors  

• To support and influence smarter investment into youth 
& sport prevention activities 

As a means of launching this project, the Commissioner 
and his team positioned StreetGames meaningfully into 
criminal justice engagements and in turn, elevated the 
positioning of sport as an effective tool to promote 
desistance in young people. A series of three ‘Youth Justice 
& Sport Practitioner Engagement Days’ were delivered to 
the Northern BCU (hosted in Merthyr), Western BCU 
(hosted in Neath), and Eastern BCU (hosted in Cardiff). 
Across these three events a total of 104 partners 
participated in a workshop led by StreetGames which 

aimed to catalyse greater connectivity between the two 
sectors and stimulated positive conversations related to 
‘sport as an effective tool for desistance’. Of the 104 
partners in attendance, 70 partners identified as working 
in the sport sector, and the remaining 34 partners 
identified as members of the criminal justice sector.  

Following these events, a regional strategic ‘Design & 
Delivery’ group was organized and chaired by the South 
Wales Police & Crime Commissioner and used to identify 
challenges linked to youth crime at a neighbourhood 
policing, youth justice and community safety level. This 
information was then complimented by localised data sets 
which was used to establish the entrance point and 
desired cohort of the referral framework which was co-
designed by key partners in Cardiff (led by the Youth 
Justice Team), Western Bay (led by South Wales Police) and 
Cwm Taf (led by the Youth Justice Team); therefore 
connecting community sport and criminal justice agencies. 
Whilst these referral routes have not been formally 
implemented, they have been used to translate into the 
‘Serious Violence Prevention Project’. 

In continuation from the Western Bay engagement day, 
new Doorstep Sport Clubs have been designed and 
implemented in Swansea to address issues related to high 
levels of youth crime and anti-social behaviour, such as 
the re-launch of the Morriston Youth Club which is 
engaging a minimum of 25 young people each week. 
Partnerships with Western Bay Youth Offending Team 
(Bridgend) following their engagement have resulted in 
£5,000 being distributed to local community/youth 
groups to tackle local youth anti-social behaviour within 
their respective communities, with this collaboration also 
supported by Bridgend Community Safety Partnership. 

PRIORITY 4 
We will work to make the local  
criminal justice system the most  
effective and efficient it can be  
to meet the needs of victims and  
reduce reoffending 

We have maintained our emphasis on reducing crime, 
working with our Criminal Justice partners to ensure victims 
are at the heart of the what we do while working with 
offenders to tackle root causes of offending behaviour.   

The victim services funded by the Commissioner have 
continued to help victims cope and recover from the 
effects of crime and ensure that the Criminal Justice 
System puts their needs first. The Ministry of Justice 
provides an annual grant to all Police & Crime 
Commissioners allowing them to decide how best to 
commission services that meet the needs of victims locally. 
South Wales ‘Victim Focus’, delivered by Victim Support, 

is our core service for victims, providing free and 
confidential needs-led, help and support to anyone 
affected by crime. A total of 34,627 people were referred 
into the service, 11,120 people received a needs 
assessment and 4,965 people received in depth support 
from our local teams. People who accessed the service 
who were helped to understand the information, advice 
and services available to them, said that they felt safer 
and that their health and wellbeing improved. 

In 2018/19 the South Wales Police & Crime Commissioner’s 
Victims Fund, which supports new or existing projects and 
specialist services that work with individuals who have been 
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directly or indirectly affected by crime, awarded a total of 
£170,675 to seven voluntary and third sector 
organisations to enhance support services across the 
communities of South Wales.  The 2018 Victims Fund, 
launched in March and with the aid of the Community 
Foundation in Wales, considered applications for funding 
of amounts ranging from £5,000 to £30,000 with 
those shortlisted invited to present their proposal to a 
panel which included victims of crime and service users.  

Funded by the Commissioner through Youth Offending 
contributions, StaySafe is a joint project with Cardiff Youth 
Offending Services and South Wales Police.  It aims to 
reduce anti-social behaviour, safeguard children, reduce 
first time entrants to the criminal justice system, develop a 
vibrant and safe night time economy, assist people and 
communities to feel safe and reduce damaging alcohol 
and illegal drug consumption. During 2018-19, a total of 
62 operations were run across the city engaging with 
approximately 2,443 young people who received a range 
of assistance and advice regarding drug and alcohol use, 
contraception and information on how to stay safe. 

During the year, the Commissioner has also worked in 
partnership with the Youth Justice Board, Public Health 
Wales and the Forensic Adolescent Consultation and 
Treatment Service, to trial a youth justice response to 
adverse childhood experiences (ACE). This has involved 
bringing together the use of an ACE-lens to improve how 
we identify and respond to the needs of young people 
who are repeat offenders and the enhanced case 
management approach which will be the response when 
a high prevalence of adverse childhood experiences, 
trauma and complexity is identified. This three-year 
programme of work commenced in 2017-18 with the 
evaluation scheduled for the end of 2019-20. 

During 2018/19, we continued our success in winning 
back funds to South Wales from Home Office grants.  We 
were successful in leading an all Wales bid to the Early 
Intervention Youth Fund and secured £1.2 million to 
support communities in tackling serious violence by 
engaging in early intervention and prevention 
programmes with young people. 

The Commissioner’s contribution to Youth Offending has 
helped the Partnerships to deliver early intervention and 
preventions services, diversionary activities, substance 
misuse services and services for victims of youth crime. 

They received the following contributions to service: 

• Western Bay Early Intervention and Youth Justice Board 
£130,800 (Bridgend £31,900, Neath Port Talbot 
£35,800 and Swansea £63,100)  

• Cardiff Youth Offending Service Management Board 
£78,700 

• Cwm Taf Youth Offending Service (Merthyr £34,900; 
RCT, £64,400) £99,300 

• Vale of Glamorgan Youth Offending Board £23,200 

The Commissioner also funds a number of diversionary 
schemes project, which seeks to reduce offending and 
re-offending by diverting individuals away from the 
criminal justice system and into supportive interventions 
through early intervention. Through prompt, positive 
action, 18-25 and Women’s diversion schemes are able 
to work with individuals to address vulnerabilities, 
underlying needs and divert away from crime and into 
healthy, positive lives.  

2018/19 has seen another successful year for the Dyfodol 
programme dealing with substance dependant individuals 
within the Criminal Justice System: 

• 4,700 individuals assessed in police custody every 
quarter and if required signposted to services who can 
more readily meet their needs (18-19,000 pa) 

• Approximately 1,470 prison leavers were supported 
through the gate into criminal justice and community 
drug and alcohol services 

• Some 3,412 community referrals were assessed and a 
total of 1,838 new individuals commenced caseload 
during 2018/19 

• Around 840-890 individuals on caseload per month 
(supported or in treatment) across South Wales  

The Dyfodol partnership and consortium continues to be a 
highly effective diversionary system and a robust  
intervention to address substance use and offending  related 
harms to individuals, communities and wider partners, such 
as the NHS and Local Authorities by engaging some of the 
most complex and difficult individuals in our communities 
and holding them in treatment.
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serious violence through early intervention and prevention, 
with children under the age of 18. Each of the Welsh Police 
& Crime Commissioners will work with distinct delivery 
partners, coupled with a level of local direct intervention 
delivery, identified and based on local need. 

Whilst the renovation and upgrade of the main 
Headquarters building in Bridgend was completed during 
2017, work to modernise the estate and ensure it is fit for 
purpose continues. The next phase of redevelopment is 
currently being progressed with the Commissioner 
continuing to monitor and scrutinise the modernisation 
programme through the Estates Board. 

Alongside new approaches, we have continued to 
contribute funding to crucial services for those affected by 
domestic abuse and sexual violence. This has included the 

much needed provision of Independent Domestic Abuse 
Advocates (IDVAs) and Independent Sexual Violence 
Advocates (ISVAs). The advocates have provided 
invaluable help and support to male and female victims 
involved in the criminal justice process ensuring that their 
needs are put first, that they know what to expect and that 
they are provided with support and reassurance in court. 

The Commissioner also funds a number of diversionary 
schemes project, which seeks to reduce offending and re-
offending by diverting individuals away from the criminal 
justice system and into supportive interventions through 
early intervention. Through prompt, positive action, 18-
25 and Women’s diversion schemes are able to work with 
individuals to address vulnerabilities, underlying needs 
and divert away from crime and into healthy, positive lives.

Grants and funding 
Victim Services 
Victim Support received £835,274 to deliver South Wales 
Victim Focus, a service that provides needs-led, free and 
confidential support to individuals affected by crime. 

• 34,627 people were referred into the service 

• 6,965 people received a needs assessment 

• 5,752 people received in depth support 

Information and advocacy, emotional and practical 
support and referrals to other agencies were delivered 
face to face and over the phone by local teams in: 

• Cardiff, Bridgend and the Vale of Glamorgan 

• Swansea and Neath Port Talbot 

• Rhondda Cynon Taf and Merthyr Tydfil 

Community Safety 
Each Community Safety Partnership within the South Wales 
Police area received a contribution to support their work. 

• Bridgend Community Safety Partnership £56,100  

• Cardiff Safer & Cohesive Communities Programme 
Board £149,000 

• Cwm Taf Community Safety Partnership Board (Merthyr 
£41,200; RCT £82,300 ) £123,500 

• Safer NPT Partnership Board £59,700 

• Safer Swansea Board £120,500 

• Safer Vale Partnership £56,500 

The Commissioner’s funding has helped to deliver a 
range of community services, including: 

• Crime and disorder reduction and prevention 
interventions 

• Offender management 

• Anti-social behaviour interventions 

• Substance misuse support 

• Domestic and sexual abuse (including IDVA and ISVA 
services) support 

• Mental health support 

• Evening and nigh time economy interventions 

• Hate crime support 

• Community cohesion and engagement activities 

• Anti-human exploitation support 

Diversionary Schemes 
Media Academy Cardiff Ltd and Rhondda Cynon Taf 
County Borough Council receive a total of £323,752 
deliver a diversion services that offers young people aged 
18-25 arrested for a low-level offence an intervention to 
divert them from the criminal justice system. This money 
is also utilised for providing support for Young People 
arrested who may not be eligible for diversion.  

• 448 Young Adults Referred for Diversion Assessment 

• 404 Young Adults were accepted for diversion and 
diverted away from the Criminal Justice System 

• 700 onward referrals and/or signposts have been made 
to partner agencies, giving young adults access to 
services and support, such as mental health, housing, 
substance misuse. 

‘Include’ (formerly Gibran UK) and Safer Wales received 
£90,913 to deliver the Women’s Pathfinder Diversion 
Scheme in Cardiff and Cwm Taf to divert women from the 
Criminal Justice System into support and intervention at 
the earliest opportunity. Women were able to improve 

PRIORITY 5 
We will make our contribution to the  
Strategic Policing Requirement (SPR)  
and successfully police major events 

South Wales Police is a key strategic force in the 
support of major events outside and inside its 
boundaries, making a significant contribution to 
policing major events. 

In May & June 2018 the force experienced an 
unprecedented volume of events concentrated over a short 
window of time within its boundaries. Over a 14 day period 
South Wales Police successfully policed over 400,000 
people across 18 events including the Volvo Ocean Race 
and the BBC Radio 1 Biggest Weekend. This was in addition 
to the policing of significant demands throughout the rest 
of the year such as the National Eisteddfod, two 
professional football teams, Six Nations matches and 
Autumn Internationals. The Commissioner contributed to 
supporting the response to these requirements, liaising with 
key stakeholders and partners to ensure adequate support 
for the additional policing requirement. 

During 2018/19 South Wales Police continued its 
deployment of Automated Facial Recognition (AFR) 
technology to bring offenders to justice quicker than ever 
and help to protect the most vulnerable in our 
communities. Deployments during the year included the 
BBC Radio 1 Biggest Weekend (Swansea), the Volvo 
Ocean Race (Cardiff), Six Nations & Autumn International 
weekends (Cardiff) and at Winter Wonderland Christmas 
venues (Cardiff & Swansea). The Commissioner has 
continued to champion innovation whilst building 
confidence in how technology is used through scrutiny and 

governance arrangements, ensuring the integrity and 
legitimacy of its use.  

As well, as oversight by the Police & Crime Commissioner 
there has been continued scrutiny from the Biometrics 
Commissioner, the Information Commissioner and the 
Surveillance Commissioner and by the Independent Ethics 
Committee (appointed jointly by the Commissioner and 
the Chief Constable). 

Lobbying is ongoing for South Wales Police, as within the 
overall Police Settlement, the Metropolitan Police Service, 
through the Greater London Authority, will continue to 
receive National and International Capital City (NICC) 
grant funding worth £173.6m.  The City of London Police 
will also continue to receive NICC grant funding worth 
£4.5m.  This is in recognition of the unique and 
additional demands of policing the capital city of the 
United Kingdom.  No such allocation is provided in 
recognition of Cardiff’s status as the capital city of Wales 
and the associated events held there that draw resources 
from South Wales Police and its neighbouring forces.   

The Commissioners team have continued to work with 
partners and stakeholders to raise awareness of cyber-
crime and internet related issues, building on and 
developing work with organisations such as Get Safe 
Online, and a key member of the forces digital and cyber 
strategic group.

PRIORITY 6 
We will spend your money wisely  
and support our people to provide  
the best possible policing in  
your community 

In 2018/19 there was a ‘flat cash’ grant to policing 
which therefore equated to a further cut in real terms.  
Combined with the impacts of inflation and changing 
demand, this meant that we faced a continued  
budget gap.  Increases in the police precept have made 
up the balance but in 2018/19, the precept in South 
Wales remained the second lowest of the four Welsh 
police forces. 

Despite the financial challenge we remain efficient and 
wherever possible, savings have been delivered through more 
effective use of fleet, property, supplies and services, rather 
than from reductions in police officer and PCSO numbers.   

During 2018/19, we continued our successful track record 
of winning back funds to South Wales from Home Office 
grants.  In November 2018, Home Secretary Sajid Javid 
confirmed that a collaborative Welsh bid to the Early 
Intervention Youth Fund, which supports projects to divert 
children and young people away from violent crime, was 
amongst 29 projects across England & Wales to have 
successfully applied to the fund. The bid, led by the South 
Wales Police & Crime Commissioner on behalf of the 
Dyfed Powys, Gwent and North Wales Police & Crime 
Commissioners and the four Chief Constables, received 
£1.2m over two years to help tackle the root causes of 
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Police Transformation Fund where the programme 
develops Wales wide consistency to training and practice 
for vulnerability which is adaptable to local needs and 
based on ACEs. There will be joint training with partners 
and joint development of pathways for early help to 
enable police to respond to the needs of individuals, 
families and communities so that they can be empowered 
and strengthened, and future generations are enabled to 
live free form ACE's and their impact. 

Dyfodol 
Custody suite  
• 18694 Custody contacts 

• 138464 Active engagements 

• 1558 Assessments 

• 638 onto Dyfodol casework 

Clinical  
• 1600 nurse assessments 

• 298 Doctors sessions (days) 

• 792 Prison clinical transfers 

• 565 on oploid substitute therapy (March) 

Prison  
• 6244 assessments 

• 2166 onto Dyfodol caseload  

• 655 on caseload (March 2019) 

Community  
• 3412 Referrals 

• 1838 commenced on Dyfodol 

• 287 Statutory Orders made 

Key Outcomes 
• 33% men accessing services taken on in prison 

• 1471 referred prison leavers accessed treatment 
services on release 

• 335 successful community treatment completions 

• 8396 of prison clinical transfers attended Dyfodol 
Community clinical services 

Nomad received a £428,525 Grant to enable the 
development of an application programming interface 
(API) to automate the sharing of information between 
criminal justice partners and create NOMADS Viable 
Proof of Concept (VPoC). 

The DRIVE Partnership (Safe Lives, Respect and Social 
Finance) was awarded £367,875 to reduce the number 
of child and adult victims of domestic abuse by developing 
a whole system response that drives perpetrators to 
change their behaviour and achieves increased physical 
safety and feelings of safety for victims.  Drive has 
coordinated innovative responses to challenging the 
abusive behaviour.  

• Substantial reduction in the use of domestic violence 
and abuse by DRIVE service users 

• Significant reduction in the severity of domestic violence 
and abuse by DRIVE service users 

• Service users with alcohol, housing and employment 
needs showed the greatest change in behaviour 

• A reduction in risk for both DRIVE and control group 
victim/survivors, but DRIVE victim/survivors had a 
greater reduction in risk 

• Control victim/survivors were 2.86 times more likely to 
experience physical domestic violence and abuse than 
DRIVE victim/survivors 

• 6 months after DRIVE there were fewer police recorded 
domestic violence and abuse incidents for the DRIVE 
groups than for the control 

Court Independent Domestic 
Violence Advocates and 
Independent Sexual Violence 
Advocates (IDVA and ISVA) 
provision 
Atal Y Fro, Bridgend Council, Safer Merthyr, Cardiff & Vale 
UHB, Neath Port Talbot Council and New Pathways 
received £106,790 towards IDVA and ISVA services in 
South Wales.  A total of 2635 people affected by domestic 
Abuse and sexual violence received a service.

their safety, enabled to make positive choices and 
empowered to make positive changes in their lives by 
receiving a need led service. 

• 277 women were referred to the scheme 

• 245 women were accepted onto the scheme 

• 178 women were provided with support 

Youth Offending 

The Commissioner’s contribution to Youth Offending has 
helped the Partnerships to deliver early intervention and 
preventions services, diversionary activities, substance 
misuse services and services for victims of youth crime.  

They received the following contributions to service: 

• Western Bay Early Intervention and Youth Justice Board 
(Bridgend £31,900, Neath Port Talbot £35,800 and 
Swansea £63,100) £130,800 

• Cardiff Youth Offending Service Management Board 
£78,700 

• Cwm Taf Youth Offending Service (Merthyr £34,900; 
RCT, £64,400) £99,300 

• Vale of Glamorgan Youth Offending Board £23,200 

Funded by the Commissioner through Youth Offending 
contributions, StaySafe is a joint project with Cardiff Youth 
Offending Services and South Wales Police.  It aims to 
reduce anti-social behaviour, safeguard children, reduce 
first time entrants to the criminal justice system, develop a 
vibrant and safe night time economy, assist people and 
communities to feel safe and reduce damaging alcohol 
and illegal drug consumption. During 2018-19, a total of 
62 operations were run across the city engaging with 
approximately 2,443 young people who received a range 
of assistance and advice regarding drug and alcohol use, 
contraception and information on how to stay safe. 

During the year, the Commissioners Team has worked in 
partnership with the Youth Justice Board, Public Health 
Wales and the Forensic Adolescent Consultation and 
Treatment Service, to trial a youth justice response to 
adverse childhood experiences (ACE). This has involved 
bringing together the use of an ACE-lens to improve how 
we identify and respond to the needs of young people 
who are repeat offenders and the enhanced case 
management approach which will be the response when 
a high prevalence of adverse childhood experiences, 
trauma and complexity is identified. This three-year 
programme of work commenced in 2017-18 with the 
evaluation scheduled for the end of 2019-20. 

A grant of £55,000 was awarded to this project. 

During 2018/19, we continued our success in winning 
back funds to South Wales from Home Office grants.  We 
were successful in leading an all Wales bid to the Early 
Intervention Youth Fund and secured £1.2 million to 
support communities in tackling serious violence by 

engaging in early intervention and prevention 
programmes with young people. 

Domestic Abuse, Stalking, 
Harassment & Sexual Violence 
(DASHSV) Services 
Grants were awarded to provide services to victims of 
domestic abuse, domestic violence and sexual violence. 

We have continued to fund vital provision, focusing on 
early identification, intervention and prevention.  The IRIS 
(Identification and Referral to Improve Safety) initiative will 
now be funded by University Health Boards as part of core 
business, working towards a more sustainable approach 
to planning, funding and the delivery of services.  IRIS has 
been running in Cwm Taff since August 2015. Since then 
they have received 501 referrals from health 
professionals. Their practitioners are actively asking the 
right questions and are 
confident in doing so. 
Patients and clients have 
reported that they feel 
listened to and valued. 

South Wales Police 
receives a phone call 
every 15 minutes about 
incidence of domestic 
violence and abuse: 

• 93 calls every day 

• One third of all violent crimes in the force area are 
domestic violence and abuse related 

• Commissioner provided funding to train 25 practices in 
Cardiff and Vale over a 2 year period starting in 
January 2015 

• One full time equivalent Advocate Educator 

• Delivered jointly with Cardiff Women’s Aid and BAWSO.  

During the year, £407,924 was awarded to Welsh 
Women’s Aid to deliver the early-intervention model 
‘Change that Lasts’.  This is for domestic abuse victims 
and survivors in a defined area of Cardiff. ‘Change that 
Lasts’ is a strengths-based, needs-led model that supports 
domestic abuse survivors and their children to build 
resilience and leads to independence. It is about the 
process of ending violence and abuse. It does not assume 
that, in all cases, the survivor ends the relationship with 
the abuser - rather the aim is to give survivors options and 
to help them to negotiate these, because staying with her 
partner is only an option at all if leaving is a viable option. 

Swansea Womens Aid and Safer Merthyr received 
£88,313 grant to develop and deliver a holistic victim 
focussed service responsive to the needs of sex workers 
across all sectors. 

Adverse Childhood Experiences (ACEs) -  2nd year of 
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“It felt really good to be  
able to open up and talk to 
someone about the abuse 
and I feel better knowing 
there is someone I can 
contact in the future”  

   Patient Referred to IRISP
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Statutory Responsibilities and 
Corporate Governance 
Independent Custody Visiting 
The Commissioner has a number of responsibilities within 
legislation to ensure that the force is held to account on 
behalf of the public.  A number of assurance activities are 
conducted throughout the year to ensure this takes place 
and findings are fed back to the force for any improvement 
to be made.  One of our statutory schemes of this nature 
is the running of our Independent Custody Visiting scheme, 
which provides a check on the conditions of detention and 
the welfare of individuals held in South Wales Police 
custody.  In 2018/19, 37 volunteers made 212 
unannounced visits to the four custody suites, speaking to 
697 detainees, including 56 children. Issues monitored 
included waiting times for Appropriate Adults for children 
and vulnerable adults, adverse incidents including self-
harm and timeliness of repairs, the welfare needs of 
female detainees including the offer and provision of 
sanitary items and presence of female members of staff. 

The Commissioner also operates the Animal Welfare 
Visiting scheme to ensure the welfare of working police 
animals. During 2018/19, volunteers made weekly visits 
to the Dog & Mounted Section at the Waterton site to 
check on the police dogs and horses. 

Governance and Decision Making 
The governance arrangements are designed to ensure 
appropriate accountability and to assist effective leadership.  
The Police Reform and Social Responsibility Act 2011 
created two “corporations sole” within each police force: 
the Commissioner and the Chief Constable.  They each 
have separate roles set out in statute.  The Commissioner 
must set a budget each year, including the Council Tax 
precept and appoints the Chief Constable.  The 
Commissioner has specific responsibilities for community 
safety and crime reduction and a wider responsibility for 
the enhancement of the delivery of criminal justice locally.  
The Chief Constable is responsible for the control, direction 

and delivery of operational policing. The Commissioner’s 
Strategic Board is the main way in which the Commissioner 
is able to oversee force performance.  It is chaired by the 
Commissioner and attended by the Chief Constable and 
his senior officers.  Minutes of the Commissioner’s Strategic 
Board can be found here: 

http://www.southwalescommissioner.org.uk/en/ 
transparency/decisions-policies/strategic-board/ 

The Commissioner also takes decisions that relate to his 
particular areas of statutory responsibility.  The significant 
decisions can be found here: 

http://www.southwalescommissioner.org.uk/en/ 
transparency/decisions-policies/ 

Accountability and Scrutiny 
Police & Crime Panel 
The Police & Crime Panel is responsible for overseeing the 
Police & Crime Commissioner and scrutinising his 
decisions.  Agendas and minutes of Panel meetings can 
be found here: 

https://www.merthyr.gov.uk/council/councillors-and-
committees/south-wales-police-and-crime-panel/ 

Joint Audit Committee 
The Commissioner and Chief Constable have appointed 
an independent Joint Audit Committee that provides 
assurance to enhance public trust and confidence in 
governance.  The Committee provides: 

• Independent assurance on the adequacy of the risk 
management framework and the associated control 
environment; 

• Independent scrutiny of financial performance; 

• Oversight in relation to the financial reporting 
framework. 

Further details on the Joint Audit Committee can be  
found here: 

http://www.southwalescommissioner.org.uk/en/ 
holding-the-force-to-account/scrutiny-and-oversight/ 

Internal Audit 
A specialist company, TIAA, provides internal audit 
services.  Internal audit perform a range of reviews to an 
agreed audit plan and in compliance with Public Sector 
Internal Audit Standards.  The Internal Audit Plan is 
scrutinised by the Joint Audit Committee before it is 
agreed.  The Joint Audit Committee receive and review 
each internal audit report. 
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External Audit 
The Wales Audit Office (WAO) are the appointed external 
auditors to the Commissioner and Chief Constable.  Each 
year, the Wales Audit Office comment on the financial 
aspects of corporate governance, including the legality of 
financial transactions, financial standing systems, systems 
of internal financial control and the standards of financial 
conduct, fraud and corruption.  The Wales Audit Office also 
has a statutory duty to assess arrangements for securing 
economy, efficiency and effectiveness in the use of resources.   

Independent Joint Ethics Committee 
The Joint Ethics Committee continues to provide challenge 
and assurance on a range of issues.  Members of the 
Commissioners team play a key role, contributing through 
raising issues or dilemmas and participating in the 
committee’s proceedings.  Last year this included issues 
such as the introduction of facial recognition technology, 
the use of stop and search powers and broader issues 
such as the challenges posed by homeless people and 
other issues in the city centre of Cardiff. 

Police Accountability & 
Legitimacy Group 
As outlined in the report, this group was introduced in 2017 
to work in delivering on the Commissioner’s role of 
overseeing the force and engaging with communities.  
Issues discussed by the Group during 2018/19 included 
stop search, equality objectives, hate crime and use of force. 

Her Majesty’s Inspectorate of 
Constabulary and Fire & Rescue 
Services (HMICFRS) 
The role of the HMIC is to promote the economy, efficiency 
and effectiveness of policing through inspection, to ensure 
agreed standards are met and maintained; good practice 
is spread and performance is improved.  The HMIC 
inspects the functions of the Chief Constable, not the Police 
and Crime Commissioner.  However, the Commissioner 
receives a copy of each report and has a duty to respond 
to each report.  Copies of HMIC reports can be found here: 

http://www.justiceinspectorates.gov.uk/hmicfrs/?force
=south-wales&type=publications 

Complaints 
As part of monitoring officer duties we continue to drive 
improvement in the practices of South Wales Police and 
particularly in relation to the Professional Standards 
Department (PSD). In Autumn 2019, the statutory duties 
of the Commissioner will extend to hold the Chief 
Constable to account for the way in which South Wales 
Police handles complaints locally and in readiness for this 
change, we began to introduce supporting process and 
procedures during 2018/19. As part of this work, we have 
introduced a new forward work plan to scrutinise and 
monitor the work of PSD, including a revised dip sampling 
programme (taking place every month), meetings with 
both the PSD Senior Management Team and the 
Independent Office for Police Conduct (IOPC), scrutiny of 
disciplinary functions, and sight of independent IOPC 
reports and associated recommendations. To compliment 
this new approach we have also reviewed and refreshed 
our own internal complaints processes and streamlined 
our Freedom of Information & Subject Access Request 
procedures to make it easier for the general public.  

Monthly reports that feedback key information around 
complaints are now provided to the Commissioner 
Leadership Team and during 2019/20 we will introduce 
and publish a public facing A4 infographic of key 
complaints statistics from the Commissioner perspective. 

The Police and Crime Panel is responsible for investigating 
complaints against the Commissioner.  More information 
can be found here: 

https://www.merthyr.gov.uk/council/councillors-and-
committees/south-wales-police-and-crime-panel/ 

The Commissioner is responsible for investigating 
complaints against the Chief Constable.  More information 
can be found here: 

http://www.southwalescommissioner.org.uk/en/ 
contact-us/making-a-complaint/ 

 

 

 

 

P
age 23



1918

Finance and oversight 

Before the start of each financial year, the Commissioner 
produces a Medium Term Financial Strategy (MTFS) that 
sets out his spending plans and precept proposal for the 
forthcoming financial year. This document includes 
detailed information on the economic background, Home 
Office decisions in respect of police grants, revenue and 
capital expenditure plans, workforce estimates and the 
Treasury Management Strategy.   

At the end of each financial year, the Statement of 
Accounts is produced which details financial  
performance during the year and the financial position as 
at 31st March.  The Wales Audit Office audits the 
Statement of Accounts.   

Further detail on the finances, including the MTFS and 
Statement of Accounts for 2018/19, can be found on the 
Police and Crime Commissioners website: 

http://www.southwalescommissioner.org.uk/en/ 
transparency/finance/budget/ 

Transparency 
Police & Crime Commissioners are obliged to publish 
certain information to allow the public to hold them to 
account.  The Commissioner complies with these 
requirements and the information can be found here: 

http://www.southwalescommissioner.org.uk/en/ 
transparency/ 

In April 2019, the South Wales Police & Crime 
Commissioner Team was one of twenty seven in England 
& Wales to have been awarded the 2019 Transparency 
Quality Mark for meeting the statutory requirements on 
openness and transparency.
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To find out more about your  
Commissioner follow us via: 

 
/commissionersw 

www.southwalescommissioner.org.uk 

Or contact us via: 

01656 869366 
commissioner@south-wales.pnn.police.uk 

South Wales Police and Crime Commissioner, 
Police Headquarters, Cowbridge Road, 

Bridgend CF31 3SU 

We welcome correspondence in English and Welsh.
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REPORT OF THE POLICE AND CRIME COMMISSIONER 

TITLE:  Police and Crime Commissioner Police and Parternships Update 

DATE:  17th September 2019 

PURPOSE: For Noting 
 

1. RECOMMENDATION 

That the Police and Crime Panel considers and discusses the attached 

Policign and Partnerships update report. 

2. INTRODUCTION & BACKGROUND 

The Police Reform and Social Responsibility Act 2011 places a responsibility 

to work in partnership and co-operation with other partners. This is also a 

priority throughout the Police and Crime Plan. The attached paper highlights a 

number of reviews into partnership working in Wales that are currently 

underway. It provides a high-level overview of some of the key issues from the 

perspective of the Police and Crime Commissioner for South Wales. 

3. ISSUES FOR CONSIDERATION 

The South Wales Police and Crime Commissioner has made co-operation a 

key theme of his approach to his role. Along with the Chief Constable (and 

other non-devolved Criminal Justice Agencies), he invests significantly in 

attending and supporting the Public Services Boards established by the Well-

being of Future Generations Act. The Police and Crime Commissioner has 

voluntarily committed to the principles of the Act as these closely align with his 

personal values of co-operation and early intervention. Tackling problems 

today whilst taking a longer-term, sustainable approach is something he has 

always championed. 

 

Police and Crime Commissioners have a statutory duty to act as the voice of 

local people for the delivery of their police and criminal justice services. They 

must provide resources to the Chief Constable, including determining the 

amount people pay through their local council tax, and ensure the local police 

service is efficient and effective. They must produce a Police and Crime Plan 

setting the priorities for the police area and must bring together community 

safety partners (mainly devolved agencies) and wider criminal justice partners 

(mainly non-devolved agencies) to achieve a coherent and effective local 

criminal justice system. 

 

The South Wales Police and Crime Commissioner views the Public Services 

Boards, along with Community Safety Partnerships, as the key mechanisms 

for working in partnership with others – supporting the work of other public 

bodies, engaging them in meeting his statutory duties, working together to 
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reduce demand on public services and setting priorities in a co-operative way 

that aligns with the duties and priorities of Welsh Government and with both 

devolved and non-devolved agencies working in Wales 

4. NEXT STEPS 

The Police and Crime Panel are required to note and comment on the attached 

update. 

5. FINANCIAL CONSIDERATIONS 

There are financial implications to the delivery of the police and crime plan 

which are fully articulated within the Medium Term Financial Plan which has 

also been discussed at the panel, which includes reference to partnership 

working. 

 

6. PERSONNEL CONSIDERATIONS 

The report makes reference to the work of the Commissioners team in relation 

to partnership working. 

7. LEGAL IMPLICATIONS 

Partnership working is seen particularly in the light of: 

(i) any report or recommendations made by the police and crime panel; and 

(ii) any changes in the strategic policing requirement or police and crime plan 

(iii) statutory responsibilities of the Commissioner under the Police Reform and 

Social Responsibilities Act 2011. 

 

8. EQUALITIES  AND HUMAN RIGHTS CONSIDERATIONS 

This proposal has been considered against the general duty to promote 

equality, as stipulated under the Strategic Equality Plan and has been 

assessed not to discriminate against any particular group.  

 

9. RISK 

A timely decision will minimise the risk to the compliance with the Police 

Reform and Social Responsibility Act 2011. 

10. PUBLIC INTEREST 

Partnerhsip working as highlighted in the report is also developed in 

conjunction with increased public engagement. 

11. CONTACT OFFICER 

Lee Jones, Chief Executive to the Police and Crime Commissioner for South 

Wales. 

12. ANNEXES 

The Annexe to this report is a copy of the partnership update report for noting.  
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Policing and Partnerships in Wales 
 

1. Purpose 
 

A number of reviews into partnership working in Wales are currently underway. This paper provides 

a high-level overview of some of the key issues from the perspective of the Police and Crime 

Commissioner for South Wales 

 

2. Context 
 

The South Wales Police and Crime Commissioner has made co-operation a key theme of his 

approach to his role.  With the Chief Constable (and other non-devolved Criminal Justice Agencies) 

he invests significantly in attending and supporting the Public Services Boards established by the 

Well-being of Future Generations Act. The Police and Crime Commissioner has voluntarily 

committed to the principles of the Act as these closely align with his personal values of co-operation 

and early intervention. Tackling problems today whilst taking a longer-term, sustainable approach 

is something he has always championed.  

 

Police and Crime Commissioners have a statutory duty to act as the voice of local people for the 

delivery of their police and criminal justice services. They must provide resources to the Chief 

Constable, including determining the amount people pay through their local council tax, and ensure 

the local police service is efficient and effective. They must produce a Police and Crime Plan setting 

the priorities for the police area and must bring together community safety partners (mainly 

devolved agencies) and wider criminal justice partners (mainly non-devolved agencies) to achieve 

a coherent and effective local criminal justice system.  

 

The South Wales Police and Crime Commissioner views the Public Services Boards, along with 

Community Safety Partnerships, as the key mechanisms for working in partnership with others – 

supporting the work of other public bodies, engaging them in meeting his statutory duties, working 

together to reduce demand on public services and setting priorities in a co-operative way that aligns 

with the duties and priorities of Welsh Government and with both devolved and non-devolved 

agencies working in Wales  

 

The Well-being of Future Generations Act requires Public Services Boards (PSBs) to carry out an 

assessment of well-being within a local area and to use that assessment to set priorities and a plan 

for improving economic, environmental, social and cultural well-being. PSBs bring together at a 

local level, the leadership of the 44 devolved public bodies covered by the Act (many of whom are 

direct partners of policing), and “invited” partners who Welsh Government has no direct remit over 

but, through the Act, recognises their crucial role - i.e. third sector, local business.  Each PSB is 

required by the Act to invite the Police & Crime Commissioner and the Chief Constable to become 

a member and once they accept they are full members of the PSB as “statutory invitees”.  This is 

important because the intent of the legislation is to enhance partnership working and maximise 

everyone’s contribution to achieving the well-being goals, but is not always fully understood within 
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local government.  Therefore it is crucial that those responsible “walk the talk” of the Act in terms of 

their approach to ensuring visibility and involvement of ALL partners.  

 

In addition to contributing to the PSB priorities, the 44 devolved Public Bodies must set objectives 

for maximising their own contribution to the well-being goals, and take steps to meet these 

objectives. Achieving alignment between individual and collaborative duties is intended to ensure 

the impact and effectiveness of each strategic partnership and every single agency operating in 

Wales – recognising that each is dependent on the other – and that “the whole is greater than the 

sum of its parts”.  

 

The contribution of the Policing and Criminal Justice System cto strategic partnership working 

includes a wealth of data, frontline knowledge including professional and service-user experience, 

significant resources and funding for innovative collaborative approaches to improving people’s 

lives and reducing need. As we know, 90% of calls for South Wales Police are not crime-related and 

are often due to a lack of well-being resulting from poor mental health, poverty, substance misuse 

etc. On a typical day South Wales Police alone deals with thousands of calls including, on average, 

443 public safety welfare calls, 29 missing people and 97 domestic related incidents.  

 

Historically, policing also provides strong, effective leadership of place in partnership with others. 

South Wales Police currently operates four Basic Command Units each led by a Chief 

Superintendent who works at a strategic level across a geographical area, building relationships, 

understanding issues and impact and making the connections across the area. They and their teams 

play a key role as social navigators putting to use the problem-solving skills taught and developed 

as operational officers. There are sometimes concerns that the police are left to respond when other 

agencies are not available and that this adds to pressure on the police who are stretched by high 

demand and the loss of Central Government money. The Police Grant has been cut by a third in 

recent years but in South Wales, rather than narrowing the approach, this has led to a greater 

emphasis on preventative action, early intervention and joint working towards shared aims. 

 

This briefing is intended to recognise the challenge of implementing and maintaining the spirit and 

intent of new pieces of legislation in an already complex landscape. Police and Crime Commissioners 

share a similar challenge – six years on from the introduction of the Police Reform Act, which created 

the role, some partners still do not fully understand the statutory duties of the  Police and Crime 

Commissioner or the opportunities that have been developed since the creation of the role. The 

aim is to facilitate the best possible working relationships across all partners to achieve the well-

being goals and build safer, more confident communities.  

 

3. Key issues 
 

3.1 Building a shared understanding and consensus: 

 

Our experience is that the requirements and implementation of the Social Services and Well-being 

Act and the Well-being of Future Generations Act have not fully aligned in terms of their impact on 

policing and criminal justice: some partners appear under confident and uncertain as to whether or 

how the assessments and plans required by each Act should integrate and support each other, and 

there is an impression that those managing the two processes do not talk to each other or see the 
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immense opportunities for making the most of two far-sighted pieces of legislation that should be 

complementary in serving the public. 

 

In March 2019, Welsh Government hosted an event to take stock of how PSBs and RPBs worked 

together in practice. The Ministers wrote to partners in July, confirming Welsh Government’s 

commitment to:  

 

 supporting the work already underway to improve communication and alignment internally 

and with the Boards;   

 scheduling regular meetings between the chairs of the PSBs and RPBs, and expand these 

discussions to the wider bodies which support the delivery of the Boards across Wales in 

order to share further learning and raise the awareness of different successful approaches;  

 establishing a joint development programme for members of both Boards focusing on the 

demands of operating as part of multi- agency partnerships. 

 

We welcome this approach but have seen  little progress to date and we believe it should go further. 

Some RPBs are open to inviting PSB members to the table whereas others are not. We would 

welcome a clear statement from Welsh Government encouraging RPBs to include hief Constables 

and Police and Crime Commissioners (or their representatives) as this would enable us to 

understand the priorities that are being set and to support delivery.  There have been occasions 

when the RPB is working on projects or programmes with direct relevance to criminal justice but we 

have no knowledge that the work is taking place. This is not about upsetting accountability – indeed 

there is no need for us to have a vote in the decision-making – but it would help us to help others 

and to further enhance alignment and prevent duplication.  

 

In 2020, Public Services Boards will begin to plan for the next phase of well-being assessment, 

planning and priority setting. Clarity of messages and on-going listening is vital. It is important to 

note that PSBs are only two thirds of the way through their first cycle and while it is right to be taking 

stock and scrutinising progress to date it is too soon to say what the cumulative impact will be and 

many, including local authority leaders, are impatient to achieve more and to do so more quickly.   

 

An improved understanding of the term “statutory invitees” and others co-opted to PSBs: Police, 

other non-devolved criminal justice agencies, third sector and private sector representatives are 

sometimes listed as “invitee” as they cannot be mandated to attend but that can lead to 

misinterpretation by some participants who mat think this indicates a ‘second class status’. Often, 

these are amongst the most committed and invested members, bringing significant resource, 

leadership and innovation to the table. Some PSBs have “invitees” as chairs and those who “walk 

the talk” of the Act by viewing all partners as equal are where we see best innovation and outcomes. 

Clear, on-going communication and leadership should be provided by Welsh Government and 

those with a statutory duty towards implementation of the Act’s intent to ensure 

 

 Everyone at the PSB table, including “invitees” who make the commitment to participate 

fully, is treated equally and viewed as a full partner  

 Insight, information and input from “invitees” is proactively sought from all those with a duty 

to review, monitor, scrutinise or assess  
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3.2 Making sense of the structural architecture 

 

Footprints: Community Safety Partnerships, Area Planning Boards, Regional Partnership Boards and 

Public Services Boards were established for different purposes in response to different policy 

imperatives or circumstances, at different points under different legislation across different 

geographical areas. Although this has contributed to the complexity of the landscape in Wales, 

there is no reason why they cannot work together – particularly given the introduction of PSBs as 

an over-arching focal point of place-based leadership and given the fact that many of the same 

partners are round each of the tables.  

 

This in turn leads us to argue for “more partnership for fewer meetings” and for more of the 

meetings that cover the same territory of policy or delivery to be merged or to meet back to back 

in order to reduce travel time and avoid the discontinuity of different representatives of an agency 

attending meetings that touch on the same topic. 

 

Despite complexities, there are natural synergies to the planning processes but this requires real 

effort and a specific focus to ensure proper integration and join up from assessment through to 

planning and ultimately commissioning of services that work.  

 

Issues around local and regional footprints can result in complexity, particularly in terms of 

governance and accountability or grappling with a variety of funding streams and mechanisms. 

Taking a regional strategic overview and approach to commissioning of some services can be 

beneficial but neither a regional approach, nor local is “always best”.  Regional footprints can provide 

economies of scale and consistency of approach but can also present a significant challenge around 

democratic accountability, represent a move away from “local” and “community” and the need to 

develop effective tactical and operational approaches that often need to be local and specific in 

nature. 

 

Making sense of it all means local agreement as to what is best done at a regional and what’s best 

at local level and a spirit of mutual respect and “give and take”. 

 

Responsibility and remit:  

 

The complexities and confusion created by different structural footprints is exacerbated by the 

different but often over-lapping remits and responsibilities for each of these strategic partnerships 

(“everything is connected to everything else” is the strapline of the Police & Crime Plan, and with 

good reason). The Early Action Together: Police and Partners programme provides a good 

illustration of the complexities.  

 

Early Action Together is a policing and partnership programme set up to support frontline officers 

and others to work in a trauma-informed way, recognising and responding to vulnerability. It takes 

a public health approach which, if properly embedded, supports delivery of the Well-being of Future 

Generations Act and Prosperity for All (the programme for Welsh Government) in that it pursues 

the specific purposes of breaking intergenerational cycles of harm over the longer-term, preventing  
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problems from occurring or getting worse, taking an integrated approach to policy, is collaborative 

and involves those affected.  

 

The programme has delivered £6.8m of police funding to Wales over three years and works 

alongside Welsh Government’s ACEs hub to support its wider remit.  

 

Taking a public health approach and fully embedding it at every level is challenging within a complex 

partnership landscape. Each strategic partnership board has a role to play in ensuring we maximise 

the opportunities:  

  

Public Services Boards: assess well-being and sets priorities for improving well-being within a local 

area. Many have set tackling ACEs as a theme or priority within plans for improving well-being. 

Therefore the case appears to be made for tackling the impact of ACEs together if we are to improve 

all elements of well-being. However, raising awareness amongst professionals is not enough on its 

own. Often a response or service is required and PSBs are not commissioning bodies.   

 

Regional Partnership Boards: driving the long-term reconfiguration of health and social care – 

leading the strategic delivery of social services in close collaboration with Health. This is crucial to 

the prevention agenda and providing support for those with ACEs, preventing future ACEs and 

reducing future need. RPBs are commissioning bodies, looking at individual need and have been 

used by Welsh Government as the vehicle for distributing money for partnership initiatives. Much 

closer alignment is needed between the PSB and RPBs. This will support planning and 

commissioning in a way that addresses immediate issues for those in need, whilst addressing the 

long-term, root causes of vulnerability, impacting on criminal justice issues. Criminal Justice partners 

should be proactively engaged in RPBs to support this, to avoid duplication and to maximise 

resources.  

 

Community Safety Partnerships and Boards: In South Wales it has been agreed that each 

Partnership or Community Safety Board will report directly into the PSB thus providing accountability 

and a route for escalation.  Many others also sit within or align to the PSB structure and play an 

important role within a local area in recognising and responding to the links between ACEs and 

offending behaviour, often arising from vulnerability and criminal exploitation. Their effectiveness 

was severely impacted by Austerity but Welsh Government’s Community Safety Review, in which 

we have fully participated, has resulted in a set of recommendations which are currently being 

implemented to strengthen integration and effectiveness. It has also led to a strengthened 

partnership between Policing in Wales and Local Government (WLGA) reflecting the lead 

responsibilities of Policing and Local Government under the 1998 Crime and Disorder Act, 

 

Area Planning Boards: These are commissioning bodies but with a specific remit around Substance 

Misuse. Their approach is key to prevention of ACEs, for example through provision of services to 

support parents and young people. APBs should be feeding information into RPBs in a way that  
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ensures ACEs and root causes of crime are addressed. Some now also feed into local Community 

Safety and PSB arrangements despite being on a wider footprint and this is to be welcomed. 

 

Individual public bodies – must set objectives for improving well-being alongside a raft of other 

duties. They hold the bulk of the budget, are the same leaders and the alignment of their plans and 

commissioning to that of the strategic partnerships is crucial. Based on the Public Health Wales 

evidence of the impact of Adverse Childhood experiences organisations should be seeking to be 

trauma-informed and trauma-responsive and this should be evident in their corporate planning 

processes and steps to meeting their objectives (which in turn should align with well-being priorities).  

 

Commissioning: Area Planning Boards and Regional Partnership Boards have formal commissioning 

remits and budgets. PSBs do not - whilst they are not in themselves commissioning bodies, they 

must have the confidence that the relevant and responsible agencies are responding to the priorities 

and leadership set. This means better alignment of PSB and RPB plans and ALL agencies aligning 

their own objectives, planning and commissioner, wrapping around agreed priorities as they work 

together to commission services. Again, with locally-agreed consensus around what is best done at 

regional level and local level.   

 

3.3 Resources 

 

Austerity is still having a significant impact on partnership resources with tensions between UK and 

Welsh Government over funding arrangements for public service provision. There has been a 

detrimental impact on capacity for data analysis, funding arrangements, community safety provision 

and co-ordination activity.  

 

Data analysis:  

 

There are:  

 19 different Public Services Boards approaches to data gathering and analysis for well-being  

 7 Regional Partnership Boards using data to understand need 

 7 Area Planning Boards required to focus on proscribed data sets (mainly focussed on 

treatment not prevention) 

 19 Community Safety Partnerships which are required to use data to make communities 

safer  

 Individual public bodies with their own statutory and internal requirements for data products 

to support planning and prioritisation 

Data analysis is key to supporting leaders to plan for the long-term, to improve decision-making 

and to commission services that help people in need today, preventing problems for the future. 

Continually improving knowledge and understanding through data/gap analysis needs to be an on-

going, joined up activity that is informing priority setting and commissioning at every stage. 
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None of the partnerships or pubic bodies (devolved or non-devolved) have sufficient numbers of 

appropriately-skilled analysts to understand the full extent of data and information available or 

maximise its potential through most effective use of it. Twenty years on from the implementation of 

the 1998 Police and Crime Act, barriers to information sharing and a lack of capacity for meaningful 

analysis are still creating significant gaps in knowledge, creating risk for effective priority-setting, 

compounding duplication of effort, reducing effectiveness and efficiency.  Generally Policing has 

retained the capacity for tactical analysis but lost capacity for strategic and long-term analysis, as 

has Local Government, and this is a significant constraint on the effectiveness of partnerships. 

 

Policing, criminal justice and community safety agencies are currently working together under the 

leadership of the All Wales Criminal Justice Board (AWCJB) and joint work between Policing and the 

WLGA to establish an all Wales Multi Agency Data & Analysis Hub and Team. The proposed 

approach will initially be focused on providing partners and partnerships with intelligence products 

to support violence surveillance, offender management and addressing Serious & Organised Crime, 

gangs and county lines type activity but is also intended to develop into wider community safety, 

policing and justice areas. 

 

Budgets: as highlighted in the responsibilities and remits section, some strategic partnerships have 

budgets and are commissioning bodies, some have short-term grant specific funds and others do 

not have partnership budgets as such through which to commission services or drive changes. 

Where partnership budgets do exist, these are small in comparison to individual public bodies such 

as health and social services core budget and so their impact cannot be maximised.  

 

Where we are able to make the economic case for individual agencies to collaborate to recognise 

signs of domestic violence and abuse, we have seen major shifts in policy and practice – for example, 

approaches to early intervention, violence prevention or tackling vulnerability within the night-time 

economy. All the evidence points towards a prevention approach as the best approach, providing 

concrete evidence of the benefits.  Just to quote one example, investment of £43,000 a year each 

by South Wales Police, the University Health Board and the Ambulance Service in the HelpPoint in 

Swansea leads to annual saving of £65,000 to policing and £650,000 to the NHS. Training of GPs 

staff in Cwm Taf and Cardiff & Vale University Health Board areas has already led to over 1,000 

women being safeguarded. 

 

Co-ordination: effective co-ordination and communication provides clarity in a complex world but 

Austerity has impacted on capacity for partners. If properly resourced, thematic leads operating 

across all partnerships could facilitate navigation and join the dots.  
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4. Conclusion 
 

Leadership is needed from Welsh Government and from Leaders in both devolved and non-

devolved agencies to ensure that we work together to:  

 

 Promote clear messaging, creating a shared understanding and promoting the “intent” of 

legislation, in the interests of the public and a ‘single public service’. 

 Use this to facilitate and support local determination as to how to make the structures and 

architecture as effective as possible – setting the vision and allowing partners to achieving 

alignment between the different strategic partnerships, the public bodies, their assessments, 

priorities and objectives, planning and commissioning to deliver better public services.  

 Securing the necessary, proportionate investment in resources to underpin that architecture. 

This includes ensuring that Welsh Government budgets and resources are rebalanced to 

support change, build on the successes and a recognition of what works in Wales, develop 

capacity for co-ordination and make better use of data.  Prevention of harm and prevention 

of demand often flow together and benefit several agencies as well as providing benefits to 

the public. 
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REPORT OF THE POLICE AND CRIME COMMISSIONER 

TITLE:  Police and Crime Commissioner Facial Recognition Technology 

Update 

DATE:  17th September 2019 

PURPOSE: For Noting 
 

1. RECOMMENDATION 

That the Police and Crime Panel considers the attached findings of the Judicial 

review into the use of facial recognition technology by South Wales Police.  

The Divisional Court refused the application for judicial review on all grounds. 

2. INTRODUCTION & BACKGROUND 

On September 4th the High Court gave its ruling on the application by Liberty 

for judicial review of the use of Facial Recognition Technology by South Wales 

Police.  The Court Decision document is provided for the information of the 

Panel Members.  It should be noted that the decision is purely about whether 

South Wales Police were acting within the law in deploying the technology and 

the Court did not consider the way in which the operational decision was 

scrutinised.  In fact there was considerable scrutiny through our internal 

processes and the engagement of independent experts and we will present to 

the Panel an overview of those processes.   

 

While the Court decision is very clear – finding that the use by South Wales 

Police is legal – the internal discussion considered carefully the implications for 

protecting the civil liberties of the public as well as the benefits for protecting 

the public and for law enforcement.  As is noted by the Court, the use by South 

Wales Police has not been “covert” and deployment has on each occasion 

been indicated clearly on police vehicles, with members of the public (and 

critics of the deployment) invited to observe how the technology is used.  In 

advance of deployment South Wales Police engaged fully with the three 

relevant national Commissioners – the Information Commissioner, the 

Biometrics Commissioner and the Surveillance Commissioner – and decision-

making was scrutinised in detail by the Joint Ethics Committee appointed by 

the Police & Crime Commissioner and the Chief Constable.  The grounds of 

the decision on deployment and the processes were scrutinised personally by 

the Police & Crime Commissioner and by the Commissioner’s Strategic Board.   

 

So while the Court Decision Document makes it clear that South Wales Police 

were within the law in deploying the technology the Commissioner believes 

that the Panel will be interested in the steps taken to ensure that the decisons 
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on deployment took account of wider factors and were subject to careful 

scrutiny on behalf of the public. 

3. ISSUES FOR CONSIDERATION 

The Court concluded that South Wales Police’s use of Facial Recognition met 

the requirements of the Human Rights Act. The use of facial recognition did 

engage the Article 8 rights of the members of the public whose images were 

taken and processed. But those actions were subject to sufficient legal 

controls, contained in primary legislation (including the Data Protection 

legislation), statutory codes of practice, and the South Wales Police’s own 

published policies, and were legally justified.  In reaching its conclusion on 

justification, the Court noted that on each occasion facial recognition was used, 

it was deployed for a limited time, and for specific and limited purposes.  The 

Court also noted that, unless the image of a member of the public matched a 

person on the watchlist, all data and personal data relating to it was deleted 

immediately after it had been processed.   

  

On the Data Protection claims, the Court concluded that, even though it could 

not identify members of the public by name (unless they appeared on a 

watchlist), when South Wales Police collected and processed their images, it 

was collecting and processing their personal data. The Court further concluded 

that this processing of personal data was lawful and met the conditions set out 

in the legislation, in particular the conditions set out in the Data Protection Act 

2018 which apply to law enforcement authorities such as South Wales Police. 

  

The Court was also satisfied that before commencing the trial of facial 

recognition, South Wales Police had complied with the requirements of the 

public sector equality duty. 

  

The Court concluded that the current legal regime is adequate to ensure the 

appropriate and non-arbitrary use of facial recognition, and that South Wales 

Police’s use to date of facial recognition has been consistent with the 

requirements of the Human Rights Act, and the data protection legislation.  

 

4. NEXT STEPS 

The Police and Crime Panel are required to note and comment on the attached 

findings. 

5. FINANCIAL CONSIDERATIONS 

There are financial implications to the development and delivery of technology 

solutions and this is laid out within the medium term financial strategy. 

 

6. PERSONNEL CONSIDERATIONS 

Not specifically in this judgement although there is sisnficant reference to 
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equalities and data protection. 

7. LEGAL IMPLICATIONS 

 Signifcant legal implications are highlighted in the attached judgement, and 

summarised above. 

 

8. EQUALITIES  AND HUMAN RIGHTS CONSIDERATIONS 

This proposal has been considered against the general duty to promote 

equality, as stipulated under the Strategic Equality Plan and has been 

assessed not to discriminate against any particular group.  

Consideration has been given to the requirements of the Articles contained in 

the European Convention on Human Rights and the Human Rights Act 1998. 

Both are referenced in the attached judgement. 

 

9. RISK 

The potential risks are addressed in the attached judgement. Consideration 

against any legal implications but also public understanding. 

10. PUBLIC INTEREST 

There has also been significant scrutiny and increased public engagement 

specifically around this topic prior to the pilot, during and as a consequence of 

the judicial review. 

11. CONTACT OFFICER 

Lee Jones, Chief Executive to the Police and Crime Commissioner for South 

Wales. 

12. ANNEXES 

The Annexe to this report is a copy of the findings of the Divsional Court for 

noting.  
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Judgment Approved by the court for handing down R (Bridges) v CCSWP and SSHD 

 

 
Neutral Citation Number: [2019] EWHC 2341 (Admin) 
 

Case No: CO/4085/2018 

IN THE HIGH COURT OF JUSTICE 

QUEEN'S BENCH DIVISION 

DIVISIONAL COURT  

SITTING AT CARDIFF CIVIL JUSTICE CENTRE 

2 Park Street, Cardiff, CF10 1ET 

 

Date: 04/09/2019 

 

Before: 

 

LORD JUSTICE HADDON-CAVE  

 MR. JUSTICE SWIFT 

- - - - - - - - - - - - - - - - - - - - - 

Between: 

 

 THE QUEEN (on application of 

EDWARD BRIDGES) 

Claimant 

 - and -  

 THE CHIEF CONSTABLE OF SOUTH WALES 

POLICE  

-and-  

SECRETARY OF STATE FOR THE HOME    

DEPARTMENT       

-and- 

 INFORMATION COMMISSIONER 

-and- 

SURVEILLANCE CAMERA COMMISSIONER                                                                   

Defendant 

 

 

Interested 

Party 

 

 

 

 

Interveners 

 

- - - - - - - - - - - 

 

Dan Squires QC and Aidan Wills (instructed by Liberty) for the Claimant 

Jeremy Johnson QC (instructed by South Wales Police) for the Defendant 

Richard O‟Brien (instructed by Government Legal Department) for the Interested Party 

Gerry Facenna QC and Eric Metcalfe (instructed by the Information Commissioner) for the 

1
st
 Intervener 

Andrew Sharland QC (written submissions only, instructed by Government Legal 

Department) for the 2
nd

 Intervener  

Hearing dates: 21
st
 May to 23

rd
 May 2019 

- - - - - - - - - - - - - - - - - - - - - 

JUDGMENT 
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 Lord Justice Haddon-Cave and Mr. Justice Swift: 

A. INTRODUCTION  

1. The algorithms of the law must keep pace with new and emerging 

technologies. This case raises novel and important issues about the use of 

Automated Facial Recognition technology (―AFR‖) by police forces. The 

central issue is whether the current legal regime in the United Kingdom is 

adequate to ensure the appropriate and non-arbitrary use of AFR in a free and 

civilized society.  At the heart of this case lies a dispute about the privacy and 

data protection implications of AFR.  Counsel inform us that this is the first 

time that any court in the world had considered AFR. 

Representation 

2. The Claimant was represented by Dan Squires QC and Aidan Wills.  The 

Defendant (―the SWP‖) was represented by Jeremy Johnson QC.  The 

Interested Party, the Secretary of State for the Home Department was 

represented by Richard O‘Brien.  The Interveners were represented 

respectively, by Gerry Facenna QC and Eric Metcalfe (for the Information 

Commissioner), and Andrew Sharland QC (for the Surveillance Camera 

Commissioner). We are grateful to all counsel and their legal teams for the 

extensive research and work that has gone into preparing the detailed written 

and oral submissions and for the co-operative, helpful and able way in which 

this case has been presented on all sides. The parties have brought these 

proceedings before the Court in order to seek the Court‘s early guidance as 

regards the legal parameters and framework relating to AFR, whilst it is still in 

its trial phase, and before it is rolled-out nationally.  We commend the spirit in 

which these proceedings have been brought and fought on all sides. 

Introductory observations 

3. At the beginning of his submissions for SWP, Mr Johnson QC pointed out that 

it was fifty years since the establishment of the SWP.  Fifty years ago, the 

world of forensics and policing was very different.  The ability of the police to 

identify people suspected of criminal offences was largely limited to 

fingerprint or eyewitness evidence.  Advances in modern technology have led 

to dramatic advances in forensic policing, in particular: the forensic use of 

deoxyribonucleic acid (―DNA‖) evidence; closed circuit television (―CCTV‖) 

evidence which is ubiquitous; automatic number-plate recognition technology 

(―ANPR‖) which is widely used by police forces around the country; and cell-

site evidence (―cell-site‖) which is a feature of many police investigations. 

4. Each advance has naturally given rise to civil liberty concerns. It was never 

seriously suggested, however, that the police should not be able to make use of 

those technologies, so long as their use was in accordance with the law.   

Specific legislative measures were brought into effect in relation to the 

forensic use of fingerprints, DNA and CCTV (see e.g. the Police and Criminal 

Evidence Act 1984 and the Protection of Freedoms Act 2012).  By those 

measures, and through scrutiny by the Courts of the ways in which such 

information is gathered, used and retained, the law seeks to strike a sensible 

balance between the protection of private rights, on the one hand, and the 
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public interest in harnessing new technologies to aid the detection and 

prevention of crime, on the other. 

5. These competing objectives are readily apparent from the leading cases. Lord 

Steyn‘s introductory observations in his speech in R(S) v Chief Constable of 

the South Yorkshire Police [2004] 1 WLR 2196, which concerned DNA, 

emphasised the public benefits in law enforcement agencies using new 

technology at [1]- [2]:  

―1. It is of paramount importance that the law enforcement 

agencies should take full advantage of the available techniques of 

modern technology and forensic science. Such real evidence has 

the inestimable value of cogency and objectivity.  It is in large 

measure not affected by the subjective defects of other testimony.  

It enables the guilty to be detected and the innocent to be rapidly 

eliminated from inquiries. Thus, in the 1990s closed circuit 

television (CCTV) became a crime prevention strategy 

extensively adopted in British cities and towns. The images 

recorded facilitate the detection of crime and prosecution of 

offenders. Making due allowance for the possibility of threats to 

civil liberties, this phenomenon has had beneficial effects. 

 

2. The use of fingerprint evidence in this country dates from as 

long ago as 1902. In due course other advances of forensic 

science followed. But the dramatic breakthrough was the use of 

DNA techniques since the 1980s. The benefits to the criminal 

justice system are enormous. For example, recent Home Office 

statistics show that while the annual detection rate of domestic 

burglary is only 14%, when DNA is successfully recovered from 

a crime scene this rises to 48%. It is, of course, true that such 

evidence is capable of being misused and that courts must be ever 

watchful to eliminate risks of human error creeping in. But as a 

matter of policy it is a high priority that police forces should 

expand the use of such evidence where possible and practicable.‖  

 

6. The counterpoint is readily apparent from Lord Reed‘s observations in R(T) v 

Chief Constable of Greater Manchester [2015] AC 49 at [88]: 

―The United Kingdom has never had a secret police or internal 

intelligence agency comparable to those that have existed in some 

other European countries, the East German Stasi being a well-

known example. There has however been growing concern in 

recent times about surveillance and the collection and use of 

personal data by the state. … But such concern on this side of the 

Channel might be said to have arisen later, and to be less acutely 

felt, than in many other European countries, where for reasons of 

history there has been a more vigilant attitude towards state 

surveillance. That concern and vigilance are reflected in the 

jurisprudence of the European Court of Human Rights in relation 

to the collection, storage and use by the state of personal data. 
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The protection offered by the common law in this area has, by 

comparison, been of a limited nature.‖ 

 

7. AFR is another new and powerful technology which has great potential to be 

put to use for the prevention and detection of crime, the apprehension of 

suspects or offenders and the protection of the public. Its use by public 

authorities also gives rise to significant civil liberties concerns.  Using AFR 

can involve processing the facial biometric data of large numbers of people. 

The raw power of AFR - and the potential baleful uses to which AFR could be 

put by agents of the state and others - underline the need for careful and on-

going consideration of the effectiveness of that framework as and when the 

uses of AFR develop. The judgment in this case is directed specifically to the 

way in which the technology has been used to date by SWP, in the form of a 

pilot project known as ―AFR Locate‖. Put very shortly, AFR Locate involves 

the deployment of surveillance cameras to capture digital images of members 

of the public, which are then processed and compared with digital images of 

persons on watchlists compiled by SWP for the purpose of the deployment.  

The debate in these proceedings has been about the adequacy of the current 

legal framework in relation to AFR Locate. 

The Parties 

8. The Claimant is Edward Bridges, a civil liberties campaigner who lives in 

Cardiff.  He brings this claim supported by Liberty, the well-known 

independent civil liberties membership organisation. The Defendant is the 

Chief Constable of South Wales Police (Heddlu De Cymru).  SWP is the 

national lead on the use of AFR in policing in the UK and has been 

responsible for conducting trials of the technology since mid-2017. 

9. The Secretary of State for the Home Department is responsible for policing 

nationwide and has concern for the development and lawful use of technology, 

such as AFR, which has the potential to assist in the prevention and detection 

of crime.  The Secretary of State has provided funding to SWP to develop 

AFR and has published a Biometrics Strategy
1
 and created an Oversight and 

Advisory Board to co-ordinate consideration of the use of facial images and 

AFR technology by law enforcement authorities.  The Information 

Commissioner has specific statutory powers and responsibilities under the 

Data Protection Act 2018 (―DPA 2018‖)
2
, and had like responsibilities under 

the predecessor legislation, the Data Protection Act 1998 (―the DPA 1998‖).  

The Surveillance Camera Commissioner is the statutory regulator of 

surveillance cameras.  He has specific powers and responsibilities under s.34 

of the Protection of Freedoms Act 2012 (―PFA 2012‖) with regard to 

encouraging compliance with the Surveillance Camera Code of Practice, 

reviewing its operation and providing advice about the Code of Practice.  His 

responsibilities include, in particular, regulating the use of surveillance 

cameras and their use in conjunction with AFR technology. 

                                                 
1
  Home Office Biometrics Strategy (June 2018) 

2
  Part 5 and Schedules 12 and 13 of the Data Protection Act 2018 
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B. THE CLAIMS  

10. The Claimant challenges the lawfulness of SWP‘s use of AFR Locate 

generally and complains regarding two particular occasions when AFR Locate 

was used in Cardiff by SWP when he was present.  Both occasions were part 

of the trial being undertaken by SWP.  The trial period has not yet been 

completed. The first use of AFR Locate by SWP took place in June 2017 when 

the UEFA Champions League Final took place at the Principality Stadium. 

The particular deployments in issue in these proceedings were (a) on 21
st
 

December 2017 at Queen Street, a busy shopping area in Cardiff; and (b) on 

27
th

 March 2018 at the Defence Procurement, Research, Technology and 

Exportability Exhibition (―the Defence Exhibition‖) which was held at the 

Motorpoint Arena. The Claimant claims to have been present and to have been 

caught on camera on each of these two occasions. 

 

21
st
 December 2017 deployment 

11. On 21
st
 December 2017, SWP deployed a single marked AFR-equipped van at 

Queen Street in Cardiff city centre.  The AFR system was live from 8:00 am to 

4:00 pm.   Inspector Lloyd explained that AFR was deployed that day 

primarily to locate and detain wanted ―Priority and Prolific Offenders‖.  There 

were three watchlists for this deployment: (a) a ―red‖ watchlist, comprising 

one person suspected of having committed a serious crime, (b) an ―amber‖ 

watchlist, comprising 382 people wanted on warrant, and (c) a ―purple‖ 

watchlist, comprising 536 suspects (in effect, every person suspected of 

committing a crime in the SWP area). The watchlists therefore totalled 919 

people.  There were 10 possible matches during the deployment. Of these 2 

were not true matches. In one of those cases there was no intervention. Of the 

8 true matches there were 2 arrests. 

12. The Claimant says he was present at Queen‘s Street on 21
st
 December 2017. 

He says that he was approximately 6-10 feet from the van and was, 

accordingly, in range of the cameras. The Claimant states that he did not see 

signage and was given no other warning indicating that AFR was in use prior 

to his being in close proximity to AFR-equipped vans. 

27th March 2018 deployment 

13. On 27th March 2018, the Defence Exhibition took place at the Motorpoint 

Arena in Cardiff.  Inspector Lloyd explained that AFR was deployed because 

in previous years the event had attracted disorder and persons involved in past 

protests had caused criminal damage and made two bomb hoax calls to disrupt 

the event.  AFR was live between 8:30 am and 4:00 pm with the cameras 

focussing on the arena‘s entrance. 

14. There were again three watchlists: (a) a ―red‖ watchlist, comprising subjects of 

interest who had been arrested at the same event the previous year, five of 

whom had been convicted of a variety of offences; (b) an ―amber‖ warrant 

watchlist, comprising 347 persons wanted on warrants; and (c) a ―purple‖ 

watchlist, comprising 161 suspects (linked to crimes in the SWP area ranging 

from summary only offences to the most serious indictable offences).  No 
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arrests were made during this deployment.  There were no false alerts. There 

was one correct match – one of the 6 people who had been arrested the 

previous year was correctly identified as being at the event. She had made a 

false bomb report the previous year, and had been convicted of that offence 

and sentenced to a suspended sentence order of 18 months‘ imprisonment. The 

information that the offender was at the event was passed to the Event 

Commander, but no further action was taken. 

15. The Claimant‘s evidence is that he attended a protest outside the Motorpoint 

Arena.  He stated in his witness statement that he was 25-30 metres away from 

the AFR-equipped van, albeit at one point he walked along the pavement in 

front of the arena and would have been closer than that.  Prior to seeing the 

van, he was not aware that AFR was in use.  He did not observe SWP officers 

providing any information about the use of AFR. 

16. It is not now possible for SWP to check either whether the Claimant‘s image 

was recorded by CCTV on 21
st
 December 2018 or 27th March 2018, or 

whether his facial biometric information was processed by the AFR system on 

either occasion.  If this data was processed, then the technology would have 

identified that the Claimant was not a person of interest who was included on 

the watchlist for either of these deployments. His biometric data and facial 

image would have been immediately deleted from the AFR system.  He has 

not been included on an SWP watchlist in its deployments of AFR to date.  

SWP does not hold any of his personal data (except as a result of these 

proceedings). 

Claimant’s standing, and grounds of challenge  

17. Notwithstanding this, SWP does not seek to challenge the Claimant‘s standing 

to bring these judicial review proceedings; and SWP does not dispute that the 

Claimant is a victim for the purposes of section 7 of the Human Rights Act 

1998. For pragmatic reasons, SWP accepts the Claimant‘s evidence that he 

was present at Queen‘s Street and at the Motorpoint Arena, and that on those 

occasions his image was recorded.  

18. The Claimant‘s overall contention is that SWP‘s use of AFR Locate, on the 

two occasions referred to above and generally, is contrary both to Convention 

rights (Ground 1) and the requirements of data protection legislation (Ground 

3). The Claimant also contends that when deciding to implement use of AFR 

Locate, SWP failed to comply with the public-sector equality duty (i.e. the 

obligation on public authorities such as SWP, under section 149(1) of the 

Equality Act 2010, to have ―due regard‖ to certain prescribed matters when 

exercising their functions) (Ground 4). We refer to these below as (1) the 

Convention Rights Claim, (2) the Data Protection Claims, and (3) the Public-

Sector Equality Duty Claim, respectively. 

19. As to the Convention Rights Claim, the Claimant contends that using AFR 

Locate is an interference with his rights under ECHR article 8(1); and that, for 
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the purposes of Article 8(2) the interference is neither ―in accordance with the 

law‖ nor ―necessary‖ or ―proportionate‖.
 3

  

20. The Data Protection Claims are brought both under the DPA 1998 and under 

the DPA 2018.  The latter superseded the former with effect from 25 May 

2018.  The claim under the DPA 1998 is that by using AFR Locate on Queen 

Street on 21
st
 December 2017, and at the Motorpoint Arena on 27th March 

2018, SWP acted contrary to section 4(4) of that Act by failing to act in 

accordance with the data protection principles. The claim under the DPA 2018 

is in two parts: 

(1) The first part is that any current or future use by SWP of AFR 

Locate would fail to comply with section 35 of that Act. Section 35 

is within Chapter 2 of Part 3 of the DPA 2018, which applies to law 

enforcement processing by ―competent authorities‖.  SWP is such an 

authority.  A failure to comply with section 35 (which sets out the 

first data protection principle) would be a breach of the obligation at 

section 34(3) of the Act which requires SWP to be able to 

demonstrate compliance with the requirements of Chapter 2 of Part 

3 of the DPA 2018. 

(2) The second part is that the use of AFR Locate is processing that falls 

within section 64(1) of the DPA 2018, and that SWP has failed to 

comply with the requirement under that section to carry out a data 

protection impact assessment. 

21. The  Public Sector Equality Duty Claim (under section 149(1) of the Equality 

Act 2010) is that it is evident from the equality impact assessment document 

created by SWP in April 2017, in respect of its then proposed use of AFR 

Locate, that it failed to have regard to the possibility that use of the AFR 

software would produce a disproportionately higher rate of false positive 

matches for those who are women or from minority ethnic groups, such that 

use of AFR Locate would indirectly discriminate against those groups. That 

failure, says the Claimant, means that SWP failed to have the required due 

regard for any of the relevant considerations prescribed at section 149(1)(a) – 

(c) of the 2010 Act. 

22. For ease of reference, we set out in ANNEX “A” to this judgment the relevant 

legal framework under consideration comprising: 

 

 

(1) Legislation  

 

 Data Protection Act 1998 (―DPA 1998‖) 

 Protection of Freedoms Act 2012 (―PFA 2012‖) 

 The Law Enforcement Directive 

 Data Protection Act 2018 (―DPA 2018‖) 

 

                                                 
3
  Ground 2 (breach of Articles 10 and 11 ECHR) was withdrawn.  
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(2) Code and Guidance  

 

 Secretary of State‘s Surveillance Camera Code of Practice 

 Surveillance Camera Commissioner‘s AFR Guidance  

 

 

(3) SWP Documents  

 

 SWP Policy Document  

 SWP Standard Operating Procedures (―SOP‖) 

 SWP Operational Advice 

 

 

C. AFR TECHNOLOGY  

23. In simple terms, AFR
4
 is a way of assessing whether two facial images depict 

the same person. A digital photograph of a person‘s face is taken and 

processed to extract biometric data (i.e. measurements of the facial features); 

that data is then compared with facial biometric data from images contained in 

a database. The present case is concerned with what is described by SWP as 

―AFR Locate‖, which we describe below.   

24. In slightly more detail, the technical operation of AFR comprises the following 

stages: 

(1) Compiling/using an existing database of images. AFR requires a 

database of existing facial images (referred to in this case as ―a 

watchlist‖) against which to compare facial images and the biometrics 

contained therein.  In order for such images to be used for AFR, they 

are processed so that the ―facial features‖ associated with their subjects 

are extracted and expressed as numerical values.  

 

(2) Facial image acquisition. A CCTV camera (which could be mounted 

on e.g., a van, lamp post or contained in a handheld device) takes 

digital pictures of facial images in real time. This may be done by (i) 

taking a static photograph in a ―controlled‖ environment (for example 

where an individual has her photograph taken at a border gate when 

presenting a passport); or (ii) capturing a moving image when a person 

passes into the camera‘s field of view, using a live feed. This case is 

concerned with the latter, i.e. the use of AFR cameras in real time, in a 

―live‖ context.  

 

(3) Face detection. Once a CCTV camera used in a live context captures 

footage, the software (i) detects human faces and then (ii) isolates 

individual faces.  

 

                                                 
4
  Also known as Facial Recognition Technology, Automatic Facial Recognition 

Technology, and (when used in real time, in a live setting) Live Facial Recognition.   
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(4) Feature extraction. Taking the faces identified and isolated through 

―face detection‖, the software automatically extracts unique facial 

features from the image of each face, the resulting biometric template 

being unique to that image.  

 

(5) Face comparison. The AFR software compares the extracted facial 

features with those contained in the facial images held on the watchlist. 

 

(6) Matching. When facial features from two images are compared, the 

AFR software generates a ―similarity score‖. This is a numerical value 

indicating the likelihood that the faces match, with a higher number 

indicating a greater likelihood of a positive match between the two 

faces. A threshold value is fixed to determine when the software will 

indicate that a match has occurred. Fixing this value too low or too 

high can, respectively, create risks of a high ―false alarm rate‖ (i.e. the 

percentage of incorrect matches identified by the software) or a high 

―false reject rate‖ (i.e. the percentage of true matches that are not in 

fact matched by the software).  The threshold value is generally 

suggested by the manufacturer, and depends on the intended use of the 

AFR system. It is common to suggest setting the threshold value so 

that the False Alarm Rate is 0.1%, 0.01% or 0.001%.  Most AFR 

systems, however, allow the end user to change the threshold value to 

whatever they choose. However, operators of AFR systems are able to 

amend the ―threshold [of similarity] value‖, above which a similarity 

score is taken to indicate a potential match.    

 

25. Thus, whilst use of CCTV cameras is a premise for use of AFR, AFR 

technology goes further. A CCTV camera simply captures digital video 

recordings. AFR technology uses that digital information to isolate pictures of 

individual faces, extract information about facial features from those pictures, 

compare that information with the watchlist information, and indicate matches 

between faces captured through the CCTV recording and those held on the 

watchlist.  

 

D. SWP‟s USE OF AFR  

26. SWP is the police authority which is the national lead on testing and 

conducting trials of AFR.  The SWP has received grants from the Secretary of 

State for this purpose.  The SWP has used AFR since mid-2017, and continues 

to use it. SWP has a licence to use proprietary AFR software developed by 

NEC (now North Gate Public Services (UK) Ltd) called ―NeoFace Watch 

software‖. 

27. SWP uses AFR in two ways
5
. The first is known as ―AFR Identify‖ under 

which images of unknown suspects and persons of interest related to past 

                                                 
5
  See, the Evaluation of South Wales Police‘s Use of Automatic Facial Recognition 

(Cardiff University, Police Science Institute, Crime & Security Research Institute) 

(September 2018) (―the UPSI Report‖) at pp. 2, 12-15. 
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crimes or incidents, are compared against images in the SWP custody database 

(which contains approximately 500,000 pictures). This use of AFR is not in 

issue in these proceedings. 

28. The second use of AFR is referred to by SWP as ―AFR Locate‖, which as we 

have said, is the subject of the claim in this case.  SWP has deployed AFR 

Locate on about 50 occasions between May 2017 and April 2019 at a variety 

of large public events, including on the day of the 2017 UEFA Champions 

League Final, at various international rugby matches at the Principality 

Stadium, at pop concerts and at an Elvis Presley Festival.  The deployment on 

31
st
 May 2017, on the day of the UEFA Champions League Final led to the 

first arrest from a real-time AFR deployment (of a wanted domestic violence 

offender).  

29. When AFR Locate is deployed, digital images of faces of members of the 

public are taken from live CCTV feeds and processed in real time to extract 

facial biometric information. That information is then compared with facial 

biometric information of persons on a watchlist prepared for the purpose of 

that specific deployment.   

30. The watchlist is created from images held on databases maintained by SWP as 

part of its ordinary policing activities, primarily from a database of custody 

photographs held on SWP‘s Niche Record Management System. The images 

selected for inclusion on a watchlist will depend on the purpose of each 

specific deployment. The watchlists used in the deployments in issue in this 

case have included (a) persons wanted on warrants, (b) individuals who are 

unlawfully at large (having escaped from lawful custody), (c) persons 

suspected of having committed crimes, (d) persons who may be in need of 

protection (e.g. missing persons), (e) individuals whose presence at a 

particular event causes particular concern, (f) persons simply of possible 

interest to SWP for intelligence purposes and (g) vulnerable persons
6
.  

31. In relation to persons placed on a watchlist on suspicion of having committed 

an offence and persons wanted on a warrant, there is (subject to the 

overarching requirements of proportionality and necessity) no minimum 

threshold of seriousness for the types of offences the person committed or is 

suspected of committing. The inclusion of persons on a watchlist on suspicion 

of having committed an offence and/or person wanted on a warrant is not 

dependent upon the existence of any specific basis for suspecting that that 

individual is likely to be present at the location at which AFR is deployed, 

save that SWP‘s current practice is that they will be suspected of offending in 

the South Wales area (or wanted on a warrant issued by a South Wales court). 

Bespoke watchlists may, however, be created for intelligence purposes where 

it is considered likely that a person will be at the location of a particular 

deployment. To date, the watchlists used by SWP have comprised between 

400-800 people. The maximum capacity for a watchlist is 2,000 images. 

                                                 
6
  See also, the UPSI Report, at p. G/177 of the hearing bundle. SWP says that in 

practice ―intelligence‖ in this context means knowledge of the attendance of the 

particular individual at the particular event for the purpose of the prevention and 

detection of crime.  
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32. The watchlist images are ―enrolled‖ into the AFR system, meaning that a 

biometric template is taken from the images which will then be used for the 

purposes of undertaking algorithmic comparisons with the facial biometrics of 

members of the public captured on camera.  

33. If during a deployment of AFR Locate the software identifies a possible match 

between a face captured on the CCTV and an image on the watchlist, the two 

images are reviewed by an AFR operator (―the system operator‖, who is a 

police officer) to establish whether he believes that a match has in fact been 

made. In our view, the fact that human eye is used to ensure that an 

intervention is justified, is an important safeguard. If, upon reviewing the 

images of the person on the watchlist and the person whose image has been 

captured by CCTV, the system operator does not consider that they are the 

subject of interest, then no further action is taken. If, however, he believes 

there is a match, he may inform other officers stationed nearby who will 

intervene (―intervention officers‖).  SWP says that those officers will 

themselves make their own assessment and will only intervene if satisfied that 

the person may be the subject of interest. SWP have developed a ‗traffic light‘ 

system with colours (red, amber and green) to delineate the urgency and type 

of intervention required.  ‗Red‘ indicates the need for an immediate response 

because, e.g., of a counter-terrorist threat, ‗amber‘ indicates the need for an 

arrest intervention, and ‗green‘ indicates the need for an identification for 

intelligence development purposes only. If the person identified is on a ‗red‘ 

watchlist, the system operator may be given instructions to contact the person 

responsible for the decision that that person should be placed on the watchlist 

and to obtain instructions as to what action should be taken. 

34. Deployment locations are generally selected as being places at which SWP can 

maximise the number of faces scanned in a given deployment. In addition, 

deployment locations may be selected on the basis that they are locations or 

events associated with attracting disorder or criminal activity. When AFR is 

deployed, the SWP mounts CCTV cameras on stationary, or mobile police 

vehicles, or on poles or posts, so to capture images of the face of anyone who 

passes within range of the camera.   

35. SWP has consulted with the Surveillance Camera Commissioner on the use of 

CCTV cameras. The CCTV camera records footage for the duration of any 

AFR Locate deployment. AFR Locate is capable of scanning 50 faces per 

second (albeit that does not necessarily mean 50 different people). Beyond 

these technical limitations, there is no limit on the number of persons who may 

have their facial biometrics captured during any given deployment. It is SWP‘s 

intention during each deployment to allow AFR Locate to enrol and therefore 

process as many individuals as possible
7
. 

36. Whilst SWP does not routinely record the total number of people whose facial 

biometrics are captured and processed as part of each deployment of AFR, it is 

clear that these numbers are very large (e.g. approximately 21,500 faces were 

scanned at a Rugby Union international in November 2017, and approximately 

44,500 during the course of a weekend event in Swansea). Over the 50 

                                                 
7
  SWP Data Protection Impact Assessment (p.19) 
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deployments that were undertaken in 2017 and 2018, around 500,000 faces 

may have been scanned (albeit not necessarily 500,000 different individuals). 

AFR Locate is currently set to detect up to five faces in a given frame and may 

capture 10 frames per second. The overwhelming majority of persons whose 

biometrics are captured and processed by SWP using AFR Locate are not 

suspected of any wrongdoing. 

 

 

Data retention 

37. If no match (false or positive) is made – as in the overwhelming majority of 

cases – then AFR Locate does not retain the facial biometrics or image of 

persons whose faces are scanned. They are immediately and automatically 

deleted. That data is not available to the system operator or any other police 

officer. The CCTV feed is retained for 31 days in accordance with the standard 

CCTV retention period. Data associated with a match is retained within AFR 

Locate for up to 24 hours. In the event of no match, the data is immediately 

deleted. 

38. SWP‘s Standard Operating Procedures
8
 and Data Protection Impact 

Assessment provide for data retention periods.  These are kept under review.  

The current data retention periods are in summary: 

(1) CCTV feed to AFR Locate deployments: retained for 31 days with 

automatic deletion as part of the ―Milestone‖ software. 

(2) Facial images that are not matched against: immediately deleted. 

(3) Biometric template (regardless whether match made): immediately 

deleted. 

(4) Facial images alerted against: images either deleted immediately 

following the deployment, or at the latest, within 24 hours following 

the deployment. 

(5) Match report to include personal information (name of individual 

alerted against): retained for 31 days. 

(6) Watchlist images and related biometric template: deleted immediately 

following the deployment, or at the latest within 24 hours following the 

deployment. 

 

Public awareness when AFR Locate is used 

39. When AFR is deployed, SWP take steps to inform members of the public 

about AFR and as to its use at the event or in the area which they may be 

attending or present. These steps are set out in the statement of Inspector 

Lloyd of the Digital Services Department of SWP.  They include as follows: 

                                                 
8
  Published in November 2018 
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(i) prior to each AFR deployment, utilising Facebook and Twitter to advertise 

the deployment and its location and invite engagement with officers who are 

deploying the technology; (ii) displaying large A2-size ―Fair Processing 

Notices‖ on the AFR-equipped police vehicles on site and at approximately a 

100 metre radius of the AFR cameras; and (iii) handing out of postcard-sized 

notices to members of the public in the vicinity of each AFR deployment and 

to every person that is spoken to as a result of an AFR intervention.  There is 

also material about AFR on SWP‘s website.
9
  Inspector Lloyd further explains 

―30. … It is important to ensure that a balance is 

maintained between transparency and engagement whilst not 

unduly impacting on the effectiveness of the deployment.  This 

balance is achieved via a risk-based approach, at times it may 

be appropriate to advertise a deployment so that individuals of 

concern are deterred from attending. At other times it may be 

more appropriate to encourage attendance by not disclosing 

deployment specifics so that an individual is more likely to 

attend and be detained.‖ 

40. Whilst deployment of AFR is not covert, it is reasonable to suppose, however, 

that a large number of people whose facial biometrics are captured and 

processed by SWP‘s use of AFR are unaware of this taking place. 

Biometric data 

41. The use of AFR technology involves the collection, processing and storage of 

a wide range of information, including (i) facial images, (ii) facial features (i.e. 

biometric data), (iii) metadata, including time and location, associated with the 

same and (iv) information as to matches with persons on a watchlist.  AFR 

entails the processing of biometric data in the form of facial biometrics.  The 

term ―biometrics‖ is described in the Secretary of State‘s Biometrics Strategy 

(June 2018) as ―the recognition of people based on measurement and analysis 

of their biological characteristics or behavioural data‖
 10

.    

42. Biometric data enables the unique identification of individuals with some 

accuracy.  It is this which distinguishes it from many other forms of data.  

Facial biometrics are one of the primary forms of biometric data, alongside 

fingerprints and DNA.  The Biometrics Strategy (June 2018) explains that 

―biometrics have long provided a critical role across the Home Office sector 

from traditional policing forensics, immigration services to national 

security‖
11

. 

43. Facial biometrics bear some similarity to fingerprints because (a) both can be 

captured without the need for any form of intimate sampling and (b) both 

concern a part of the body that is generally visible to the public (c.f. C-291/12 

                                                 
9
  http://afr.south-wales.police.uk/ 

 
10

  Home Office Biometrics Strategy - Better Public Services Maintaining Public Trust 

(June 2018) (para.1) 
11

  Ibid (para.2) 
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Schwarz v Stadt Bochum [2014] 2 CMLR 5 at [48]).  However, by the use of 

AFR technology, facial biometrics can be procured without requiring the co-

operation or knowledge of the subject or the use of force, and can be obtained 

on a mass scale.   

44. The Secretary of State has set up an Oversight and Advisory Board, 

comprising representatives from the police, Home Office, the Surveillance 

Camera Commissioner, the Information Commissioner, the Biometrics 

Commissioner, and the Forensic Science Regulator, to co-ordinate 

consideration of the use of facial imaging and AFR by law enforcement 

authorities.  

 

E. THE CONVENTION RIGHTS CLAIM  

45. The Claimant contends that SWP‘s use of AFR Locate is in breach of the 

requirements of ECHR Article 8. Article 8 provides as follows: 

  “Article 8 

1.  Everyone has the right to respect for his private and family 

life, his home and his correspondence. 

2.  There shall be no interference by a public authority with the 

exercise of this right except such as is in accordance with the law 

and is necessary in a democratic society in the interests of 

national security, public safety or the economic well-being of the 

country, for the prevention of disorder or crime, for the protection 

of health or morals, or for the protection of the rights and 

freedoms of others.‖ 

 

46. AFR permits a relatively mundane operation of human observation to be 

carried out much more quickly, efficiently and extensively. It is technology of 

the sort that must give pause for thought because of its potential to impact 

upon privacy rights.  As the Grand Chamber of the Strasbourg Court said in S 

v. United Kingdom (2009) 48 EHRR 50 at [112]:  

 ―[T]he protection afforded by art.8 of the Convention would be 

unacceptably weakened if the use of modern scientific techniques 

in the criminal-justice system were allowed at any cost and 

without carefully balancing the potential benefits of the extensive 

use of such techniques against important private-life interests … 

any state claiming a pioneer role in the development of new 

technologies bears special responsibility for striking the right 

balance in this regard‖.  
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(1) Has there been an interference with the Claimant‟s Article 8(1) rights?  

 

Reach of Article 8(1) 

47. It is now well-established that the reach of Article 8(1) is broad. The notion of 

―private life‖ is not susceptible to exhaustive definition.  It covers the 

―physical and psychological integrity‖ of a person.  A person‘s private and 

family life can therefore embrace multiple aspects of a person‘s ―physical and 

social identity‖, including (relevantly in the present case), e.g. gender, name, 

other means of personal identification and of linking to a family, ethnic 

identity, and elements relating to a person‘s right to their image (S v. United 

Kingdom (2009) 48 EHRR 50, at [66]; Von Hannover v. Germany (2004) 40 

EHRR 1, at [50] (cited by Lord Toulson in Re JR 38 [2016] AC 1131 at [84])). 

48. The phrases ―physical and psychological integrity‖ and ―physical and social 

identity‖ are the central value protected by Article 8 and have been described 

as the ―personal autonomy of every individual… [which] marches with the 

presumption of liberty enjoyed in a free polity; a presumption which consists 

in the principle that every interference with the freedom of the individual 

stands in need of objective justification‖ (per Laws LJ in R(Wood) v. 

Commissioner of Police of the Metropolis [2010] 1 WLR 123 at [20]-[21], 

(cited by Lord Toulson in Re JR 38 , ibid, at [86])). 

49. Yet the reach of Article 8(1) is not without limit. In R(Wood) v. Commissioner 

of Police of the Metropolis, ibid, at [22], (cited with approval by Lord Toulson 

in Re JR 38, ibid, at [86])), Laws LJ stated as follows 

―22. This cluster of values, summarised as the personal 

autonomy of every individual and taking concrete form 

as a presumption against interference with the 

individual's liberty, is a defining characteristic of a free 

society. We therefore need to preserve it even in little 

cases. At the same time, it is important that this core 

right protected by article 8, however protean, should not 

be read so widely that its claims become unreal and 

unreasonable. For this purpose, I think there are three 

safeguards, or qualifications. First, the alleged threat or 

assault to the individual's personal autonomy must (if 

article 8 is to be engaged) attain ―a certain level of 

seriousness‖. Secondly, the touchstone for article 8(1)'s 

engagement is whether the claimant enjoys on the facts 

a ―reasonable expectation of privacy‖ (in any of the 

senses of privacy accepted in the cases). Absent such an 

expectation, there is no relevant interference with 

personal autonomy. Thirdly, the breadth of article 8(1) 

may in many instances be greatly curtailed by the scope 

of the justifications available to the state pursuant to 

article 8(2). …‖ 
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Submissions 

50. On behalf of the Claimant, Mr Squires submitted that use of AFR entailed 

interference with the Claimant‘s Article 8 rights. The Claimant was in a public 

place engaged in lawful activities, and was not suspected of any wrongdoing. 

Obtaining and using his facial biometric information (a unique identifier), 

without his consent, is at odds with the protection afforded by Article 8(1).  

51. On behalf of SWP, Mr Johnson submitted that the Claimant could not establish 

any interference with his rights under Article 8(1) for essentially four reasons. 

The first reason was that there was no proof that the Claimant‘s image had 

been captured by the AFR on either occasion. If that were the case that would 

be a complete response to the Claimant‘s case. Ultimately, however, and for 

pragmatic reasons (so that the Court would address the substantive legal issues 

raised), Mr Johnson was willing to accept that it was more likely than not that 

on one or other occasion the Claimant‘s image had been captured and 

processed. The second, third and fourth reasons were closely linked: that a 

person could not have a reasonable expectation of privacy when walking in a 

public place and could expect his image to be recorded for crime prevention 

purposes; that AFR was a near-instantaneous process and a person‘s biometric 

data is not recorded and is never available to a human operator; and that 

overall, taking a picture in such circumstances and processing the digital 

information obtained from it in that manner did not meet the minimum 

threshold of seriousness required by Article 8(1). 

 

Discussion 

52. We do not accept the SWP‘s submissions on this issue. As to the first point, 

even if the pragmatic concession we have referred to had not been made, we 

would have concluded that the Claimant has proved that he was within 

reasonable proximity of the CCTV cameras on the days and at location in 

question when AFR technology was deployed by SWP, namely on 21
st
 

December 2017 at Queen Street and on 27th March 2018 at the Arms Fair. 

Notwithstanding that the CCTV footage for each occasion was deleted well 

before these proceedings were commenced (such footage is routinely deleted 

after 31 days), the Claimant‘s physical proximity to the location of the 

cameras on both days is sufficient to give rise to a reasonable apprehension 

that his image may have been captured and processed on one or both occasions 

such as to entitle him to claim a violation of his Article 8 rights, either as an 

individual present himself or as a member of a class of people who risked 

being directly affected by the SWP‘s use of AFR on either of those occasions 

(c.f. Lord Reed, in AXA General Insurance v. HM Advocate [2011] UKSC 46; 

[2012] 1 AC 868 at [111]). 

53. In Wood, Laws LJ rejected the submission that the ―bare act of taking 

pictures‖ amounted to an interference with Article 8(1) rights (see [36] and 

[37]). He pointed to the need for what he described as ―aggravating 

circumstances‖. In that case, and in the context of police activity, he suggested 

that where state actions complained of were ―expected and unsurprising‖, it 
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might well be that such actions might entail no breach of Article 8(1). At 

paragraph 43 he stated as follows. 

 ―In R(Gillan) v Commissioner of Police for the Metropolis 

… [2006] 2 AC 307 at [28] …] Lord Bingham referred to ―an 

ordinary superficial search of the person and an opening of bags, 

of the kind to which passengers uncomplainingly submit at 

airports‖: another instance in which the putative violation of 

Article 8 (if any violation were suggested) consists in something 

familiar and expected. In cases of that kind, where the police or 

other public authority are acting just as the public would expect 

them to act, it would ordinarily no doubt be artificial and unreal 

for the courts to find a prima facie breach of Article 8 and call on 

the State to justify the action taken by reference to Article 8(2).‖ 

 

In substance, SWP‘s remaining points were to the effect that, qualitatively, its 

use of AFR Locate was an activity of similar nature.  

 

54. We cannot see how what happened can be characterised in this way. AFR 

Locate goes much further than the simple taking of a photograph. The digital 

information that comprises the image is analysed and the biometric facial data 

is extracted. That information is then further processed when it is compared to 

the watchlist information. The fact that this happens when the Claimant is in a 

public space is not a sufficient response. In PG v United Kingdom (2008) 46 

EHRR 51, the European Court of Human Rights stated as follows (at [57]): 

―57.  There are a number of elements relevant to a 

consideration of whether a person's private life is concerned by 

measures effected outside a person's home or private premises. 

Since there are occasions when people knowingly or 

intentionally involve themselves in activities which are or may 

be recorded or reported in a public manner, a person's 

reasonable expectation as to privacy may be a significant, 

although not necessarily conclusive, factor. A person who 

walks down the street will, inevitably, be visible to any 

member of the public who is also present. Monitoring by 

technological means of the same public scene (for example, a 

security guard viewing through closed-circuit television) is of a 

similar character. Private-life considerations may arise, 

however, once any systematic or permanent record comes into 

existence of such material from the public domain …‖ 

(emphasis added) 

 

55. The extraction and use of the Claimant‘s biometric data takes the present case 

well beyond the ―expected and unsurprising‖.  In S v. United Kingdom (supra), 

the European Court of Human Rights emphasised the significance of the 

protection of personal data as part of protecting Article 8 rights.  The Court 

said (at [67] and [103]) (emphasis added):  
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― 67. The mere storing of data relating to private life 

of an individual amounts to an interference within the 

meaning of art.8.  The subsequent use of the stored 

information has no bearing on that finding.  However, in 

determining whether the personal information retained 

by the authorities involves any of the private-life aspects 

mentioned above [e.g. aspects of the persons physical 

and social identity], the Court will have due regard to 

the specific context in which the information at issue 

has been recorded and retained, the nature of the 

records, the way in which these records are used and 

processed and the results that may be obtained.‖ 

―103. The protection of personal data is of 

fundamental importance to a person‘s enjoyment of his 

or her right to respect for private and family life, as 

guaranteed by art.8 of the Convention. …‖ 

  

(c.f also Satakunnan Markkinaporssi Oy v Finland (2018) 66 EHRR 8 at [137]). 

 

56. In S v. United Kingdom, the Court was concerned with the retention of biometric 

information in the form of fingerprint records and DNA samples. It recognised 

that each comprised a source of unique information about a person. We note in 

particular what the Court said in respect of fingerprints since they are clearly a 

source of significantly less personal data than a DNA sample. In the context of 

rejecting an argument that retention of fingerprints did not involve any 

interference with Article 8(1) rights because fingerprint analysis was an expert 

process, the Court said (at [84]): 

 

―84. … While true, this consideration cannot alter the 

fact that fingerprints objectively contain unique 

information about the individual concerned allowing his 

or her identification with precision in a wide range of 

circumstances.  They are thus capable of affecting his or 

her private life and retention of this information without 

the consent of the individual concerned cannot be 

regarded as neutral or insignificant.‖ 

57. For the purposes of the Article 8(1) argument, the same reasoning applies to 

AFR technology. Like fingerprints and DNA, AFR technology enables the 

extraction of unique information and identifiers about an individual allowing 

his or her identification with precision in a wide range of circumstances. 

Taken alone or together with other recorded metadata, AFR-derived biometric 

data is an important source of personal information. Like fingerprints and 

DNA, in the language later used by the Court at paragraph 104, it is 

information of an ―intrinsically private‖ character. The fact that the biometric 
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data is derived from a person‘s facial features that are ―manifest in public‖ 

does not detract from this.  The unique whorls and ridges on a person‘s 

fingertips are observable to the naked eye. But this does not render a 

fingerprint any the less a unique and precise identifier of an individual. The 

facial biometric identifiers too, are precise and unique. 

58. The Court of Justice of the European Union (―CJEU‖) has also repeatedly 

emphasised that the right to protection of personal data is ―closely connected 

with the right to respect for private life‖, and that ―the right to respect for 

private life with regard to the processing of personal data‖ is founded on both 

Articles 7 and 8 of the Charter of Fundamental Rights of the European Union 

and extends to ―any information relating to an identified or identifiable 

individual‖ (C-468/10 and C-469/10 ASNEF v Administración del Estado  

[2012] 1 CMLR 48 at [41] – [42]; see also C-291/12 Schwarz v Stadt Bochum 

[2014] 2 CMLR 5 at [26] which concerned a person‘s refusal to provide his 

fingerprints in the context of obtaining a passport). The CJEU noted that 

fingerprints ―objectively contain unique information about individuals which 

allows those individuals to be identified with precision‖ (at [27]). It held that 

both the taking and retention of fingerprints ―constitutes a threat to the rights 

to respect for private life‖ (at [30]). The Court went on to hold that the taking 

of fingerprints and facial images engaged Articles 7 and 8 of the Charter (at 

[49]). 

59. The fact that, save where a match is detected, facial biometric information is 

retained for only a very short period, does not affect the analysis. The 

application of Article 8 is not dependent on the long-term retention of 

biometric data.  It is sufficient if biometric data is captured, stored and 

processed, even momentarily. The mere storing of biometric data is enough to 

trigger Article 8 and the subsequent use (or discarding) of the stored 

information has no bearing (see S v. United Kingdom at [67], above).  

Accordingly, the fact that the process involves the near instantaneous 

processing and discarding of a person‘s biometric data where there is no match 

with anyone on the watchlist (and such data is never seen by or available to a 

human agent) does not matter.  The AFR process still necessarily involves the 

capture, storage and ―sensitive processing‖ of an individual‘s biometric data 

before discarding.  Article 8 is triggered by the initial gathering of the 

information. In the context of the interception of communications, the 

Strasbourg Court has treated the initial gathering of the information in 

question, its retention, and any subsequent use, as discrete interferences with 

Article 8 (see Amann v Switzerland (2000) 30 EHRR 843 [GC] at [48] and 

[69]).  

60. We are fortified in our conclusion that the use of AFR technology engages 

Article 8 by the fact that our view is shared by both the Information 

Commissioner and the Surveillance Camera Commissioner. The Information 

Commissioner stated in her skeleton argument:  

―18.  … The automated capture of facial biometrics, 

and conversion of those images into biometric data, 

involves large scale and relatively indiscriminate 

processing of personal data. If such processing is not 
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subject to appropriate safeguards, such data … could be 

collected … in a manner amounting to a serious 

interference with privacy rights.‖ 

61. The Surveillance Camera Commissioner‘s AFR Guidance states that Article 8 

is a ―fundamental consideration‖ in the context of the ―overt operation of 

surveillance camera systems‖; and the ―use of AFR … in crowded places and 

selected sites will significantly enhance the capabilities of a surveillance 

camera system to intrude and gather private information of a citizen‖ 

(paragraphs 2.1 – 2.2). He refers to the ―intrusive capabilities of AFR‖ 

(paragraph 9.2) and expresses the view that ―potential for intrusion arising 

from AFR is arguably consistent with that arising from some forms of covert 

surveillance tactics and capabilities‖ (paragraph 10.2).  It is clear that this is 

not confined to persons whose images are contained on watchlists. 

62. For these reasons, in our view, the use of AFR Locate does entail infringement 

of the Article 8(1) rights of those in the position of the Claimant in this case. 

The points we have made above have focussed on the position of members of 

the public, such as the Claimant whose images are digitally recorded by 

CCTV, and then processed by the AFR Locate technology. For sake of 

completeness we note that the effect, in Article 8(1) terms, for those people 

who are on the watchlist, is the same, albeit that the information that is 

processed is drawn from a database of custody photographs held on SWP‘s 

Niche Record Management System. Neither SWP nor any other party before 

us sought to contend otherwise. 

 

 

(2) Is the SWP‟s use of AFR in accordance with the law? 

63. The Claimant‘s primary argument on his Article 8 case was that the use of 

AFR Locate by the SWP is not ―in accordance with the law‖ for the purposes 

of Article 8(2). Mr Squires QC‘s submission was both to the effect: (a) that 

there is no legal basis for the use of AFR Locate, such that SWP does not, as a 

matter of law, have power to deploy it (or for that matter, to make any other 

use of AFR technology); and (b) that even if SWP‘s use of AFR Locate is not 

ultra vires, any interference with Article 8(1) rights is not subject to a 

sufficient legal framework such that it is capable of being justified under 

Article 8(2). In support of this latter argument, the Claimant contends that the 

generic legal framework provided, successively, by the DPA 1998 and the 

DPA 2018 is insufficient. 

64. The Claimant points to the provisions of the Police and Criminal Evidence Act 

1984 (―PACE‖), and in particular to Code D ―Revised Code of Practice for the 

Identification of Persons by Police Officers‖ issued under section 66 of PACE, 

and Annex F to Code D which he contends, collectively, regulate obtaining 

and use of fingerprints and DNA samples. His case is that absent comparable 

provision for AFR technology, its use is not in accordance with the law. If this 

requirement under Article 8(2) is to be satisfied, there must be a legal 

framework that specifies: (a) when AFR Locate may be deployed, for example 

only when there is ―reasonable suspicion‖ or a ―real possibility‖ that persons 

who are sought may be in the location where AFR Locate is deployed; (b) 
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where it may be deployed – the Claimant suggested only at places such as 

airports, or at large public gatherings such as sporting events; (c)  the classes 

of persons who may be on a watchlist – the Claimant contends that watchlists 

should only include ―serious criminals at large‖; (d) the sources from where 

images included in watchlists may be obtained; and (e) clear rules relating to 

biometric data obtained through use of AFR Locate – for example as to how 

long it may be retained, and the purposes for which such information may (or 

may not) be used. In the context of the requirement under section 35(2) of the 

DPA 2018 that any processing of personal data must be ―based on law‖, the 

Information Commissioner made a similar submission. Although she did not 

seek to limit the categories of persons who might be included on watchlists, 

her submission was that the categories of who could be included on a watchlist 

needed to be specified by law. She also submitted that the purposes for which 

AFR Locate could be used should be specified in law. Her overall submission 

was that both any use of AFR Locate, and any decision as to who should be 

included on a watchlist, needed to be the subject of ―independent 

authorisation‖. 

65. Mr Squires QC relied upon Lord Kerr‘s observation in his dissenting judgment 

in Beghal v Director of Public Prosecutions [2016] AC 88 at [102] that: 

― 102. … The fact that a power is exercised sparingly 

has no direct bearing on its legality.  A power on which 

there are insufficient legal constraints does not become 

legal simply because those who may not have resort to 

it, exercise self-restraint.  It is the potential reach of the 

power rather than its actual use by which its legality 

must be judged.‖ 

 

66. He also drew attention to expressions of concern as to the adequacy of the 

legal framework governing the use of AFR technology by the police.  In his 

Annual Report for 2017, the Biometrics Commissioner stated: 

―303.   Given that [the Protection of Freedoms Act] is 

not generic legislation covering all biometrics used by 

the police, the use by the police of these second 

generation biometrics [which the Commissioner defined 

as including facial image matching] is not currently 

governed by any specific legislation, other than general 

data protection legislation, and only by regulations 

drawn up by the police themselves such as the 

Management of Police Information principles (MOPI) 

drawn up by the College of Policing. It is therefore the 

case that technical development and deployment is 

running ahead of legislation, which is why the Home 

Office‘s promised biometric strategy is urgently 

needed‖ (emphasis added) 
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67. In addition, the Claimant points to the following: (a) that the Secretary of State‘s 

Biometrics Strategy (June 2018) acknowledged that ―governance and oversight 

of these [AFR] applications and the use of facial images as a biometric by law 

enforcement could be strengthened further‖
12

; (b) that the Information 

Commissioner has expressed her concern ―about the absence of national level 

co-ordination in assessing the privacy risks and a comprehensive governance 

framework to oversee [AFR] deployment.‖
13

; and (c) that the Surveillance 

Camera Commissioner queried the legal basis for the use of AFR and stated that 

he does not consider the existing legislation governing the use of AFR by police 

to be wholly satisfactory.
14

 

 

 

(1)  Legal basis for SWP’s use of AFR: Is AFR Locate ultra vires the SWP? 

68. The Claimant‘s first contention is that there must be some specific statutory 

basis for the use of AFR Locate – i.e. to permit the use of the CCTV cameras, 

and the use of the software that processes the digital information that the 

cameras collect. SWP and the Secretary of State rely on the police‘s common 

law powers as sufficient authority for use of this equipment. 

69. The relevant principles at common law are well-established. First, a police 

constable is a creature of the common law
15

. Police constables owe the public 

a common law duty to prevent and detect crime.  That duty reflects a 

corresponding common law power to take steps in order to prevent and detect 

crime.  As Lord Parker CJ said in Rice v Connolly [1966] 2 QB 414 at 419B - 

C: 

― [I]t is part of the obligations and duties of a police 

constable to take all steps which appear to him 

necessary for keeping the peace, for preventing crime or 

for protecting property from criminal damage.  There is 

no exhaustive definition of the powers and obligations 

of the police, but they are at least those, and they would 

further include the duty to detect crime and to bring an 

offender to justice.‖ 

70. Second, this general power of the police includes the use, retention and 

disclosure of imagery of individuals for the purposes of preventing and 

detecting crime.  In R (Wood) v Commissioner of Police of the Metropolis 

[2010] 1 WLR 123, the police took and retained photographs of the claimant 

in the street for the purpose of gathering evidence about possible disorder and 

criminal conduct.  Laws LJ and Lord Collins held that this was lawful (see 

[50]-[55] and [98]-[100] respectively).  As Lord Collins observed ibid at [98], 

―The taking of the photographs in the present case was lawful at common law, 

and there is nothing to prevent their retention‖. 

                                                 
12

  Biometrics Strategy (June 2018), p.12. 
13

  Information Commissioner‘s Office, Blog: facial recognition technology and law 

enforcement. 
14

  See the National Surveillance Camera Strategy for England and Wales, para. 303. 
15

  See Halsbury‘s Laws, Vol 84 (Police and Investigatory Powers), paragraph 1. 
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71. In R (Catt) v Association of Chief Police Officers [2015] AC 1065, the 

Supreme Court considered the lawfulness of collecting and retaining personal 

information, including a photograph of an individual who had demonstrated 

against the operation of an arms manufacturer on a ―domestic extremism‖ 

database.  In relation to the police‘s power to obtain and hold such 

information, Lord Sumption JSC held at [7]: 

―At common law the police have the power to obtain 

and store information for policing purposes, i.e. broadly 

speaking for the maintenance of public order and the 

prevention and detection of crime.  These powers do not 

authorise intrusive methods of obtaining information, 

such as entry onto private property or acts (other than 

arrest under common law powers) which would 

constitute an assault.  But they were amply sufficient to 

authorise the obtaining and storage of the kind of public 

information in question on these appeals.‖ (emphasis 

added) 

72. Third, the police may make reasonable use of a photograph of an individual 

for the purpose of the prevention and detection of crime, the investigation of 

alleged offences and the apprehension of suspects or persons unlawfully at 

large and may do so whether or not the photograph is of any person they seek 

to arrest or of a suspected accomplice or of anyone else. ―The key is that they 

must have these and only these purposes in mind and must … make no more 

than reasonable use of the picture in seeking to accomplish them‖ (per Laws J 

in Hellewell v Chief Constable of Derbyshire [1995] 1 WLR 804 at 810F). 

73. It will be apparent from the passages highlighted in the judgments in Rice and 

Catt, that the extent of the police‘s common law powers has generally been 

expressed in very broad terms.  The police did not need statutory powers, e.g. 

to use CCTV or use body-worn video or traffic or ANPR
16

 cameras, precisely 

because these powers were always available to them at common law.  Specific 

statutory powers were needed for e.g. the taking of fingerprints, and DNA 

swabs to obviate what would otherwise be an assault.   

 

74. As we see matters, the only issue is whether using cameras fitted with AFR 

technology to obtain the biometric data of members of the public in public can 

be said to be an ―intrusive method‖ of obtaining information in the sense 

referred to by Lord Sumption JSC in Catt (at [7] above) and, therefore, out-

with the common law powers of the police.  In our view, Lord Sumption was 

clearly referring to intrusion in the sense of physical intrusion or interference 

with a person‘s rights vis-à-vis their home or interference with their bodily 

integrity.  He described “intrusive methods‖ as including ―entry on private 

property or acts… which would constitute an assault‖.   

 

75. A warrant is required to allow the police to enter someone‘s private property 

since otherwise, the act of entering someone‘s private property without 

permission would amount to a trespass,.  Equally, since the act of taking 

                                                 
16

  Automatic Number Plate Recognition cameras 
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fingerprints generally requires the cooperation of, or use of force on, the 

subject and would otherwise amount to an assault, statutory powers were 

enacted to enable the police to take fingerprints. Both involve physically 

intrusive acts.  By contrast, the use of AFR Locate to obtain biometric 

information is very different. No physical entry, contact or force is necessary 

when using AFR Locate to obtain biometric data.  It simply involves taking a 

photograph of someone‘s face and the use of algorithms to attempt to match it 

with photographic images of faces on a watchlist.  The method is no more 

intrusive than the use of CCTV in the streets. 

 

76. So far as watchlists are concerned, the lists in issue before us have comprised 

imagery acquired by way of police photography of arrested persons. The 

police have explicit statutory powers to acquire, retain and use such imagery 

(see s.64A Police and Criminal Evidence Act 1984). 

 

77. As has been explained, the watchlists comprised ―persons of interest‖ to the 

police.  The Claimant was not on any SWP watchlist: for the purposes of 

section 7 of the Human Rights Act 1998, he is not a ―victim‖ in this regard, 

and therefore can have no personal complaint about the watchlists.  Nor can 

we see that there is any reasonable basis for complaint arising from the fact 

that watchlists used by SWP have included not just known criminals but 

persons of ―possible interest‖ to SWP for intelligence purposes.  The 

compilation of watchlists is something well within the common law powers of 

the police as enunciated e.g. by Lord Parker CJ in Rice, namely ―all steps … 

necessary for keeping the peace, for preventing crime or for protecting 

property‖. 

 

78. For these reasons, we consider the police‘s common law powers to be ―amply 

sufficient‖ in relation to the use of AFR Locate. The police do not need new 

express statutory powers for this purpose. 

 

(2) Is there a sufficient legal framework for the use of AFR Locate?  

 

79. The Claimant‘s second submission is that there is no sufficient legal framework 

for the use of AFR Locate such that its use lacks the necessary qualities of 

foreseeability, predictability, and hence of legality. This requirement was 

explained by Lord Bingham in R(Gillan) v Commissioner of Police of the 

Metropolis [2006] 2 AC 307 at [34], as follows: 

 

― The lawfulness requirement in the Convention 

addresses supremely important features of the rule of 

law. The exercise of power by public officials, as it 

affects members of the public, must be governed by 

clear and publicly accessible rules of law. The public 

must not be vulnerable to interference by public 

officials acting on any personal whim, caprice, malice, 

predilection or purpose other than that for which the 

power was conferred. This is what, in this context, is 

meant by arbitrariness, which is the antithesis of 
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legality. This is the test which any interference with or 

derogation from a Convention right must meet if a 

violation is to be avoided.‖ 

80. The general principles applicable to the ―in accordance with the law‖ standard 

are well-established: see generally per Lord Sumption in Catt, above, [11]-

[14]; and in Re Gallagher [2019] 2 WLR 509 at [16] – [31]. In summary, the 

following points apply. 

(1) The measure in question (a) must have ―some basis in domestic law‖ 

and (b) must be ―compatible with the rule of law‖, which means that it 

should comply with the twin requirements of ―accessibility‖ and 

―foreseeability‖ (Sunday Times v United Kingdom (1979) 2 EHRR 

245; Sliver v United Kingdom (1983) 5 EHRR 347; and Malone v 

United Kingdom (1984) 7 EHRR 14).  

 

(2) The legal basis must be “accessible‖ to the person concerned, meaning 

that it must be published and comprehensible, and it must be possible 

to discover what its provisions are. The measure must also be 

―foreseeable‖ meaning that it must be possible for a person to foresee 

its consequences for them and it should not ―confer a discretion so 

broad that its scope is in practice dependent on the will of those who 

apply it, rather than on the law itself‖ (Lord Sumption in Re 

Gallagher, ibid, at [17]). 

 

(3) Related to (2), the law must ―afford adequate legal protection against 

arbitrariness and accordingly indicate with sufficient clarity the scope 

of discretion conferred on the competent authorities and the manner of 

its exercise‖ (S v United Kingdom, above, at [95] and [99]).   

 

(4) Where the impugned measure is a discretionary power, (a) what is not 

required is ―an over-rigid regime which does not contain the flexibility 

which is needed to avoid an unjustified interference with a 

fundamental right‖ and (b) what is required is that ―safeguards should 

be present in order to guard against overbroad discretion resulting in 

arbitrary, and thus disproportionate, interference with Convention 

rights‖ (per Lord Hughes in Beghal v Director of Public Prosecutions 

[2016] AC 88 at [31] and [32]). Any exercise of power that is 

unrestrained by law is not ―in accordance with the law‖. 

 

(5) The rules governing the scope and application of measures need not be 

statutory, provided that they operate within a framework of law and 

that there are effective means of enforcing them (per Lord Sumption 

in Catt at [11]). 

(6)  The requirement for reasonable predictability does not mean that the 

law has to codify answers to every possible issue (per Lord Sumption 

in Catt at [11]). 

81. In S v. United Kingdom (above), the Grand Chamber concluded, in the context 

of proceedings challenging the legality of arrangements for the retention and 
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use of fingerprints and DNA, that it was necessary for there to be, among other 

safeguards, ―detailed rules governing the scope and application of measures‖ 

so as to provide sufficient guarantees against the risk of abuse and arbitrariness 

(at [99]). The Court went on to state that (emphasis added): 

―103.  The protection of personal data is of 

fundamental importance to a person‘s enjoyment of his 

or her right to respect for private and family life, as 

guaranteed by art. 8 of the Convention. The domestic 

law must afford appropriate safeguards to prevent any 

… use of personal data as may be inconsistent with the 

guarantees of this article. The need for such safeguards 

is all the greater where the protection of personal data 

undergoing automatic processing is concerned, not least 

when such data are used for police purposes.  The 

domestic law should notably ensure that such data are 

relevant and not excessive in relation to the purposes for 

which they are stored. The domestic law must also 

afford adequate guarantees that retained personal data 

was efficiently protected from misuse and abuse. The 

above considerations are especially valid as regards the 

protection of special categories of more sensitive data 

and more particularly of DNA information, which 

contains the person's genetic make-up of great 

importance to both the person concerned and his or her 

family. 

104. The interests of the data subjects and the 

community as a whole in protecting the personal data, 

including fingerprint and DNA information, may be 

outweighed by the legitimate interest in the prevention 

of crime. However, the intrinsically private character of 

this information calls for the Court to exercise careful 

scrutiny of any State measure authorising its retention 

and use by the authorities without the consent of the 

person concerned.‖ 

82. When assessing what is required in terms of appropriate legal framework, 

different types of biometric information must be evaluated on their own terms. 

Facial biometric information is significant because it is a unique identifier for 

a person. But the significance of this type of biometric data is qualitatively 

different from, for example, DNA. A DNA sample provides access to a very 

wide range of information about a person.  

83. In like manner, it is relevant to recognise that AFR Locate is not a form of 

covert surveillance. ―Covert surveillance‖ is defined in s.26(9)(a) of the 

Regulation of Investigatory Powers Act 2000 (―RIPA‖), which provides 

―…surveillance is covert if, and only if, it is carried out in a manner that is 

calculated to ensure that persons who are subject to the surveillance are 

unaware that it is or may be taking place…‖.  We emphasise the words 

underlined.  SWP accepts that were AFR to be used covertly it would be 
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subject to the regime in Part II of RIPA. We are satisfied that the steps 

generally taken by the SWP to deploy surveillance camera systems equipped 

with AFR in an overt manner are collectively sufficient such that that the 

provisions of RIPA 2000 are not engaged
17

. Since AFR Locate is not a form of 

covert intelligence gathering tool, observations made in cases that have dealt 

with such situations, as to the need for steps such as prior judicial authorisation 

or authorisation by independent administrative authority are not apposite. It 

would be wrong in principle when applying the ―in accordance with the law‖ 

standard to start from a premise that AFR Locate is to be seen as the 

equivalent of covert interception whether of specific communications, or bulk 

communications data. 

84. In our view, there is a clear and sufficient legal framework governing whether, 

when and how AFR Locate may be used.  What is important is to focus on the 

substance of the actions that use of AFR Locate entails, not simply that it 

involves a first-time deployment by SWP of an emerging technology. The fact 

that a technology is new does not mean that it is outside the scope of existing 

regulation, or that it is always necessary to create a bespoke legal framework 

for it.  The legal framework within which AFR Locate operates comprises 

three elements or layers (in addition to the common law), namely: (a) primary 

legislation; (b) secondary legislative instruments in the form of codes of 

practice issued under primary legislation; and (c) SWP‘s own local policies. 

Each element provides legally enforceable standards. When these elements are 

considered collectively against the backdrop of the common law, the use of 

AFR Locate by SWP is sufficiently foreseeable and accessible for the purpose 

of the ―in accordance with the law‖ standard. 

(a) Primary legislation 

85. The first element in the framework is the DPA 2018 (we focus on this Act 

rather than the DPA 1998, only for sake of convenience). As explained by 

Lord Sumption in Catt (at [8]), the DPA 2018 embeds key safeguards which 

apply to all processing of all personal data – including the biometric data 

processed when AFR Locate is used. Part 3 of the DPA 2018 applies to 

processing for law enforcement purposes (and gives effect to the provisions of 

Directive 2016/680/EU – ―the Law Enforcement Directive‖).  

86. By section 34(3) of the DPA 2018, SWP as data controller, ―must be able to 

demonstrate its compliance with‖ the six data protection principles and the two 

safeguarding measures set out at sections 35 – 42 of the Act. These six data 

protection principles are as follows: 

(1)   processing must be lawful and fair (section 35(1)); 

(2) the purposes of processing must be specified, explicit and legitimate 

(section 36(1)); 

                                                 
17

  In particular, advertising AFR deployments on Facebook and Twitter, displaying 

notices on AFR-equipped police vehicles and handing out of notices to members of 

the public (see above). 
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(3) personal data processed for any of the law enforcement purposes must 

adequate, relevant and not excessive in relation to the purpose for which is 

it processed (section 37); 

(4) personal data must be accurate and kept up to date; inaccurate data should, 

subject to the purpose for which it would otherwise be retained, be 

corrected or erased (section 38); 

(5) personal data should be kept for no longer than is necessary (section 

39(1)); 

(6) personal data should be processed in a secure manner (section 40). 

 In addition, there is a relevant safeguarding measure, namely, the controller 

must have an appropriate policy document (section 42). 

87. The data protection principles are well-known and comprehensive. They apply 

to all operations which involve retention or use of personal data. The fact that 

they are principles of general application rather than rules specifically targeted 

to use of AFR Locate does not make them any the less important or relevant. It 

is well-recognised that the need under the ECHR for any interference with 

Convention rights to be regulated by law can be met by standards of general 

application: see and compare per Lord Sumption in Catt, above, at [11] – 

[17]
18

. In this instance, the general standards in the DPA 2018 have been 

formulated with specific reference to regulation of the use of personal data. 

Moreover, section 35(3) of the DPA 2018 sets out specific conditions that 

must be met for ―sensitive processing‖, which includes ―processing … of 

biometric data for the purposes of uniquely identifying an individual‖. As we 

explain below, when addressing the Claimant‘s data protection claims, section 

35(3) does apply to the use of AFR Locate, both for the persons on the 

watchlists, and the members of the public whose images are caught on CCTV 

and then processed. The additional conditions imposed by section 35(3) 

include (1) that the processing is ―strictly necessary‖ for the law enforcement 

purposes prescribed at section 31 of the Act; and (2) that the processing meets 

―at least one of the conditions in Schedule 8‖. The Schedule 8 conditions are 

each clearly and distinctly described: i.e. (1)(a) necessary ―for the exercise of a 

function conferred on a person by an enactment or rule of law‖ or (b) 

necessary ―for reasons of substantial public interest‖ or (2) necessary ―for the 

administration of justice‖.   The circumstances in which AFR is used are, in 

this way, foreseeable. 

                                                 
18

  The Claimant drew our attention to the decision of the European Court of Human 

Rights in Catt v United Kingdom (2019) (ECHR application no. 43514/15). However, 

in that case the Court considered it unnecessary to reach any conclusion on the ―in 

accordance with the law‖ issue, and the comments that it did make (see, generally, at 

paragraphs 94 – 107) have no specific application to the circumstances of AFR 

Locate. In any event, the judgment of the Supreme Court in Catt is binding on us (see 

Kay v Lambeth London Borough Council [2006] 2 AC 465 per Lord Bingham at [40]- 

[45], Lord Nicholls at [50], Lord Hope at [62], Lord Scott at [121], Lord Walker at 

[177], Baroness Hale at [178] and Lord Brown at [213]). 
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88. The requirements arising under the DPA 2018 are mirrored in the Code of 

Practice on the Management of Police Information, issued by the College of 

Policing under section 39A of the Police Act 1996. By section 39A(7) of the 

1996 Act, chief police officers must have regard to the contents of any code 

issued under section 39A, when exercising any relevant function. Under the 

Code of Practice on the Management of Police Information, the College may 

(and has) issued guidance which specifies principles which govern the 

handling of information, and this includes any processing of personal data.  

(b)   Secondary legislative instruments 

89. The second element in the framework is the Surveillance Camera Code of 

Practice. This Code was issued by the Home Secretary pursuant to section 30 

of the Protection of Freedoms Act 2012 (―the 2012 Act‖); it contains guidance 

about the use of surveillance camera systems (see, generally, section 29 of the 

2012 Act). By section 33 of the 2012 Act any chief officer of police must have 

regard to the contents of this Code when exercising any function to which it 

relates; and when deciding any issue in any proceedings, a court may take 

account of any failure to act in accordance with the requirements of the Code. 

Section 34 of the 2012 Act further provides that the functions of the 

Surveillance Camera Commissioner include encouraging compliance with the 

Code and providing advice in respect of its contents. 

90. The Code comprises 12 ―guiding principles‖. These principles concern when 

and where surveillance cameras (such as those used as part of AFR Locate) 

should be used; the information to be provided to members of the public when 

surveillance cameras are used; the extent to which information obtained from 

surveillance cameras should be retained; the circumstances in which access to 

such information should be permitted, or use should be made of the 

information; and the technical standards to be required of any equipment that 

is used. Importantly, the Code also provides that no adverse action against any 

person should be taken without human intervention (see paragraph 3.2.3 of the 

Code).  

91. The Surveillance Camera Commissioner‘s overall submission on the Code was 

that it provided a ―… full system approach to the regulation of surveillance 

camera systems as it provides the legal and good practice standard which the 

Government expects, as well as highlighting the broader spectrum of 

legislative requirements which apply‖. We agree with that submission
19

.  

(c)   SWP’s own policies 

92. The third element of the framework is SWP‘s own policies as to the use of 

AFR Locate. There are three relevant policy documents: (i) SWP‘s Standard 

                                                 
19

  We note that in March 2019 the Surveillance Camera Commissioner issued a 

guidance document in exercise of his power under section 34 of the 2012 Act – ―The 

Police Use of Automated Facial Recognition Technology with Surveillance Camera 

Systems‖. This guidance does not itself give rise to any legally enforceable standard. 

However, it does provide additional information about how the 12 guiding principles 

in the Code apply to the operation of AFR systems. 
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Operating Procedure, (ii) SWP‘s Deployment Reports and (iii) SWP‘s Policy 

on Sensitive Processing. Each has been produced for the purposes of the trial 

of AFR Locate which has been in progress since April 2017, and which 

remains in progress. We accept that, as the trial progresses, it is likely that 

these documents will be revised to reflect knowledge and insight obtained in 

the trial. None is a document in final form. However, taken together, they 

provide additional information as to how, when and in what circumstances 

AFR Locate may be used. Clearly it is open to SWP, from time to time, to 

amend the contents of any policy document. Nevertheless, for the duration of 

their lives, such policy documents provide legally enforceable standards 

against which SWP‘s use of AFR Locate can be judged. 

93. The most important of the three documents is the Standard Operating 

Procedure. We have seen ―Version 12‖ of this document. It includes the 

following: (a) a statement that AFR Locate will only be used overtly; (b) an 

explanation of the signage to be in place when AFR Locate is deployed; (c) 

criteria for the compilation of watchlists and for the protection of information 

in watchlists; (d) a statement of the time during which information obtained 

from the CCTV feed can be retained; (e) explanations of the respective 

responsibilities of the systems operator and the intervention officers; (f) 

guidance on the steps to be taken when the AFR equipment indicates a face 

match; and (g) information about Deployment Reports.  

94. Deployment Reports are the second type of policy document. These 

documents are created, in part, in advance of any deployment and specify the 

purpose of the deployment and the reasons for it; and in part are completed 

after a deployment has finished to record the outcomes of the deployment. The 

existence of this type of document reflects that, to date, SWP has used AFR 

Locate as part of a trial exercise. However, the fact that a Deployment Report, 

in advance of the deployment, records the purpose of and reasons for the 

deployment is a material matter for present purposes.  

95. The third policy document is the SWP‘s policy on Sensitive Processing. This 

is a document required by section 35 of the DPA 2018. We refer to it in further 

detail below, in the context of the Claimant‘s data protection claims.  

96. Drawing these matters together, the cumulative effect of (a) the provisions of 

the DPA, (b) the Surveillance Camera Code and (c) SWP‘s own policy 

documents, is that the infringement of Article 8(1) rights which is consequent 

on SWP‘s use of AFR Locate, occurs within a legal framework that is 

sufficient to satisfy the ―in accordance with the law‖ requirement in Article 

8(2).   The answer to the primary submissions of the Claimant and the 

Information Commissioner, is that it is neither necessary nor practical for 

legislation to define the precise circumstances in which AFR Locate may be 

used, e.g. to the extent of identifying precisely which offences might justify 

inclusion as a subject of interest or precisely what the sensitivity settings 

should be (c.f. Lord Sumption in Catt at [14]).  Taking these matters as 

examples, the Data Protection Principles provide sufficient regulatory control 

to avoid arbitrary interferences with Article 8 rights.  The legal framework that 

we have summarised does provide a level of certainty and foreseeability that is 

sufficient to satisfy the tenets of Article 8(2).  It provides clear legal standards 
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to which SWP will be held.  As to the content of local policies, we take 

account that AFR Locate is still in a trial period. The content of SWP‘s 

policies may be altered and improved over the course of this trial.  The 

possibility (or even the likelihood) of such improvement is not evidence of 

present deficiency.  

97. Finally, under this heading, we refer to the comments by the Home Secretary 

(in her Biometrics Strategy) as to the legal framework within which AFR 

Locate presently operates (see above, at paragraph 67). In our view, when 

considered in context, these comments should be considered as amounting to 

pragmatic recognition that (a) steps could, and perhaps should, be taken 

further to codify the relevant legal standards; and (b) the future development 

of AFR technology is likely to require periodic re-evaluation of the sufficiency 

of the legal regime. We respectfully endorse both sentiments, in particular the 

latter. For the reasons we have set out already, we do not consider that the 

legal framework is at present out of kilter; yet this will inevitably have to be a 

matter that is subject to periodic review in the future. 

 

(3) Does SWP‟s use of AFR Locate satisfy the four-stage test in Bank Mellat? 

Bank Mellat test 

98. If an interference with Article 8(1) rights is to be justified it must meet the 

four-part test in Bank Mellat v Her Majesty's Treasury (No 2) [2014] AC 700, 

namely: 

(1) whether the objective of the measure pursued is sufficiently 

important to justify the limitation of a fundamental right; 

(2) whether it is rationally connected to the objective; 

(3) whether a less intrusive measure could have been used without 

unacceptably compromising the objective; and 

(4) whether, having regard to these matters and to the severity of 

the consequences, a fair balance has been struck between the 

rights of the individual and the interests of the community.  

(See per Lord Sumption at [20]; and especially on question (3), per Lord Reed 

at [70] to [71] and [75] to [76]). 

99. It is common ground that there is no issue as regards the first two criteria, 

namely (1) that SWP uses AFR Locate for a legitimate aim, that the legitimate 

aim is sufficiently important to justify interfering with the Claimant‘s rights 

under Article 8, and (2) that SWP‘s use of AFR Locate is rationally connected 

to the legitimate aim.  The remaining issues are (3) whether a less intrusive 

measure could have been used without unacceptably compromising the 

objective, and (4) whether a fair balance has been struck. 
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100. In our view, it is appropriate when applying the third and fourth criteria in the 

context of the facts of this case to apply a close standard of scrutiny. As we 

explain below, the use of AFR Locate does entail sensitive processing of 

personal data of members of the public, within the meaning of section 35 of 

the Data Protection Act 2018. This must not be undertaken other than for 

cogent and robust reasons. In particular, we see no reason in this regard, to 

draw any distinction between the levels of protection for individual rights 

under the Human Rights Act 1998 and the Data Protection Act 2018.   

101. Nevertheless, we are satisfied that the use of AFR Locate on 21
st
 December 

2017 (Queen‘s Street) and 27
th

 March 2018 (Motorpoint Arena) struck a fair 

balance and was not disproportionate.  AFR Locate was deployed in an open 

and transparent way, with significant public engagement. On each occasion, it 

was used for a limited time, and covered a limited footprint. It was deployed 

for the specific and limited purpose of seeking to identify particular 

individuals (not including the Claimant) who may have been in the area and 

whose presence was of justifiable interest to the police.  On the former 

occasion it led to two arrests. On the latter occasion it identified a person who 

had made a bomb threat at the very same event the previous year and who had 

been subject to a (suspended) custodial sentence. On neither occasion did it 

lead to a disproportionate interference with anybody‘s Article 8 rights. 

Nobody was wrongly arrested. Nobody complained as to their treatment (save 

for the Claimant on a point of principle). Any interference with the Claimant‘s 

Article 8 rights would have been very limited.  The interference would be 

limited to the near instantaneous algorithmic processing and discarding of the 

Claimant‘s biometric data.  No personal information relating to the Claimant 

would have been available to any police officer, or to any human agent.  No 

data would be retained.  There was no attempt to identify the Claimant. He 

was not spoken to by any police officer. 

Conclusions on the Claimant’s specific submissions 

102. We turn to deal with the Claimant‘s submissions on proportionality, seriatim.  

First, the Claimant submits that part of the rationale for the deployment of 

AFR Locate at the Motorpoint Arena was that the area had only limited CCTV 

footage and this could have been met by the provision of additional CCTV 

without an AFR facility.  However, the Claimant ignores two other specific 

purposes behind the deployment of AFR Locate on that occasion. First, the 

safety of the public: the event had previously attracted disorder and some of 

those involved in the previous protests (who were on the watchlist) had caused 

criminal damage and made bomb hoax calls. Second, the detection of crime: 

the apprehension of suspects wanted on warrant and suspects in the South 

Wales area. CCTV alone could not have achieved these aims: CCTV could not 

have identified whether those at the event were on the watchlist. 

103. Second, the Claimant submits the use of AFR Locate was not limited to those 

who were being sought in respect of serious crime.  This argument is, with 

respect, misconceived.  The makeup of the watchlist did not have any impact 

on the Claimant: the impact on him would be the same if the watchlist had 

been limited to those sought in respect of serious crime.  In fact, by including 
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all those who were wanted on warrant there was, potentially, a considerable 

additional benefit to the public interest, without any impact on the Claimant. 

104. Third, the Claimant submits that SWP‘s use of AFR Locate is ‗untargeted and 

speculative‘. In our view, the opposite is the case, on the evidence before us.  

The watchlists are clearly targeted: being directed only to those people who 

need to be located for good reason, i.e. they are suspected of involvement in 

crimes.  The choice of location is not speculative: there is good reason for 

considering that some of those on the watchlist may be at the locations where 

AFR Locate is deployed. First, those on the watchlist are, generally, those who 

are wanted by SWP (for offences committed in the South Wales area, or for 

warrants issued by South Wales courts). AFR Locate has not been used 

generally in support of warrants issued/offences committed elsewhere in 

Wales or elsewhere in the United Kingdom. Second, there are sometimes 

much closer connections between those on the watchlist and the particular 

location where AFR is deployed (as with the bomb hoaxer at the Motorpoint 

Arena). Third, the results speak for themselves: at most events, at least one 

person on the watchlist has been identified, often resulting in the apprehension 

of people who were wanted and would not otherwise have been identified (see 

above generally). 

105. Fourth, the Claimant submits that AFR Locate is being used to locate people 

who are not suspected of having committed (or being about to commit) 

criminal offences. However, the vast majority of those on watchlists were 

those who are wanted on warrant or on suspicion of having already committed 

an offence. Where others are also included (e.g. the bomb hoaxer) then these 

have to be justified on a case-by-case basis. The inclusion of any person on 

any watchlist and the consequent processing of that person‘s personal data 

without sufficient reason would most likely amount to an unlawful 

interference with their own Article 8 rights. 

106. Fifth, the Claimant submits that there is no evidence of a relevant change to 

SWP‘s capacity to locate criminals since AFR Locate was used.  However, the 

evidence demonstrates that, during the present trial period, this new 

technology has resulted in arrests or disposals in 37 cases where the individual 

in question had not been capable of location by existing methods. The 

technology also clearly has considerable benefits in terms of saving resources 

that are currently deployed in searching for individuals, resources which in the 

future could otherwise be deployed in other ways to prevent crime and protect 

the public (see the evidence of Inspector Lloyd). 

Further observations 

107. Finally, it is noteworthy that SWP‘s use of AFR Locate has been the subject of 

independent academic analysis by Cardiff University‘s Police Science 

Institute.  The UPSI Report makes it clear that AFR Locate is not a ―silver 

bullet‖ and that there are a number of challenges. Nevertheless, it concluded 

that ―The evidence clearly supports the conclusion that AFR processes and 

systems can contribute to police identifying persons of interest that they would 

not otherwise have been able to do so.‖ It also considered that some of the 
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results were ―impressive‖ and that the introduction of a new algorithm had 

introduced a step-change in terms of what could be accomplished. 

108. Although the Claimant seeks to contend that any future use of AFR Locate 

would be unlawful, there is a limit to what can sensibly be said in respect of 

possible future use of AFR Locate by SWP. Questions of proportionality are 

generally fact sensitive. For present purposes, it is sufficient for us to say that, 

on the evidence before us as to the manner in which AFR Locate is currently 

deployed by SWP, we are satisfied that there is no systemic or clear 

‗proportionality deficit‘ such that it can be said that future use of AFR Locate 

by the SWP would be inevitably disproportionate.  It will, of course, be open 

to any person who considers that their Article 8(1) rights have been the subject 

of interference because of the use of AFR Locate by SWP (or other law 

enforcement agency) to call on SWP to demonstrate that the interference was 

justified on the particular facts of the case.  In this regard, it should be noted 

that the Information Commissioner and Surveillance Camera Commissioner 

have wide powers of oversight (and, in the case of the former, enforcement).     

 

F. THE DATA PROTECTION CLAIMS 

Introduction 

109. The Claimant brings data protection claims under both the DPA 1998 and the 

DPA 2018. The two occasions in respect of which the Claimant claims SWP 

deployed AFR Locate when he was present (namely, December 2017 in 

Queen‘s Street and March 2018 at the Motorpoint Arena) were both before the 

enactment and commencement of the DPA 2018 (23
rd

 May 2018 and 25
th

 May 

2018, respectively).  In fact, none of the deployments by SWP of AFR in issue 

in these proceedings took place after the commencement of the DPA 2018.  

Nevertheless, all parties have requested that we consider the legality of the 

deployments of AFR Locate as if they had taken place after 25
th

 May 2018. 

We are content to do so.  SWP‘s pragmatic concession that the Claimant was 

one of the persons whose image was captured by AFR Locate at Queen‘s 

Street and at the Motorpoint Arena extends to the data protection claims. We 

address the data protection claims under three headings: (1) the claim under 

the DPA 1998; (2) the claim under section 34 of the DPA 2018; and (3) the 

claim under section 64 of the DPA 2018. 

(1) Claim under the DPA 1998 

110. The premise for the claim under the DPA 1998 is the obligation at s. 4(4) of 

the Act on data controllers ―to comply with the data protection principles in 

relation to all personal data with respect to which he is the data controller‖.  

The data protection principles are at Part 1 of Schedule 1 to the DPA 1998.  

The first principle is that 

―personal data shall be processed fairly and lawfully and in  

 particular, shall not be processed unless - 
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(a) at least one of the conditions in schedule 2 is met, and 

(b) in the case of sensitive personal data, at least one of the 

conditions in schedule 3 is also met‖ 

 

111. The primary point of dispute is the extent to which using AFR Locate entails 

processing personal data.  Three definitions at Section 1 of the DPA 1998 are 

relevant: “data”; “processing”; and “personal data”.  So far as material, the 

definition of “data” is as follows 

 ―data means information which – 

 

(a)         is being processed by means of equipment operating  

   automatically in response to instructions giving for 

   that purpose, 

(b)         is recorded with the intention that it should be processed  

    by means of such equipment.‖ 

 ―Processing” is defined as follows: 

―in relation to information or data, means obtaining, recording or 

holding the information or data or carrying out any operation or set of 

operations on the information or data, including – 

 

(a)         organisation, adaptation or alteration of the information or 

data, 

(b)         retrieval, consultation or use of the information or data, 

disclosure of the information or data by transmission, 

dissemination or otherwise making available, or 

(c)  alignment, combination, blocking, erasure, or destruction of 

the information or data‖. 

 

  

“Personal data” is defined as meaning 

  ―… data which relates to a living individual who can be identified – 

 

(a) from those data, or 

(b) from those data and other information which is in 

the possession, of or is likely to come into the 

procession of, the data controller,  

 

and includes any expression of opinion about the 

individual and any indication of the intentions of the data 

controller or any other person in respect of the 

individual.‖ 

 

112. SWP accepts that the use of AFR Locate entails the processing of personal 

data as those terms are defined in the DPA 1998.  However, it contends that 

the only personal data processed is the data of persons on the watchlist, since it 

is only those persons that SWP can identify by name.  The position is 
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different, says SWP, in respect to those such as the Claimant whose images are 

captured and processed by the AFR equipment with a view to finding a match 

with any of the images on the watchlist.  SWP could not and does not attempt 

to identify any of those persons (save where there is a match with a watchlist 

face).  Thus, the information about them is not personal data.  

113. Starting from the definition of personal data in the DPA 1998, it is apparent 

that the scope of information that is personal data is not limited simply to 

information about persons whom a data controller has identified by name.  The 

definition is formulated in wider terms as to whether a person “can be 

identified” either from the data in issue, or from that data and other 

information held by the data controller, or from that data and other information 

likely to come into the data controller‘s possession.  Thus, the definition in the 

DPA 1998 reflects the definition in Directive 95/46/EC (―the 1995 Directive‖) 

at Article 2 (a), which is as follows  

―personal data shall mean any information relating to an 

identified or identifiable natural person (data subject); 

an identifiable person is one who can be identified, 

directly or indirectly, in particular by reference to an 

identification number or to one or more factors specific 

to his physical, physiological, mental, economic, 

cultural or social identity.‖ 

114. Extracting from that definition the matters particularly pertinent to the case 

before us, we can see no distinction between the definition in the DPA 1998 

and the notion in the 1995 Directive that an ―identifiable natural person‖ is one 

who ―…  can be identified directly or indirectly… by reference to…factors 

specific to his physical … identity‖. 

115. In our view, there are two possible routes that merit examination in order to 

determine whether the data in issue in this case can be considered ―personal 

data‖: (a) indirect identification and (b) individuation.  

 

Indirect identification 

116. The first route is indirect identification – if the data obtained by SWP through 

the use of AFR Locate does not itself qualify as personal data, does SWP now 

have, or might it in future obtain other information which when taken together 

with the information obtained from AFR Locate, be sufficient to render the 

latter personal data?  

 

117. In its judgment in Breyer v Bundesrepublik Deutschland (Case C-582/14) 

which concerned whether dynamic IP addresses were personal data within the 

definition in the 1995 Directive, the CJEU took an expansive approach to 

indirect identification. 
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―40. In that connection, it is clear from the wording of 

Article 2(a) of Directive 95/46 that an identifiable person is 

one who can be identified, directly or indirectly. 

41.      The use by the EU legislature of the word ‗indirectly‘ 

suggests that, in order to treat information as personal data, it is 

not necessary that that information alone allows the data 

subject to be identified. 

42.      Furthermore, recital 26 of Directive 95/46 states that, to 

determine whether a person is identifiable, account should be 

taken of all the means likely reasonably to be used either by 

the controller or by any other person to identify the said 

person. 

…  

45.      However, it must be determined whether the possibility 

to combine a dynamic IP address with the additional data held 

by the internet service provider constitutes a means likely 

reasonably to be used to identify the data subject. 

46.      Thus … that would not be the case if the identification 

of the data subject was prohibited by law or practically 

impossible on account of the fact that it requires a 

disproportionate effort in terms of time, cost and man-power, 

so that the risk of identification appears in reality to be 

insignificant. 

47.      Although the referring court states in its order for 

reference that German law does not allow the internet service 

provider to transmit directly to the online media services 

provider the additional data necessary for the identification of 

the data subject, it seems however, subject to verifications to 

be made in that regard by the referring court that, in particular, 

in the event of cyber-attacks legal channels exist so that the 

online media services provider is able to contact the competent 

authority, so that the latter can take the steps necessary to 

obtain that information from the internet service provider and 

to bring criminal proceedings. 

48.      Thus, it appears that the online media services provider 

has the means which may likely reasonably be used in order to 

identify the data subject, with the assistance of other persons, 

namely the competent authority and the internet service 

provider, on the basis of the IP addresses stored. 

49.      Having regard to all the foregoing considerations, the 

answer to the first question is that Article 2(a) of Directive 

95/46 must be interpreted as meaning that a dynamic IP 

address registered by an online media services provider when a 

person accesses a website that the provider makes accessible to 

the public constitutes personal data within the meaning of that 
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provision, in relation to that provider, where the latter has the 

legal means which enable it to identify the data subject with 

additional data which the internet service provider has about 

that person.‖ 

  

118. Thus, the only incidents excluded were where the risk of identification 

―appears in reality to be insignificant‖.  

 

Individuation  

119. The second possible route is to the effect that a person is sufficiently identified 

for the purpose of the definition of personal data if the data ‗individuates‘ that 

person.   

 

120. In Vidal-Hall v Google Inc. [2016] QB 1003, in the context of an application 

for permission to serve proceedings out of the jurisdiction, the Court of Appeal 

had to consider whether it was arguable that browser generated information 

(―BGI‖) (i.e. information about the claimants‘ internet usage), was personal 

data.  The defendant contended that the BGI was anonymous in that it neither 

named nor identified any person.  At paragraph 115 of its judgment the court 

rejected that submission:  

 

―115. We think the case that the BGI constitutes 

personal data under section 1(1)(a) of the 1998 Act is 

clearly arguable: it is supported by the terms of the 

Directive, as explained in the working party‘s opinion, 

and the decision of the Court of Justice in the Lindqvist 

case (Case C-101/01) [2004] QB 1014. The various 

points made by Mr White in response do not alter our 

view. The case for the claimants in more detail is this. If 

section 1 of the 1998 Act is appropriately defined in line 

with the provisions and aims of the Directive, 

identification for the purposes of data protection is 

about data that ―individuates‖ the individual, in the 

sense that they are singled out and distinguished from 

all others. It is immaterial that the BGI does not name 

the user. The BGI singles them out and therefore 

directly identifies them for the purposes of section 

1(1)(a) having regard to the following: (i) BGI 

information comprises two relevant elements: (a) 

detailed browsing histories comprising a number of 

elements such as the website visited, and dates and 

times when websites are visited; and (b) information 

derived from use of the ―double-click‖ cookie, which 

amounts to a unique identifier, enabling the browsing 

histories to be linked to an individual device/user; and 

the defendant to recognise when and where the user is 

online, so advertisements can be targeted at them, based 
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on an analysis of their browsing history. (ii) Taking 

those two elements together, the BGI enables the 

defendant to single out users because it tells the 

defendant (a) the unique ISP address of the device the 

user is using ie a virtual postal address; (b) what 

websites the user is visiting; (c) when the user is visiting 

them; (d) and, if geo-location is possible, the location of 

the user when they are visiting the website; (e) the 

browser‘s complete browsing history; (f) when the user 

is online undertaking browser activities. The defendant 

therefore not only knows the user‘s (virtual) address; it 

knows when the user is at his or her (virtual) home.‖ 

(emphasis added) 

 Thus, the court concluded that it was arguable that the BGI on its own was 

sufficient to identify the claimants for the purposes of the personal data 

definition.  There was no conclusive determination of that issue in those 

proceedings as the claims were compromised. 

 

121. The decision of the CJEU in Rynes v Urad [2015] 1 WLR 2607 is also relevant 

on this point.  The question referred to the court in that case was whether, 

when a householder put up a surveillance camera to protect his property, and 

the camera recorded the entrance to his home, part of a public footpath, and the 

entrance to the house opposite, that entailed ―processing of personal data … by 

a natural person in the course of a purely personal or household activity‖ and 

therefore was data processing outside the scope of the 1995 Directive.  In the 

course of deciding that issue the court clearly took the view, as a necessary 

part of its reasoning, that the surveillance camera images comprised personal 

data. 

 

―21.  The term ―personal data‖ as used in that provision 

covers, according to the definition under article 2(a) of 

Directive 95/46, ―any information relating to an identified or 

identifiable natural person‖, an identifiable person being ―one 

who can be identified, directly or indirectly, in particular by 

reference … to one or more factors specific to his physical … 

identity‖. 

 

22.  Accordingly, the image of a person recorded by a 

camera constitutes personal data within the meaning of article 

2(a) of Directive 95/46 in as much as it makes it possible to 

identify the person concerned. 

 

23.  As regards the ―processing of personal data‖, it should 

be noted that article 2(b) of Directive 95/46 defines this as 

―any operation or set of operations which is performed on 

personal data … such as collection, recording … storage‖. 

 

24.  As can be seen, in particular, from recitals (15) and 

(16) to Directive 95/46, video surveillance falls, in principle, 
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within the scope of that Directive in so far as it constitutes 

automatic processing. 

 

25.  Surveillance in the form of a video recording of 

persons, as in the case before the referring court, which is 

stored on a continuous recording device—the hard disk 

drive—constitutes, pursuant to article 3(1) of Directive 95/46, 

the automatic processing of personal data.‖ 

 

Discussion 

 

122. In our view, the Claimant succeeds on his argument that the processing of his 

image by the AFR Locate equipment was processing of his personal data not 

on the first route but on the second.  He succeeds on the basis that the 

information recorded by AFR Locate individuates him from all others, i.e. it 

singles him out and distinguishes him from all others.   

 

123. On the evidence before us, the first route - the possibility of indirect 

identification by reference to further information that may already be or in 

future come to be in SWP possession - is somewhat speculative.  There is 

nothing in the evidence in this case that is equivalent to the mechanism relied 

on by the court in Breyer, namely the ability to contact the service provider 

(see at paragraph 47 of the judgment in that case), and in any event, in the 

circumstances of the present case, this route seems artificial and unnecessary.   

 

124. As regards the second route – individuation – in our view, the members of the 

public caught on the CCTV cameras are sufficiently individuated because the 

AFR Locate equipment takes images of their faces, that information is 

processed to extract biometric facial data, which is itself processed by being 

compared with information being drawn from the watchlist.  By its nature, the 

facial biometric data is information about a natural person.  That person is 

identifiable in the sense required by the definition in the 1995 Directive and 

the DPA 1998 because the biometric facial data is used to distinguish that 

person from any other person so that the matching process can take place.   

 

125. Where the data in issue is biometric facial data, we see no need for the analysis 

adopted by the CJEU in Breyer (in the context of information comprising 

dynamic IP addresses).  Whether or not such information is personal data may 

be open to debate, as is apparent from the judgment in Vidal-Hall.  However,  

the biometric facial data in issue in this case is qualitatively different and 

clearly does comprise personal data, because, per se, it permits immediate 

identification of a person.  It follows that SWP was (and is) required to process 

that data consistently with the data protection principles. 

 

126. The Claimant‘s case that SWP acted unlawfully under section 4(4) DPA 1998 

by failing to comply with the data protection principles rests only on the first 

data protection principle.  The first requirement of that principle is that 

personal data must be processed lawfully and fairly.  Given our conclusion on 

the Claimant‘s Article 8 claim, however, we are satisfied that the use of AFR 

Locate in December 2017 and March 2018 satisfied this condition of 
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lawfulness and fairness.  On the assumption that the biometric facial data is 

personal data, the parties are agreed that it does not comprise sensitive 

personal data (as defined at section 2 DPA 1998).  Thus, the remaining 

requirement under the first data protection principle is that the processing 

meets a Schedule 2 condition.  SWP points to any of the following: (i) 

paragraph 3 of Schedule 2 (processing necessary for compliance with a legal 

obligation other than one arising from contract), (ii) paragraph 5(d) of 

Schedule 2 (processing necessary for the exercise of a function of a public 

nature, exercised in the public interest) and (iii) paragraph 6 of Schedule 2 

(processing necessary for legitimate interests of the data controller, and not 

unwarranted by reason of interference with the data subject‘s rights, freedoms 

or legitimate interests).  We consider the paragraph 6 condition to be most 

clearly suited to the processing in issue in this case.  However, we do not rule 

out the application of either paragraph 3 or paragraph 5 (d).  

 

127. Thus, and for the reasons we have set out above in the context of the Article 8 

claim, the use of AFR Locate meets the requirements of the first data 

protection principle.  The processing is necessary for SWP‘s legitimate 

interests taking account of the common law obligation to prevent and detect 

crime.  The processing is not unwarranted for the purposes of paragraph 6, for 

the same reasons as it is justified for the purposes of the Article 8 claim. 

 

 

(2) Claim under section 34 of the DPA 2018 
 

128. SWP is subject to the provisions of Part 3 of the DPA 2018 on ―law 

enforcement processing‖.  SWP is a ―competent authority‖ as defined in 

schedule 7 to the DPA 2018. Section 34 of the DPA 2018 is in Chapter 2 of 

Part 3 of the Act.  By section 34(3), competent authorities ―… must be able to 

demonstrate compliance with this Chapter‖. The remaining provisions in 

Chapter 2 set out the data protection principles. Section 35, which is in issue in 

this case, provides as follows: 

  

“35   The first data protection principle 

 

(1)   The first data protection principle is that the 

processing of personal data for any of the law 

enforcement purposes must be lawful and fair. 

 

(2) The processing of personal data for any of the law 

enforcement purposes is lawful only if and to the 

extent that it is based on law and either — 

(a)   the data subject has given consent to the 

processing for that purpose, or 

 

(b)   the processing is necessary for the performance 

of a task carried out for that purpose by a competent 

authority. 
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(3)   In addition, where the processing for any of the law 

enforcement purposes is sensitive processing, the 

processing is permitted only in the two cases set out in 

subsections (4) and (5). 

 

(4)   The first case is where — 

 

(a)   the data subject has given consent to the 

processing for the law enforcement purpose as 

mentioned in subsection (2)(a), and 

 

(b)   at the time when the processing is carried out, 

the controller has an appropriate policy document in 

place (see section 42). 

 

(5)   The second case is where — 

 

(a)   the processing is strictly necessary for the law 

enforcement purpose, 

 

(b)   the processing meets at least one of the 

conditions in Schedule 8, and 

 

(c)   at the time when the processing is carried out, 

the controller has an appropriate policy document in 

place (see section 42). 

 

(6)   The Secretary of State may by regulations amend 

Schedule 8  

 

(a)   by adding conditions; 

 

(b)   by omitting conditions added by regulations 

under paragraph (a). 

 

(7)   Regulations under subsection (6) are subject to the 

affirmative resolution procedure. 

 

(8)   In this section, "sensitive processing" means— 

 

(a)   the processing of personal data revealing racial 

or ethnic origin, political opinions, religious or 

philosophical beliefs or trade union membership; 

 

(b)   the processing of genetic data, or of biometric 

data, for the purpose of uniquely identifying an 

individual; 

 

(c)   the processing of data concerning health; 
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(d)   the processing of data concerning an individual's 

sex life or sexual orientation.‖ 

 

 

129. The Claimant‘s case is that the use of AFR Locate by SWP does not comply 

with the first data protection principle.  This submission is not directed to 

section 35(2) of the DPA 2018 but instead to the requirements that stem from 

section 35(3).  The Claimant contends, firstly, that AFR Locate entails 

“sensitive processing” as described at section 35(8) of the DPA 2018.  SWP 

accepts that it does so far as it concerns processing of the biometric data of 

those who are on a watchlist, but disputes that the sensitive processing extends 

to the biometric data of members of the public whose faces are captured by the 

CCTV cameras.  The Claimant contends, secondly, that AFR Locate does not 

meet the requirements of section 35(5): the processing is not “strictly 

necessary” for the law enforcement purpose; no Schedule 8 condition is met; 

and there is no appropriate policy document that meets the requirements of 

section 42(2) of the DPA 2018. 

Does AFR entail processing biometric data of members of the public “for the purpose 

of uniquely identifying an individual”? 

 

130. The first matter to address is the scope of sensitive processing where AFR 

Locate is used: does it entail processing biometric data of members of the 

public ―for the purpose of uniquely identifying an individual‖?  By section 

205(1) of the DPA 2018 “biometric data” is defined as follows. 

 

"biometric data" means personal data resulting from specific 

technical processing relating to the physical, physiological or 

behavioural characteristics of an individual, which allows or 

confirms the unique identification of that individual, such as 

facial images or dactyloscopic data‖ 

 

131. It is beyond argument that the facial biometric data of members of the public 

gathered when AFR Locate is used is ―biometric data‖ as so defined.  SWP‘s 

submission is that processing this biometric data in the context of AFR Locate 

is not sensitive processing because the purpose of AFR Locate is not to 

identify the members of public per se, but rather to identify those on the 

watchlist.   SWP emphasises that the necessary purpose is formulated as ―the 

purpose of uniquely identifying an individual‖.  This in the context of AFR 

Locate, says SWP, can only refer to the person on the watchlist. SWP accepts 

that the outcome would be different if the purpose were expressed in terms of 

―identifying the individual‖ or ―identifying the individual to whom the 

biometric data relates‖, but that is not how the provision has been formulated.  

 

132. We do not accept this submission. As a matter of straightforward language, 

section 35(8)(b) of the DPA 2018 can properly be read as applying both to the 

biometric data for those on the watchlist and to the biometric data of the 

members of the public.  This conclusion is supported by the legislative history 

of the General Data Protection Regulation (Reg 2016/679/EU – ―the GDPR‖) 

and the Law Enforcement Directive (2016/680/EU), measures which the DPA 

2018 seek to implement.  Article 9 of the GDPR lists the ―special categories of 
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personal data‖.  Processing of such data is prohibited unless any of ten 

prescribed conditions is met.  One of the special categories is ―biometric data 

[processed] for the purpose of uniquely identifying a natural person‖.  Article 

10 of the Law Enforcement Directive contains a similar form of words.  From 

submissions made to us by the Information Commissioner, it appears that the 

phrase ―for the purposes of uniquely identifying a natural person‖ was inserted 

during the drafting process to limit the circumstances in which processing 

biometric data would fall into the special category provisions of Article 9 of 

the GDPR and Article 10 of the Law Enforcement Directive.  It is a form of 

words drawn from the Council of Europe Convention for the Protection of 

Individuals with regard to the Automatic Processing of Personal Data, as 

amended by a Protocol opened for signature in 2018.  The Explanatory Report 

accompanying the Protocol included the following: 

 

―18.  The notion of ―identifiable‖ refers not only to the 

individual‘s civil or legal identity as such, but also to what may 

allow to ―individualise‖ or single out (and thus allow to treat 

differently) one person from others. This ―individualisation‖ 

could be done, for instance, by referring to him or her 

specifically, or to a device or a combination of devices 

(computer, mobile phone, camera, gaming devices, etc.) on the 

basis of an identification number, a pseudonym, biometric or 

genetic data, location data, an IP address, or other identifier. 

The use of a pseudonym or of any digital identifier/digital 

identity does not lead to anonymisation of the data as the data 

subject can still be identifiable or individualised. 

Pseudonymous data is thus to be considered as personal data 

and is covered by the provisions of the Convention. The 

quality of the pseudonymisation techniques applied should be 

duly taken into account when assessing the appropriateness of 

safeguards implemented to mitigate the risks to data subjects  

… 

 

58.  Processing of biometric data, that is data resulting 

from a specific technical processing of data concerning the 

physical, biological or physiological characteristics of an 

individual which allows the unique identification or 

authentication of the individual, is also considered sensitive 

when it is precisely used to uniquely identify the data subject.  

 

59.  The context of the processing of images is relevant to 

the determination of the sensitive nature of the data. The 

processing of images will not generally involve processing of 

sensitive data as the images will only be covered by the 

definition of biometric data when being processed through a 

specific technical means which permits the unique 

identification or authentication of an individual. Furthermore, 

where processing of images is intended to reveal racial, ethnic 

or health information (see the following point), such 

processing will be considered as processing of sensitive data. 
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On the contrary, images processed by a video surveillance 

system solely for security reasons in a shopping area will not 

generally be considered as processing of sensitive data.‖ 

 

133. Returning to the language of section 35 of the DPA 2018, we are satisfied that 

the operation of AFR Locate involves the sensitive processing of the biometric 

data of members of the public, i.e. who are not on the watchlist.  As described 

in SWP‘s evidence, the AFR software takes a digital image and processes it 

through a mathematical algorithm to produce a biometric template (i.e. of the 

member of the public who is not on the watchlist) which is then compared to 

other biometric templates (i.e. of those who are on the watchlist) in order to 

provide information about whether one image is like the other.  That process 

of comparison could only take place if each template uniquely identifies the 

individual to which it relates.  Although SWP‘s overall purpose is to identify 

the persons on the watchlist, in order to achieve that overall purpose, the 

biometric information of members of the public must also be processed so that 

each is also uniquely identified, i.e. in order to achieve a comparison.  This is 

sufficient to bring processing of their biometric data within the scope of 

section 35(8)(b) of the DPA 2018.  

 

134. Although the Claimant‘s submissions did not focus on the requirements of 

section 35(2) DPA 2018, the Information Commissioner made submissions as 

to the requirement that processing of personal data must be ―based on law”.  

In substance, these submissions mirrored the matters raised by the Claimant in 

his “in accordance with the law” submission on his Article 8 claim.  For the 

reasons we have already given on that part of the claim, we are satisfied that 

the “based on law” requirement in section 35(2) DPA 2018 is met.  

 

 

Does AFR Locate meet the three requirements of section 35(5)?  

 

135. On the basis that SWP‘s use of AFR Locate does entail sensitive processing 

does SWP‘s use of AFR Locate comply with the three requirements at section 

35(5) of the DPA 2018? (This is the second issue summarised above at 

paragraph 129).  

 

136. The first of the requirements at section 35(5) is that ―the processing is strictly 

necessary for the law enforcement purpose‖.  This language comes from 

Article 10 of the Law Enforcement Directive.  In its ‗November 2017 Opinion 

on the Law Enforcement Directive‘, the Article 29 Working Party (the 

advisory body set up under Article 29 of the 1995 Directive which comprises 

representatives from the Data Protection Authorities of each Member State) 

commented on the notion of ―strict necessity” as follows: 

 

 ―strictly necessary … has to be understood as a call to pay 

particular attention to the necessity principle in the context of 

processing special categories of data, as well as to foresee 

precise and particularly solid justifications for the processing 

of such data‖ 
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 In this case, the Claimant‘s arguments on strict necessity for this purpose 

comprise the matters relied on for the purposes of the proportionality 

submission on the claim under ECHR Article 8. For all material purposes the 

issue is the same. The reasons set out above at paragraphs 98 – 106 apply 

equally here; our conclusion is that the first of the requirements at section 

35(5) of the DPA 2018 is satisfied.  

 

137. The second section 35(5) requirement is that the processing must meet at least 

one of the conditions in Schedule 8 to the DPA 2018.  SWP relies on 

paragraph 1 of Schedule 8, that  

     

―the processing –  

 

(a)  is necessary for the exercise of a function conferred on a 

person by an enactment or rule of law, and  

   

(b)  is necessary for reasons of substantial public interest‖. 

  

 The relevant rule of law is the common law duty to prevent and detect crime.  

In the context of the present claim, the ‗necessity‘ question is addressed by the 

reasons we have set out above in the context of proportionality under the 

Article 8 claim.  For these reasons, the second section 35(5) requirement is 

met.  

 

138. The third section 35(5) requirement is that when the processing occurs ―the 

controller has an appropriate policy document in place (see section 42)‖.  

Section 42(2) states the following.  

 

―(2) The controller has an appropriate policy document in 

place in relation to the sensitive processing if the controller has 

produced a document which — 

 

(a)   explains the controller's procedures for securing 

compliance with the data protection principles (see section 

34(1)) in connection with sensitive processing in reliance on 

the consent of the data subject or (as the case may be) in 

reliance on the condition in question, and 

 

(b)   explains the controller's policies as regards the 

retention and erasure of personal data processed in reliance 

on the consent of the data subject or (as the case may be) in 

reliance on the condition in question, giving an indication of 

how long such personal data is likely to be retained.‖ 

 

 

139. SWP relies on its policy document entitled ―Policy on Sensitive Processing for 

Law Enforcement Purposes‖ dated November 2018 (―the November 2018 

Page 86



Judgment Approved by the court for handing down R (Bridges) v CCSWP and SSHD 

 

Policy Document‖).
20

  Although this document provides some explanation of 

SWP‘s policies for securing compliance (as required by section 42(2)), the 

narrative is brief and lacking in detail. We note that there is no systematic 

identification of the relevant policies and no systematic statement of what 

those policies provide.  In particular, the document does not appear to address 

the position of members of the public.  For these reasons, we think it is open to 

question whether this document, as currently drafted, fully meets the standard 

required by section 42(2).   

 

140. It is right to observe that the description of the appropriate document in section 

42(2) DPA 2018 is itself generic.   We note that, when referring to the section 

42 ―appropriate policy‖, the Information Commissioner‘s website does no 

more than set out what the Act says.  It would be desirable to see specific 

guidance from the Information Commissioner, in exercise of her powers under 

Schedule 13 to the DPA 2018, on what is required to meet the section 42 

obligation. In her Skeleton Argument for this hearing, the Information 

Commissioner suggested that ―ideally‖ the SWP document should be more 

detailed.  We agree.   

 

141. For the moment, we confine ourselves to the above observations.  Given the 

role of the Information Commissioner and the prospect of further guidance, we 

do not think it is necessary or desirable for this Court to interfere at the present 

juncture and decide whether the SWP‘s current November 2018 Policy 

Document meets the requirements of section 42(2) of the DPA 2018.  In our 

view, the development and specific content of that document is, for now, better 

left for reconsideration by the SWP in the light of further guidance from the 

Information Commissioner.   

 

 

(3)   Claim under section 64 of the DPA 2018 

 

142. Section 64 of the DPA 2018 sets out an obligation to undertake impact 

assessments. 

 

 

“64  Data protection impact assessment 

 

(1)   Where a type of processing is likely to result in a high risk 

to the rights and freedoms of individuals, the controller must, 

prior to the processing, carry out a data protection impact 

assessment. 

 

(2)   A data protection impact assessment is an assessment of the 

impact of the envisaged processing operations on the protection of 

personal data. 

                                                 
20

  The full title is ―Policy on Sensitive Processing for Law Enforcement Purposes under 

Part 3 Data Protection Act 2018. South Wales Police (SWP) Automated Facial 

Recognition (AFR).  Processing biometric data to uniquely identify a person‖ dated 

November 2018 (―the November 2018 Policy Document‖). 
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(3)   A data protection impact assessment must include the 

following— 

 

(a)   a general description of the envisaged processing 

operations; 

 

(b)   an assessment of the risks to the rights and freedoms 

of data subjects; 

 

(c)   the measures envisaged to address those risks; 

 

(d)   safeguards, security measures and mechanisms to 

ensure the protection of personal data and to demonstrate 

compliance with this Part, taking into account the rights and 

legitimate interests of the data subjects and other persons 

concerned. 

 

(4)   In deciding whether a type of processing is likely to result in 

a high risk to the rights and freedoms of individuals, the controller 

must take into account the nature, scope, context and purposes of 

the processing.‖ 

143. SWP prepared an impact assessment in respect of its use of AFR equipment. 

We have seen Version 5.4, dated 11
th

 October 2018.  The Claimant contends 

this assessment is defective: (a) because it is not written on the premise that 

use of AFR Locate entails sensitive processing of personal data of members of 

the public; and (b) because it does not recognise the interference with Article 

8(1) rights of those members of the public.  The Claimant also complains that 

no data protection impact assessment was in place as at 25
th

 May 2018, the 

commencement date of section 64 of DPA 2018.   

 

144. This latter point is not a matter of any substance.  SWP‘s evidence was that 

prior to May 2018 it had undertaken what it describes as a ―Privacy Impact 

Assessment‖.  We have seen Version 4 of that document, dated 12
th

 February 

2018.  Among other matters, that document included consideration of the data 

protection consequences of AFR Locate.  SWP‘s evidence is that, following 

commencement of the DPA 2018, the Privacy Impact Assessment was revised 

and retitled as a ―Data Protection Impact Assessment‖. Thus, we are satisfied 

that at all material times the processing by SWP was supported by a relevant 

impact assessment.  

 

145. The obligation of a data controller under section 64 of the DPA 2018 is to 

undertake an assessment of the possible impact of the proposed processing of 

personal data, and as part of that assessment: (a) to describe the processing 

operations; assess the risks arising from those operations to the rights of data 

subjects; (b) to identify any measures it proposes to take to address those risks; 

and (c) to identify any measures it proposes to put in place as safeguards to 

help ensure protection of personal data.  Where the issue is whether a data 

controller has complied with the section 64 obligation, the approach required 

of the Court - or for that matter of the Information Commissioner should the 
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matter come before her through the enforcement provisions under Part 6 of and 

Schedule 13 to the DPA 2018 - is not dissimilar to the approach courts already 

take when considering claims of failures to comply with the public-sector 

equality duty under section 149(1) of the Equality Act 2010.  Although the 

respective obligations are not identical, both require prior consideration of 

matters relevant to a proposed course of conduct, and an exercise of judgement 

on the part of the decision-maker as to the steps that should be taken to guard 

against possible adverse consequences of the action proposed.   

 

146. On a complaint about a failure to comply with section 64 DPA 2018, it is for 

the Court to decide whether the data controller has discharged that obligation.  

What is required is compliance itself, i.e. not simply an attempt to comply that 

falls within a range of reasonable conduct.  However, when determining 

whether the steps taken by the data controller meet the requirements of section 

64, the Court will not necessarily substitute its own view for that of the data 

controller on all matters.  The notion of an assessment brings with it a 

requirement to exercise reasonable judgement based on reasonable enquiry and 

consideration.  If it is apparent that a data controller has approached its task on 

a footing that is demonstrably false, or in a manner that is clearly lacking, then 

the conclusion should be that there has been a failure to meet section 64 

obligation.  However, when conscientious assessment has been brought to 

bear, any attempt by a court to second-guess that assessment will overstep the 

mark.  In the context of the public-sector equality duty, in his judgment in R 

(Unison) v Lord Chancellor [2016] ICR 1, Underhill LJ made this observation, 

at paragraph 106: 

 

―… to the extent that views are expressed on matters requiring 

assessment or evaluation the court should go no further in its 

review than to identify whether the essential questions have been 

conscientiously considered and that any conclusions reached are 

not irrational. Inessential errors or misjudgements cannot 

constitute evidence of the breach of the duty.‖ 

  

147. In our view, a like approach is required for the purposes of the impact 

assessment obligation under section 64 DPA 2018.  When considering whether 

or not a data controller has complied with the section 64 obligation, a Court 

will have regard to the guidance that has been issued by the Information 

Commissioner in respect of Data Protection Impact Assessments.  However, it 

is important to have well in mind that that guidance is non-statutory, i.e. it is 

not issued under the auspices of section 127 DPA 2018.  Weight should, of 

course, attach to opinions expressed by the Information Commissioner in her 

guidance, but they should not cause anyone to lose sight of either (a) the 

obligations in section 64 as they have been expressly formulated, or (b) the 

appropriate standard of review of a data controller‘s impact assessment 

exercise.  

 

148. We consider that the impact assessment prepared by SWP in this case meets 

the requirement of section 64 DPA 2018.  There is a clear narrative that 

explains the proposed processing.  This refers to the concerns raised in respect 

of intrusions into privacy of members of the public when AFR Locate is used.  
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Although it is no part of the requirements of section 64 that an impact 

assessment identifies the legal risks arising from the proposed processing, the 

SWP‘s assessment specifically considers the potential for breach of Article 8 

rights. The Claimant‘s criticism on this point is therefore without foundation.  

Nor do we accept the Claimant‘s other criticism of the Data Protection Impact 

Assessment Document.  It is correct that the treatment of the personal data of 

those on watchlists is a particular focus of the document. However, the 

document does recognise that personal data of members of the public will be 

processed, and identifies the safeguards that are in place in terms of the 

duration for which any such data will be retained, the purpose for which it will 

be used, and so on.  See for example at pages 19 to 22 of the document.   

 

 

G. THE PUBLIC-SECTOR EQUALITY DUTY CLAIM 

 

Introduction 

 

149. SWP first sought funding for its trial of AFR Locate in January 2017.  By 

April 2017, SWP had in place both funding, and an agreement with NEC for 

use of its automatic facial recognition software application, NeoFace Watch. 

 

150. By section 149(1) of the Equality Act 2010, public authorities must in the 

exercise of their functions have due regard to three matters: (a) the need to 

eliminate discrimination, harassment, victimisation and any other conduct that 

is prohibited by or under the 2010 Act; (b) the need to advance equality of 

opportunity between persons who share a relevant protected characteristic and 

persons who do not share it; and (c) the need to foster good relations between 

persons who share a relevant protected characteristic and persons who do not 

share it.  What those criteria require is further explained in the remainder of 

section 149. 

 

151. In April 2017, SWP prepared a document titled “Equality Impact Assessment - 

Initial Assessment”. It relies on this as evidence of its compliance with the 

section 149(1) duty.  The fact that the document is described as an “Initial 

Assessment” is immaterial.  It is well-established that public authorities should 

seek to consider the section 149(1) criteria at the earliest realistic stage of a 

decision-making process. In this instance, as at April 2017 SWP was 

commencing a trial of AFR technology. It was entirely appropriate for SWP to 

undertake early assessment of the possible consequences in section 149 terms 

of that trial leaving open the possibility of further evaluation by reference to 

the section 149(1) criteria as the project developed.  

 

152. The Claimant‘s criticism of SWP is that it did not in its assessment, consider 

the possibility that AFR Locate might produce results that were indirectly 

discriminatory on grounds of sex and/or race because it produces a higher rate 

of false positive matches for female faces and/or for black and minority ethnic 

faces.  Thus, contends the Claimant, due regard was not had either to the need 

to eliminate discrimination or the need to foster good relations. 

 

Discussion 
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153. In our view, and on the facts of this case there is an air of unreality about the 

Claimant‘s contention.  There is no suggestion that as at April 2017 when the 

AFR Locate trial commenced, SWP either recognised or ought to have 

recognised that the software it had licenced might operate in a way that was 

indirectly discriminatory.  Indeed, even now there is no firm evidence that the 

software does produce results that suggest indirect discrimination.  Rather, the 

Claimant‘s case rests on what is said by Dr Anil Jain, an expert witness.  In his 

first statement dated 30
th

 September 2018, Dr Jain commented to the effect 

that the accuracy of AFR systems generally could depend on the dataset used 

to ―train‖ the system.  He did not, however, make any specific comment about 

the dataset used by SWP or about the accuracy of the NeoFace Watch software 

that SWP has licensed.  Dr Jain went no further than to say that if SWP did not 

know the contents of the dataset used to train its system ―it would be difficult 

for SWP to confirm whether the technology is in fact biased‖.  The opposite is, 

of course, also true.  

 

154. In a statement dated 26
th

 November 2018 made on behalf of SWP, Dominic 

Edgell an officer in the SWP‘s Digital Services Division provided information 

about the rate of false positive matches based on deployments of AFR Locate 

between May 2017 and June 2018.  That was that the rate of false positives 

was proportionally higher for men than women; and that the proportion of 

female false positive alerts compared to the total number of female alerts was 

higher than the proportion of male false positive alerts to the total number of 

male alerts.  When Mr. Edgell investigated this, he concluded that the higher 

proportion of female false positives was the consequence of two watchlist 

female faces which had significant generic features.  His evidence is that the 

variation was because these specific faces were on the watchlists, not the 

consequence of gender bias.  Mr. Edgell also explained that he reviewed the 

use of AFR Locate for bias based on ethnic origin.  His results suggested no 

such bias.   

 

155. In a second statement dated 25
th

 January 2019 Dr Jain commented as follows 

on AFR Locate (at paragraph 15): 

 

―I cannot comment on whether AFR Locate has a discriminatory 

impact as I do not have access to the data sets on which the 

system is trained and therefore cannot analyse the biases in those 

data sets.  For the same reason, the defendant is not in a position 

to evaluate the discriminatory impact of AFR Locate.  However, 

bias has been found to be a feature of common AFR systems.‖ 

 

 and then on Mr. Edgell‘s evidence (at paragraphs 34 to 35) 

  

―34.  Mr. Edgell concludes that he has seen no gender bias when 

using AFR technology.  Despite there being proportionally more 

false positive female alerts than false positive male alerts, he 

explains this as being due to the presence of two ―lambs‖ …  
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35.  Before it is possible to draw conclusions on the existence of 

gender bias, an extensive study needs to be conducted where 

match scores are thoroughly analysed for both males and females, 

regardless of whether they generate alerts or not.  Mr. Edgell does 

not carry out this study; he considers only alert statistics.‖ 

 

 (―Lambs‖ is a label used by the software providers to describe faces that have 

a number of common generic features such that more frequent matches are 

generated by the facial recognition software.)   

 

156. Thus, SWP may now, in light of the investigation undertaken to date by Mr. 

Edgell, wish to consider whether further investigation should be done into 

whether the NeoFace Watch software may produce discriminatory impacts.  

When deciding whether or not this is necessary it will be appropriate for SWP 

to take account that whenever AFR Locate is used there is an important 

failsafe: no step is taken against any member of the public unless an officer 

(the systems operator) has reviewed the potential match generated by the 

software and reached his own opinion that there is a match between the 

member of the public and the watchlist face.  

 

157. Yet this possibility of future action does not make good the argument that to 

date, SWP has failed to comply with the duty under section 149(1) of the 

Equality Act 2010.  Our conclusion is that SWP did have the due regard 

required when in April 2017 it commenced the trial of AFR Locate.  At that 

time, there was no specific reason why it ought to have been assumed it was 

possible that the NeoFace Watch software produced more or less reliable 

results depending on whether the face was male or female, or white or 

minority ethnic.  As we have explained, even now there is no particular reason 

to make any such assumption.  We note that although Dr Jain states that ―bias 

has been found to be a feature of common AFR systems‖ he does not provide 

an opinion on whether, or the extent to which, such bias can be addressed by 

the fail-safe, such as ensuring that a human operator checks whether there is in 

fact a match.  

 

158. In our view, the April 2017 Equality Impact Assessment document 

demonstrates that due regard was had by SWP to the section 149(1) criteria.  

The Claimant‘s contention that SWP did not go far enough in that it did not 

seek to equip itself with information on possible or potential disparate impacts, 

based on the information reasonably available at that time, is mere speculation.  

In any event, as matters had developed in the course of the trial since April 

2017, it is apparent from Mr. Edgell‘s evidence that SWP continues to review 

events against the section 149(1) criteria.  This is the approach required by the 

public-sector equality duty in the context of a trial process.  For these reasons, 

the claim made by reference to section 149(1) of the Equality Act 2010 fails.  

 

 

H. CONCLUSION  

 

159.    For the reasons set out above, the Claimant‘s claim for judicial review is 

dismissed on all grounds. We are satisfied both that the current legal regime is 
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adequate to ensure the appropriate and non-arbitrary use of AFR Locate, and 

that SWP‘s use to date of AFR Locate has been consistent with the 

requirements of the Human Rights Act, and the data protection legislation. 
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ANNEX “A” 

 

 

LEGAL FRAMEWORK 

 

Legislation  

 

Data Protection Act 1998 (“DPA 1998”) 

 

1. Section 1(1) of the DPA 1998 defined ―personal data‖ as: 

 

―… data which relate to a living individual who can be identified (a) 

from those data, or (b) from those data and other information which is 

in the possession of, or is likely to come into the possession of, the data 

controller‖. 

 

2. Section 1(1) of the DPA 1998 defined ―data processing‖ as:  

 

―… obtaining, recording or holding the information or data or carrying 

out any operation or set of operations on the information or data‖ [with 

a range of non-exhaustive examples given]. 

 

3. Section 4(4) provided that it was: 

 

 ―… the duty of a data controller to comply with the data protection 

principles in relation to all personal data with respect to which he is the 

data controller‖ [subject to section 27(1) concerning the exemptions]. 

 

4. The data protection principles were set out in Schedule 1 to the DPA 1998
21

: 

 

(1) Principle 1 is that personal data shall be processed fairly and lawfully 

and, in particular, shall not be ―processed‖ at all unless it is necessary 

for a relevant purpose (referred to in Schedule 2 below). In the case of 

the police, the relevant purposes are the administration of justice and 

the exercise of any other function of a public nature exercised in the 

public interest.  

 

(2) Principle 2 is that personal data may be obtained only for lawful 

purposes and may not be further ―processed‖ in a manner incompatible 

with those purposes.  

 

(3) Principle 3 is that the data must be ―adequate, relevant and not 

excessive‖ for the relevant purpose.  

 

(4) Principle 4 is that data shall be accurate and, where necessary, kept up 

to date. 

  

                                                 
21

  Similar principles are now to be found in Part 3 of the DPA 2018 (see below). 
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(5) Principle 5 is that the data may not be kept for longer than is necessary 

for those purposes.  

 

(6) Principle 6 is that personal data shall be processed in accordance with 

the rights of data subjects under this Act. 

 

(7) Principle 7 is that proper and proportionate technical and 

organisational measures must be taken against the unauthorised or 

unlawful ―processing‖ of the data. 

 

(8) Principle 8 is that personal data shall not be transferred outside the 

European Economic Area unless the country ensures an adequate level 

of protection. 

 

5. Schedule 2 included the following conditions: 

 

―1. The data subject has given his consent to the processing. 

… 

5. The processing is necessary— 

(a) for the administration of justice, 

(b) for the exercise of any functions conferred on any person by or under 

any enactment, 

(c) for the exercise of any functions of the Crown, a Minister of the Crown 

or a government department, or 

(d) for the exercise of any other functions of a public nature exercised in 

the public interest by any person.‖ 

 

6. The DPA 1998 did not contain any definition of biometric data; nor was such 

data included within the definition of sensitive personal data within section 2 of 

the DPA 1998.  

 

Protection of Freedoms Act 2012 (“PFA 2012”) 

 

7. Chapter I of Part 2 of the Protection of Freedoms Act 2012 (―PFA 2012‖) makes 

provision for the ―Regulation of CCTV and Other Surveillance Camera 

Technology‖.  The relevant provisions of the PFA 2012 relate to the overt use of 

―surveillance camera systems‖ in public places by ―relevant authorities‖ in 

England and Wales.  

 

8. Section 29(1) mandates the Secretary of State to prepare a code of practice 

containing guidance about surveillance camera systems. Section 29(5) requires 

consultation with the National Police Chief‘s Council, the Information 

Commissioner, the Investigatory Powers Commissioner, the Surveillance 

Camera Commissioner, the Welsh Ministers and other persons the Secretary of 

State considers appropriate.   
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9. Section 29(6) provides that a surveillance camera system means: 

 

―(a) closed circuit television or automatic number plate recognition 

systems, 

(b) any other systems for recording or viewing visual images for 

surveillance purposes, 

(c) any systems for storing, receiving, transmitting, processing or 

checking images or information obtained by systems falling within 

paragraph (a) or (b), or 

(d) any other systems associated with, or otherwise connected with, 

systems falling within paragraph (a), (b) or (c).‖  (emphasis added) 

 

10. A surveillance camera system which makes use of AFR therefore falls within 

this definition and is addressed within the SC Code. 

 

11. Section 30 provides that the Secretary of State must lay the code of practice and 

order providing the code to come into force before Parliament, and that such an 

order is to be a statutory instrument.  

 

12. Section 31 provides that the Secretary of State must keep the code under review 

and may alter or replace it. 

 

13. Section 33 requires ―relevant authorities‖ (which includes a chief officer of a 

police force) to have regard to the code of practice when exercising any 

functions to which it relates.  

 

14. Section 33 further sets out the responsibility of a relevant authority as follows: 

 

―(1) A relevant authority must have regard to the surveillance camera 

code when exercising any functions to which the code relates. 

(2) A failure on the part of any person to act in accordance with any 

provision of the surveillance camera code does not of itself make that 

person liable to criminal or civil proceedings. 

(3) The surveillance camera code is admissible in evidence in any such 

proceedings. 

(4) A court or tribunal may, in particular, take into account a failure by 

a relevant authority to have regard to the surveillance camera code in 

determining a question in any such proceedings.‖ (emphasis added) 

 

15. Section 33(5) provides the list of ―relevant authorities‖ for the purposes of this 

part of the Act. Section 33(5)(j) sets out the inclusion of any chief officer of a 

police force in England and Wales. The Chief Constable of South Wales Police 

is therefore a relevant authority for the purposes of this Act. 

 

16. Section 34 provides for the appointment of a Surveillance Camera 

Commissioner by the Secretary of State.   The Surveillance Camera 

Commissioner is an arms-length body funded by, but independent of, the Home 

Office.  His role is, inter alia, to ensure public confidence in surveillance 

systems. Section 34 provides that the Commissioner‘s functions include: 
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 (a)    Encouraging compliance with the surveillance camera code; 

 (b)      Reviewing the operation of the code; and  

 (c)   Providing advice about the code (including changes to it or 

breaches of it).‖ 

17. The Secretary of State issued and published a code of practice pursuant to 

ss.30 and 32 of the PFA 2012 in June 2013 as the Surveillance Camera Code 

of Practice (―the SC Code of Practice‖) (see further below). 

 

Data Protection Law Enforcement Directive (2016/680/EU) (“the Law Enforcement 

directive”) 

18. The Law Enforcement Directive came into force on 6 May 2018. Its purpose 

includes to further the right to protection of personal data under Article 8(1) of 

the Charter of Fundamental Rights of the European Union (see the first 

recital). By Article 3(13) biometric data is defined to mean personal data 

resulting from specific technical processing relating (amongst other matters) 

to: 

 

―the physical… characteristics of a natural person, which allow or 

confirm the unique identification of that natural person, such as facial 

images...‖. 

 

19. Article 10 permits the processing of biometric data for the purpose of uniquely 

identifying a natural person, unless it is both (a) strictly necessary and subject 

to appropriate safeguards for the rights and freedoms of the data subject; and 

(b) either authorised by State law, to protect the vital interests of the data 

subject or of another natural person, or where it relates to data manifestly 

made public by the data subject.  

 

 

Data Protection Act 2018 (“DPA 2018”) 

 

 

20. The DPA 2018 came into force on 25
th

 May 2018. 

 

21. Section 29 of the DPA 2018 provides: 

 

PART 3 LAW ENFORCEMENT PROCESSING  

―29 Processing to which this Part applies 

(1)  This Part applies to— 

(a)  the processing by a competent authority of personal data wholly or partly 

by automated means, and 

(b)  the processing by a competent authority otherwise than by automated 

means of personal data which forms part of a filing system or is intended to 

form part of a filing system. 
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(2)  Any reference in this Part to the processing of personal data is to 

processing to which this Part applies. … 

 

 

22. Section 34 of the DPA 2018 provides an overview of the six data protection 

principles and the duties of the data protection controller: 

 

―34 Overview and general duty of controller 

(1)  This Chapter sets out the six data protection principles as follows— 

(a)  section 35(1) sets out the first data protection principle (requirement that 

processing be lawful and fair); 

(b)  section 36(1) sets out the second data protection principle (requirement 

that purposes of processing be specified, explicit and legitimate); 

(c)  section 37 sets out the third data protection principle (requirement that 

personal data be adequate, relevant and not excessive); 

(d)  section 38(1) sets out the fourth data protection principle (requirement that 

personal data be accurate and kept up to date); 

(e)  section 39(1) sets out the fifth data protection principle (requirement that 

personal data be kept for no longer than is necessary); 

(f)  section 40 sets out the sixth data protection principle (requirement that 

personal data be processed in a secure manner). 

(2)  In addition— 

(a)  each of sections 35, 36, 38 and 39 makes provision to supplement the 

principle to which it relates, and 

(b)  sections 41 and 42 make provision about the safeguards that apply in 

relation to certain types of processing. 

(3)  The controller in relation to personal data is responsible for, and must be 

able to demonstrate, compliance with this Chapter.‖ 

 

23. Section 35 of the DPA regulates ―sensitive processing‖ and specifies the 

conditions that must be satisfied before it may take place.  Section 35 provides 

as follows. 

 

―35 The first data protection principle 

(1)  The first data protection principle is that the processing of personal data 

for any of the law enforcement purposes must be lawful and fair. 

(2)  The processing of personal data for any of the law enforcement purposes 

is lawful only if and to the extent that it is based on law and either— 

(a)  the data subject has given consent to the processing for that purpose, or 

(b)  the processing is necessary for the performance of a task carried out for 

that purpose by a competent authority. 

(3)  In addition, where the processing for any of the law enforcement purposes 

is sensitive processing, the processing is permitted only in the two cases set 

out in subsections (4) and (5). 

(4)  The first case is where— 

(a)  the data subject has given consent to the processing for the law 

enforcement purpose as mentioned in subsection (2)(a), and 
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(b)  at the time when the processing is carried out, the controller has an 

appropriate policy document in place (see section 42). 

(5)  The second case is where— 

(a)  the processing is strictly necessary for the law enforcement purpose, 

(b)  the processing meets at least one of the conditions in Schedule 8, and 

(c)  at the time when the processing is carried out, the controller has an 

appropriate policy document in place (see section 42). 

(6)  The Secretary of State may by regulations amend Schedule 8— 

(a)  by adding conditions; 

(b)  by omitting conditions added by regulations under paragraph (a). 

(7)  Regulations under subsection (6) are subject to the affirmative resolution 

procedure. 

(8)  In this section, "sensitive processing” means— 

(a)  the processing of personal data revealing racial or ethnic origin, political 

opinions, religious or philosophical beliefs or trade union membership; 

(b)  the processing of genetic data, or of biometric data, for the purpose of 

uniquely identifying an individual; 

(c)  the processing of data concerning health; 

(d)  the processing of data concerning an individual's sex life or sexual 

orientation.‖ 

 

24. Section 35 reflects the language and scope of Article 10 of the Law 

Enforcement Directive.  

 

―Article 10  Processing of special categories of personal data 

Processing of personal data revealing racial or ethnic origin, political 

opinions, religious or philosophical beliefs, or trade union membership, 

and the processing of genetic data, biometric data for the purpose of 

uniquely identifying a natural person, data concerning health or data 

concerning a natural person's sex life or sexual orientation shall be 

allowed only where strictly necessary, subject to appropriate 

safeguards for the rights and freedoms of the data subject, and only…‖ 

 

Definitions 

 

25. Section 3(2) of the DPA 2018 defines ―personal data‖ as: 

 

―…any information relating to an identified or identifiable living 

individual‖, which means an individual ―who can be identified, directly 

or indirectly, in particular by reference to—(a) an identifier such as a 

name, an identification number, location data or an online identifier, or 

(b) one or more factors specific to the physical, physiological, genetic, 

mental, economic, cultural or social identity of the individual‖.  
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26. Section 35(8) of the DPA 2018 defines ―sensitive processing‖ as means 

activities including: 

 

―…the processing of… biometric data… for the purpose of uniquely 

identifying an individual.‖ 

 

27. Section 205(1) of the DPA 2018 defines ―biometric data‖ as: 

 

―…personal data resulting from specific technical processing relating 

to the physical, physiological or behavioural characteristics of an 

individual, which allows or confirms the unique identification of that 

individual, such as facial images or dactyloscopic data‖.   

 

 

Conditions 

 

28. Section 35(5) prescribes conditions which must be satisfied before the 

processing of biometric data for law enforcement purposes may be permitted.  

These conditions are threefold: (a) the processing is strictly necessary for the 

law enforcement purpose; 

(b) the processing meets at least one of the conditions in Schedule 8, and (c) 

the controller has an appropriate policy document in place (see section 42). 

 

29. The Schedule 8 conditions include: 

 

―1. Statutory etc purposes 

This condition is met if the processing- 

(a) is necessary for the exercise of a function conferred 

on a person by an enactment or rule of law, and 

(b) is necessary for reasons of substantial public interest. 

 

2. Administration of justice 

This condition is met if the processing is necessary for 

the administration of justice. 

… 

6. Legal claims 

This condition is met if the processing- 

(a) is necessary for the purpose of, or in connection 

with, any legal proceedings (including prospective 

legal proceedings)…‖ 

 

30. Section 42 contains requirements in respect of the ―appropriate policy 

document‖ referred to in section 35(4), that must be in place:  

 

“42  Safeguards: sensitive processing 

(1) This section applies for the purposes of section 

35(4) and (5) (which require a controller to have an 

appropriate policy document in place when carrying 

Page 100



Judgment Approved by the court for handing down R (Bridges) v CCSWP and SSHD 

 

out sensitive processing in reliance on… a 

condition specified in Schedule 8). 

 

(2) The controller has an appropriate policy document 

in place in relation to the sensitive processing if the 

controller has produced a document which— 

(a) explains the controller‘s procedures for 

securing compliance with the data 

protection principles (see section 34(1)) in 

connection with sensitive processing in 

reliance on the consent of the data subject or 

(as the case may be) in reliance on the 

condition in question, and 

(b) explains the controller‘s policies as regards 

the retention and erasure of personal data 

processed in reliance on the consent of the 

data subject or (as the case may be) in 

reliance on the condition in question, giving 

an indication of how long such personal data 

is likely to be retained. 

 

(3) Where personal data is processed on the basis that 

an appropriate policy document is in place, the 

controller must during the relevant period— 

(a) retain the appropriate policy document, 

(b)      review and (if appropriate) update it from 

time to time, and 

(c) make it available to the Commissioner, on 

request, without charge. 

 

(4) The record maintained by the controller under 

section 61(1) and, where the sensitive processing is 

carried out by a processor on behalf of the 

controller, the record maintained by the processor 

under section 61(3) must include the following 

information— 

(a) …which condition in Schedule 8 is relied 

on, 

(b) how the processing satisfies section 35 

(lawfulness of processing), and 

(c) whether the personal data is retained and 

erased in accordance with the policies 

described in subsection (2)(b) and, if it is 

not, the reasons for not following those 

policies. 

 

(5) In this section, ―relevant period‖, in relation to 

sensitive processing …in reliance on a condition 

specified in Schedule 8, means a period which— 
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(a) begins when the controller starts to carry out 

the sensitive processing …in reliance on 

that condition, and 

(b) ends at the end of the period of 6 months 

beginning when the controller ceases to 

carry out the processing.‖ 

 

 

Code and Guidance  

 

Secretary of State’s Surveillance Camera Code of Practice  

 

31. The Surveillance Camera Code of Practice (―SC Code‖) was issued by the 

Secretary of State in June 2013.  There is a statutory obligation to have regard 

to that code when exercising any functions to which the code relates (see s.33 

of the PFA 2012 above). The SC Code lays down a series of 12 ―Guiding 

Principles‖ for the operators of surveillance camera systems. They are as 

follows: 

―1.  Use of a surveillance camera system must always be for a 

specified purpose which is in pursuit of a legitimate aim and 

necessary to meet an identified pressing need.  

 

2.  The use of a surveillance camera system must take into account 

its effect on individuals and their privacy, with regular reviews 

to ensure its use remains justified.  

 

3.  There must be as much transparency in the use of a surveillance 

camera system as possible, including a published contact point 

for access to information and complaints.  

 

4.  There must be clear responsibility and accountability for all 

surveillance camera system activities including images and 

information collected, held and used. 

 

5.  Clear rules, policies and procedures must be in place before a 

surveillance camera system is used, and these must be 

communicated to all who need to comply with them.  

 

6.  No more images and information should be stored than that 

which is strictly required for the stated purpose of a 

surveillance camera system, and such images and information 

should be deleted once their purposes have been discharged. 

 

7.  Access to retained images and information should be restricted 

and there must be clearly defined rules on who can gain access 

and for what purpose such access is granted; the disclosure of 

images and information should only take place when it is 

necessary for such a purpose or for law enforcement purposes. 
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8.  Surveillance camera system operators should consider any 

approved operational, technical and competency standards 

relevant to a system and its purpose and work to meet and 

maintain those standards.  

 

9.  Surveillance camera system images and information should be 

subject to appropriate security measures to safeguard against 

unauthorised access and use. 

 

10.  There should be effective review and audit mechanisms to 

ensure legal requirements, policies and standards are complied 

with in practice, and regular reports should be published. 

 

11.  When the use of a surveillance camera system is in pursuit of a 

legitimate aim, and there is a pressing need for its use, it should 

then be used in the most effective way to support public safety 

and law enforcement with the aim of processing images and 

information of evidential value. 

 

12.  Any information used to support a surveillance camera system 

which compares against a reference database for matching 

purposes should be accurate and kept up to date.‖ 

 

32. The Code of Practice concerns ―conventional‖ CCTV systems, but specifically 

addresses the use of AFR as part of a surveillance camera system (see paragraph 

3.2.3 below).  The SC Code also covers the broader spectrum of statutory and 

procedural considerations which apply to surveillance camera operators, 

including Human Rights, Data Protection, Investigatory Powers and the forensic 

integrity of images.   

 

 

33. Relevant paragraphs from the SC Code are as follows: 

 

―1.8 This code has been developed to address concerns over the 

potential for abuse or misuse of surveillance by the state in public 

places.‖ 

 

―2.1 Modern and forever advancing surveillance camera 

technology provides increasing potential for the gathering and use of 

images and associated information. These advances vastly increase the 

ability and capacity to capture, store, share and analyse images and 

information. This technology can be a valuable tool in the management 

of public safety and security, in the protection of people and property, 

in the prevention and investigation of crime, and in bringing crimes to 

justice. Technological advances can also provide greater opportunity to 

safeguard privacy. Used appropriately, current and future technology 

can and will provide a proportionate and effective solution where 

surveillance is in pursuit of a legitimate aim and meets a pressing 

need.‖  
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―2.2 In general, any increase in the capability of surveillance 

camera system technology also has the potential to increase the 

likelihood of intrusion into an individual‘s privacy. The Human Rights 

Act 1998 gives effect in UK law to the rights set out in the European 

Convention on Human Rights (ECHR). Some of these rights are 

absolute, whilst others are qualified, meaning that it is permissible for 

the state to interfere with the right provided that the interference is in 

pursuit of a legitimate aim and the interference is proportionate. 

Amongst the qualified rights is a person‘s right to respect for their 

private and family life, home and correspondence, as provided for by 

Article 8 of the ECHR.‖  

 

―2.3 That is not to say that all surveillance camera systems use 

technology which has a high potential to intrude on the right to respect 

for private and family life. Yet this code must regulate that potential, 

now and in the future. In considering the potential to interfere with the 

right to privacy, it is important to take account of the fact that 

expectations of privacy are both varying and subjective. In general 

terms, one of the variables is situational, and in a public place there is a 

zone of interaction with others which may fall within the scope of 

private life. An individual can expect to be the subject of surveillance 

in a public place as CCTV, for example, is a familiar feature in places 

that the public frequent. An individual can, however, rightly expect 

surveillance in public places to be both necessary and proportionate, 

with appropriate safeguards in place.‖ 

―2.4 The decision to use any surveillance camera technology must, 

therefore, be consistent with a legitimate aim and a pressing need. Such 

a legitimate aim and pressing need must be articulated clearly and 

documented as the stated purpose for any deployment. The technical 

design solution for such a deployment should be proportionate to the 

stated purpose rather than driven by the availability of funding or 

technological innovation. Decisions over the most appropriate 

technology should always take into account its potential to meet the 

stated purpose without unnecessary interference with the right to 

privacy and family life. Furthermore, any deployment should not 

continue for longer than necessary.‖  

 

―3.2.3 Any use of facial recognition or other biometric characteristic 

recognition systems needs to be clearly justified and proportionate in 

meeting the stated purpose, and be suitably validated
4
. It should always 

involve human intervention before decisions are taken that affect an 

individual adversely. (Footnote 
4
 The Surveillance Camera 

Commissioner will be a source of advice on validation of such 

systems).‖ 

 

―4.8.1 Approved standards may apply to the system functionality, the 

installation and the operation and maintenance of a surveillance camera 

system. These are usually focused on typical CCTV installations, 
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however there may be additional standards applicable where the 

system has specific advanced capability such as ANPR, video analytics 

or facial recognition systems, or where there is a specific deployment 

scenario, for example the use of body-worn video recorders.‖ 

 

―4.12.1  Any use of technologies such as ANPR or facial recognition 

systems which may rely on the accuracy of information generated 

elsewhere such as databases provided by others should not be 

introduced without regular assessment to ensure the underlying data is 

fit for purpose.‖ 

 

―4.12.2 A system operator should have a clear policy to determine the 

inclusion of a vehicle registration number or a known individual‘s 

details on a reference database associated with such technology. A 

system operator should ensure that reference data is not retained for 

longer than necessary to fulfil the purpose for which it was originally 

added to a database.‖ 

 

Surveillance Camera Commissioner’s AFR Guidance  

 

34. The Surveillance Camera Commissioner has published ―guidance‖ or ―advice‖ 

on the use of AFR by the police in conjunction with CCTV entitled ―The 

Police Use of Automated Facial Recognition Technology with Surveillance 

Camera Systems‖ (―the AFR Guidance‖). The guidance explains the roles of 

the Surveillance Camera Commissioner and IC in relation to the regulation of 

the police use of AFR.  The Surveillance Camera Commissioner AFR 

Guidance is designed to assist relevant authorities in complying with their 

statutory obligations ―arising under section 31(1)‖ of the PFA 2012 and the 

Code of Practice (paragraph 1.3).
22

  

 

35. The AFR Guidance was promulgated on the basis that the Surveillance 

Camera Commissioner ―should provide advice and information to the public 

and system operators about the effective, appropriate, proportionate and 

transparent use of surveillance camera systems‖ (Code of Practice, paragraph 

5.6).  It is said that the AFR Guidance indicates ―the way in which the 

Commissioner is minded to construe the particular statutory provisions arising 

from PFA 2012 and those provisions within the Code of Practice in the 

absence of case law‖ (paragraph 1.8). 

 

36. The AFR Guidance focuses on the assessment of the necessity and 

proportionality of deployments of AFR. It also provides advice on conducting 

risk assessments and making use of the Surveillance Camera Commissioner‘s 

‗Self-Assessment Tool‘. In respect of watchlists there are suggestions 

concerning the nature of images used to produce watchlists.  

  

                                                 
22

 It is assumed that this reference in paragraph 3.1 of the SCC AFR Guidance was intended to 

be to s.33 because s.31(1) concerns the Secretary of State keeping the Code of Practice under 

review. 
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37. Unlike the SC Code, there is no requirement for SWP to have regard to the 

AFR Guidance. This guidance was first published in October 2018 and re-

published without changes in March 2019 (i.e. after the two deployments of 

AFR about which the Claimant complains). 

 

The Information Commissioner 

 

38. The Information Commissioner published high level guidance on the 

safeguards for law enforcement processing under Part 3 of the DPA 2018, and 

in particular as the appropriate policy to be issued: 

 

 

―What safeguards are required for sensitive processing? 

If you are carrying out sensitive processing based on the consent 

of a data subject, or based on another specific condition in 

Schedule 8 of the Act, you must have an appropriate policy 

document in place. 

The appropriate policy must explain: 

- your procedures for complying with the data protection principles 

when relying on a condition from Schedule 8; and 

- your policy for the retention and erasure of personal data for this 

specific processing. 

You must retain this policy from the time you begin sensitive 

processing until six months after it has ended. You must review 

and update it where appropriate and make it available to the 

Information Commissioner upon request without charge.‖ 

39. The Information Commissioner states that, whilst further clarification and 

detail is required (particularly in relation to the specific Schedule 8 condition 

relied on for AFR, and on lawfulness and fairness), she is of the view that the 

SWP‘s current document does meet the requirements to constitute an 

overarching ―appropriate policy document‖ within s.42 of the DPA 2018.  We 

agree. 

 

 

SWP Documents  

 

SWP Policy Document  

40. SWP have issued a policy document entitled ―Policy on Sensitive Processing 

of Law Enforcement Purposes, under Part 3 Data Protection Act 2018‖ 

(Version 2.0, November 2018) (―the Policy Document‖).   The Policy 

Document sets out SWP‘s policy as regards compliance with the six Data 

Protection Principles in Part 3 of the PDA 2018: 

 

“3. Compliance with Data Protection Principles 
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a) „lawfulness and fairness‟ 

 

The lawfulness of South Wales Police processing is derived 

from its official functions as a UK police service, which 

includes the investigation and detection of crime and the 

apprehension of offenders, including acting in obedience to 

court warrants that require the arrest of defendants who have 

failed to attend court. 

b) „data minimisation‟ 

South Wales police only processes sensitive personal data when 

permitted to do so by law.  Such personal data is collected for 

explicit and legitimate purposes such as biometric data during 

the deployment of Automatic Facial Recognition technology. 

c) „accuracy‟ 

During AFR Locate deployments South Wales Police collects 

the information necessary to determine whether the individual is 

on a watchlist.  If an intervention is made the process will not 

prompt data subjects to answer questions and provide 

information that is not required. 

Where processing is for research and analysis purposes, 

wherever possible this is done using anonymised or de-

identified data sets. 

d) „storage limitation‟ 

Providing complete and accurate information is required when 

constructing a watchlist.  During AFR Locate deployments 

watchlists will be constructed on the day of deployment and 

where the deployments extend beyond 24 hours these will be 

amended daily.  Where permitted by law and when it is 

reasonable and proportionate to do so, South Wales Police may 

check this information with other organisations – for example 

other police and law enforcement services.  If a change is 

reported by a data subject to one service or a part of South 

Wales Police, whenever possible this is also used to update the 

AFR application, both to improve accuracy and avoid the data 

subject having to report the same information multiple times. 

e) „integrity and confidentiality‟ 

South Wales Police has a comprehensive set of retention 

policies in place which are published online, further 

information specific to AFR can be found on SWP AFR 

webpage. 
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All staff handling South Wales Police information are security 

cleared and required to complete annual training on the 

importance of security, and how to handle information 

appropriately. 

In addition to having security guidance and policies embedded 

throughout SWP business, SWP also has specialist security, 

cyber and resilience staff to help ensure that information is 

protected from risks of accidental or unlawful destruction, 

loss, alteration, unauthorised disclosure or access.‖ 

 

SWP Standard Operating Procedures (“SOP”) 

 

41. SWP has Automatic Facial Recognition Standard Operating Procedures 

(―SOP‖) which apply to their use of AFR.  They were published in November 

2018 (i.e. after the dates of the 2 events in question), when a separate facial 

recognition section was added to SWP‘s website, and the SOPs were published 

on that webpage.  The SOP‘s primary features include (see especially pages 6 

and 14): 

(1) A stipulation that watch lists should be ―proportionate and necessary‖ 

for each deployment and primary factors for the inclusion on watch 

lists include will be ―watchlist size, image quality, image provenance 

and rationale for inclusion‖.  

 

(2) The numbers of images included within a watchlist cannot exceed 

2,000 due to contract restrictions ―but in any event1 in 1000 false 

positive alert rate should not be exceeded‖.   

 

(3) Children under the age of 18 will not normally feature in a watchlist 

due to ―the reduced accuracy of the system when considering immature 

faces‖.  

 

(4) The decision for an AFR deployment wherever possible will ultimately 

be made by the Silver Commander. 

 

(5) The rationale for the deployment of AFR is to be recorded in a pre-

deployment report. 

 

(6) Signs advertising the use of the technology are to be deployed to 

ensure that where possible an individual is aware of the deployment 

before their image is captured. 

 

(7) Interventions are not to be made on the basis of a similarity score alone 

and when an intervention is made intervention officer will establish the 

identity of the individual by traditional policing methods.  

 

(8) Details of the retention of different types of information gathered 

during an AFR deployment. 
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SWP Operational Advice 

42. SWP have also issued guidance in the form of ―Operational Advice for Police 

Trials of Live Facial Recognition‖ for use by officers conducting the trials 

which has been submitted to the National Police Chief‘s Council.  
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